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1. Heamn, 3a0a4M ¥ IVIAHUPYEMbIe Pe3yJbTaThl 00y4eHHS 10 AUCHHUILINHE

K ocHOBHBIM HeJIAM OCBOCHUS AUCHUIIINHBI <<KpI/IHTOaHaJII/I3>) CJICAYCT OTHCCTH:

- W3y4YCHHE COBPEMEHHBIX METOJOB M CPEACTB aHAIM3a KPHUIITOrpaguIecKOl 3aIinThl
uH(OPMALIUK TS pEIIeHHsI TPO0JIeM 3aIuThl HH(pOpMaIUH.

K ocHOBHBIM 3aga4yaM OCBOCHUS AUCIIUILIAHBI <<KpI/IHToaHaJII/I3>) CJICOYCT OTHCCTH:
- OBJaJ€HHC OCHOBHBIMU KpI/IHTOFpa(l)I/ILIeCKI/IMI/I HHCTPYMCHTaMu, HCO6XOI[I/IM]':>IMI/I JIA
IMOCTPOCHUSA 3allIUIIICHHBIX I/IH(l)OpMaHI/IOHHBIX CHUCTCM.

OOyuenne mo agucuumuimHe «Kpunroananus»  HampaBieHO Ha  (OpPMHPOBAHHUE
y 00y4aroUIMXCs CIASAYIOINX KOMIETEHIUH:

Koa n naumenoBaumne NHaukaTopbl J0CTHKEHHST KOMITeTEeHIUH
KOMIIeTeHIM i
ITK-5. Cnocoben pa3pabaTbIBaTh WUIIK-5.1. 3HaeT: apXUTEKTypy anmnaparHoi miaTdopmsl,
KOMIIOHCHTBI CUCTEMHBIX IPOTrpaMMHBIX CHUHTAKCHC, OCOGeHHOCTI/I MporpaMMUpPOBaHUA U CTaHAAPTHBIC
MPOAYKTOB OuOIMOTEKH A3bIKOB IporpamMmmupoBanus Python, C/C++, Java,

Golang; CranmapTs! peanusanni HHTEpP(EHCOB MOJKITIOTAEMBIX
ycTpoiicTB. TexHoNMOTHH pa3paboTku npaliBepoB.CHCTEMBI
npepbiBanuil 1 aapecanuu namsatTi OC. TexHonoruu
pa3pabOTKU U OTJIAAKH CHCTEMHBIX IIPOJYKTOB

KommekTs cpenct pa3padboTku meneBoit OC

Cucrema KOMaH]T MUKPOTIpOIieccopa LEeIeBO anmnapaTHOH
aTGopMBbI

[TpuHIMIBI KpOCC-TIATPOPMEHHOTO TPOrPAMMHUPOBAHHMS
KoHcTpykuun pacnpeieleHHOTO 1 HapaulesIbHOTO
HIpOTrpaMMHUPOBAHUS

[IpuHIMIBI OpraHu3anyy, COCTaB U cXxeMbl pabotsr OC
[IpuHIUIEI yIpaBIeHUS pecypcaMu

Mertonp! opranu3anuy (HaiIoBEIX CHCTEM

[TpuHIMTBI TOCTPOEHUS CETEBOTO B3aUMOIEHCTBHS
ApXHTEKTypa U IPUHIUITE (QYHKIIMOHUPOBAHUS
KOMMYHHUKaIIMOHHOTO 000pYAOBaHUS

CrangapTel H”HQOPMAMOHHOTO B3aNMO/ICHCTBUS CUCTEM
MeTtoauku TecTupoBaHus pa3padareiBaemoro 10

JlokanbpHBIE HOPMATHBHBIE IIPABOBBIE AKTHI, ACHCTBYIOIIHE B
OpraHu3aIuu

T'ocynapcTBeHHbIE CTaHAAPTHI ENMHOM CUCTEMBI IPOIPaMMHOMI
noxymenraru (ECII)

Crioco0bI afpecanyy maMsaTH LeIeBOi annapaTHOH niIaThopMBl
TexHosornn pa3zpaboTKH KOMIHIISITOPOB

MeTo/bl ¥ OCHOBHBIE STAIBl TPAHCIISIINN

TexHosorny MporpaMMHUpPOBaHHs U pa3pabOTKH OJIOK-CXeM
OCHOBBI IPUMEHEHUS TEOPUU ANTOPUTMOB

[TpyuHIMTIBI OpraHU3alny, COCTAB U CXEMbI PadOTHI
OTEPALUOHHBIX CUCTEM

OCHOBBI apXUTEKTYPHI, YCTPOHCTBA U (HYYHKIIMOHUPOBAHUS
BBIYNCIIUTENFHBIX CUCTEM

CpencTBa mporpaMMHPOBaHUS U UX KIACCUPUKAIHS
ApPXUTEKTypa cpesi IpOorpaMMUpPOBAHUS

Krnaccudukarus s35IK0B IPOrpaMMHUPOBAHNS

OCHOBHBIE CTPYKTYPHI JAHHBIX

OCHOBHBIE MOZIETH JJAHHBIX U UX OpraHU3alUs

[MpuHIMTIBEI 00BEKTHO-OPUEHTUPOBAHHOTO MPOTrPAMMHUPOBAHUS
SI3bIKN QYHKIMOHAIBHOTO U JIOTHYECKOTO IPOrPaMMHUPOBAHHMS
KoHkypeHTHOE NporpaMMupoOBaHUe




MeToap! ¥ aNITOPUTMBI TPAMMATHYECKOTO pa3dopa TekcTa
MIPOTPaMMBI

KoMIuisTops! S36IK0B TPOTPaMMHUPOBAHHUS, X BUBL,
TIPUHITUITEI PabOTHI

MeToab! 1 aITOPUTMBI T€Hepalui UCIOTHIEMOro Koaa
CrpykTypa 00BbEKTHBIX M UCIIONHSEMBIX (haiiiIoB B IEJICBOM
OTIEPALIMOHHON cucTeMe

KoMIoHOBIIMKH, METO/IBI COOPKU HCTIONHAEMBIX (DaiiyioB U3
00BEKTHBIX (paiiiioB

MeToab! U aITOPUTMBI ONITUMHU3AIMK UCTIOJIHAEMOro KoJia
WHTepnpeTaTops! S36IKOB MPOrPaMMHUPOBAHUS, HX BUBL,
TIPUHITUITEI PabOTHI

Mertoap! yIpaBaeHUs NAMSTHIO

[TpuHIMIB pabOTH MPOrPAMMHOTO OTIATINKA

HIIK-5.2. YMmeeT: npuMEHSTH SI3bIKU IPOrpaMMHUPOBAHUS,
OIIpEZICIICHHbIC B TEXHUUECKOM 3aJaHUH Ha Pa3paboOTKy
JpaiiBepa, JUIsl HalMCaHus IPOrpaMMHOIo Kojia

Co3naBath OJIOK-CXEMBbI aJITOPUTMOB ()YHKIIHOHUPOBAHHUS
pa3pabaTbIBaeéMbIX IPOTPAMMHBIX IIPOLYKTOB

O11eHHBAaTh BEIYUCIUTENBHYIO CI0KHOCTD aJITOPUTMOB
(GYHKIIMOHUPOBaHUS pa3pabaTbIBaeMbIX IPOrPAMMHBIX
MIPOTYKTOB

PaboTtaTh cO cTaHIapTHBIMU KOHTPOJIEPAMH YCTPOUCTB
(TpadmueckuM aganTepom, KIaBUaTypot, MBIIIBIO, CETEBBIM
aJanTepoMm)

PabotaTh ¢ TOKyMEHTaIeH, mpuaracMoi pa3paboTIuKOM
YCTpOMCTBa

OcCyIecTBISITh OTIAJKY IpaiiBEPOB YCTPOMCTB IS
ONEPAIMOHHON CUCTEMBI

[TpuMeHsTH A3bIKK 11€JIeBOH anmapaTHo! MIaThopMBl,
OTIpeJIeIEHHON B TEXHUYECKOM 33JJaHUH Ha pa3paboTKy, i
HaIMCaHUs NPOrpaMMHOI0 Koja

[TpuMEeHSTh TEXHOJIOTHIO Pa3padOTKH KOMITUIISITOPOB
OcymecTBIATh OTIAIKY IPOrPAMMHBIX IIPOAYKTOB JUIS
LIE€JIEBOM ONEPALIMOHHON CHCTEMBI

OcymecTBIATh OTIAJKy YTHINT ONEPanuoHHON CHCTEMBI
PazpabarsiBaTh IpOrpaMMHBII KO Ha SI3bIKAX
MIPOTrPaMMHPOBaHMUS HU3KOTO YPOBHS

OcymecTBIATh OTIAKy IPOrpaMM, HAIIMCAHHBIX Ha SI3bIKE
HIpOTPaMMHUPOBAHHS HU3KOTO YPOBHS

Pa3pabaTriBaTh MPOrpaMMHBIA KO Ha SI3BIKAX
HIpOTrPaMMHUPOBAHHS BEICOKOTO YPOBHS

OcCymecTBIATh OTIAAKY IPOTPaMM, HATMCAHHBIX Ha S3bIKE
HIpPOTrpaMMHUPOBAHHS BEICOKOTO YPOBHS

OdopMIIATh TEXHUIECKYIO JOKYMEHTAIIHIO

HUIIK-5.3. Bnageer: [losyuyeHueM 1 U3y4eHHEM TEXHUUECKOH
JOKyMEHTAIIUX YCTPOMCTBA, AJIsl KOTOPOTO pa3padaThIBacTCs
IpaiiBep

PazpaboTkoii 6510K-cXeM JpaiiBepa yCTpoHCTBa, KOMITHIISITOPOB,
3arpy34MKOB, COOPIINKOB

Hanucanuem ucxoHoro Koja apaiBepa ycTpoucTBa
OTtnazaxoit pa3paboTaHHOTO JIpaiiBepa yCTPoOICTBRa,
KOMIMJISTOPOB, 3arPy34HKOB, COOPIIIMKOB

Pa3paboTKoii SKCIUTyaTaIlMOHHON TOKyMEHTAIlUN Ha
pa3paboTaHHBIX ApaiBepPOB, KOMIMIATOPOB, 3aTPy3UHKOB,
COOPIINKOB

CormpoBoxxeHnEM pa3pabOTaHHBIX ApalBepa ycTpoiicTBa,
KOMITWJISITOPOB, 3arPy34UKOB, COOPIIUKOB

[omyueHnnem TeXHUYECKON TOKYMEHTALUU T10 SI3BIKY
MIPOrpaMMHPOBaHUs, CUCTEME KOMaHJ IIpolieccopa yCTPONCTBa,
aipecaluyl NaMsITH U PETUCTPOB MpoLeccopa yCTPOHCTBa




M3ydeHnemM TeXHUYECKOU IOKYMEHTAINH 110 A3BIKY
MIPOTPaMMHPOBAHNS, CHCTEME KOMaH]] IIPOILIECcopa yCTPOiCTRa,
azipecanuyl MaMATH U PETUCTPOB MIPOIIECCOpa yCTPoicTBa
Pa3paboTka GJI0K-CXeMBbI KOMITIIIATOPOB, 3aTPY3UHKOB,
CcOOPIKKOB

Hanucanue HCXOAHOTO KO/1a KOMIIMISITOPOB, 3arPy3UHKOB,
CcOOPIIKKOB

OtagKa KOMIWIISITOPOB, 3aTPY34UKOB, COOPIMKOB
PenmxuHupHHT pa3paboTaHHBIX KOMITMIIITOPOB, 3aTPYy34HKOB,
cOOPIIMKOB, IpaiiBepa yCTpOHCTBa

2. He.]'IH, 3a/lavYi U IVIAHUPYEMBIC PE3YJbTAaTbl Oﬁy‘lEHI/ISI o ITMCIOMIIJIMHE
HucuuiuinHa «KpunroaHanus» OTHOCUTCS K YUCITY 3JEKTHBHBIX Y4Y€OHBIX JUCLMIUIMH
OCHOBHOI1 0Opa3oBarenbHol nporpammel (b.1.2.9/1.1.2).
JlucuuIuinHa B3aMMOCBSI3aHa JIOTUYECKH U COAEP)KaTeIbHO-METOJUYECKU CO CIIEAYIOLUIMMU

muciuminHamMu 1 npaktukamu OOIL: «Maremartnueckuii ananus», «Teopust BeposiTHOCTEH u
MaTeMaTH4YecKasi CTaTUCTUKa», «OCHOBBI MHPOPMALIMOHHOM 6€3011acHOCT.

3. CTpykTypa U coiep:KaHue TUCUUTIINHBI

OO61mas TpyA0eMKOCTh AUCHHUIUINHBI COCTaBIseT 4 3aueTHbIe equHuIlbl (144 yaca).

3.1. Buabl yueOHoii padoThl M TPYI0EMKOCTh
(o popmam oOydeHwHs)

3.1.1 Ounas popma 0OydeHus

Ne CemecTpbl
. KosnnuectBo
n/n Bup yueoHoii padornl Cemectp Hepeasn
4acoB
cemMecTpa
1 | AyauTopHble 3aHATHS 36 4 1-18
B ToM ynce:
1.1 | Jlexkuun - - -
1.2 | CemuHapcKue/npakTHYeCKUe 3aHsITHS - - -
1.3 | JJabopaTopHble 3aHATHS 36 4 1-18
2 | CamocTosiTeibHAs padoTa 108 4 1-18
3 | IIpome:kyTO4Hasi aTTeCTALMSA
DK3aMeH 4 ITo pacnucanuio
Hroro 144
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3.2. TemaTn4yeckuii JIaH U3y4eHUsl TUCIUTNTIMHBI

(mo ¢popmam oOydeHus)

3.2.1 Oynas ¢opma 00ydeHus

TpynoemMKocTh, 4ac

AyauTopHasi pabora

Camoc
J:/') Pa3nesibl/TemMbl CCMHH/ap Jlabop | IIpakr TOSATE
S — Beero | Jlex CKHue aTOpH | MYecKa | o
n MpaKTU4e| bie b
1002078 pador
CKME | 3aHATH | OATOT |~
3aHSATUS s OBKa
1 Paznen 1. Kpunroananus
50 - - 10 - 40
CUMMETPUYHBIX KPUIITOCUCTEM.
1.1 | Tema 1.1. Kpunrroanaims mudpos 10 i i 5 i 8
OJIHO3HAYHOM 3aMEHBI
1.2 | Tema 1.2. Kpunroananus 10 i i 5 ) 8
MHOT03HAYHON 3aMEHBI
1.3 | Tema 1.3. Kpunroananu3 0JI09HOM 1 i i 2 ) 8
3aMEHBI
1.4 | Tema 1.4. Kpunroananus nepecraHOBKU 10 - - 2 - 8
1.5 | Tema 1.5. Kpunroananus 10 i ) 5 ) 8
raMMHPOBaHUS
2 Paznen 2. Kpunroananmms 14 i i 4 ) 10
ACUMMETPUYIHBIX KPUIITOCHCTEM
2.1 | Tema 2.1. Kpunroananus 14 i i 4 ) 10
ACUMMETPUYHBIX MHU(POB
3 Pasnen 3. Kpunroananus nuudposoit 14 i i 4 i 10
HOJIHMCH
3.1 | Tema 3. 1; Kpunrtoananus nupoBbix 14 i i 4 ) 10
oJIHCen
4 Paznen 4. Kpunroananus anropurMoB
12 - - 2 - 10
oOMeHa KJI4aMH
4.1 | Tema 4.1. Kpunroananus 1o aropurmy 12 i ) 5 ) 10
Juddu-Xennman
5 Paznen 5. [loaroroska oruera o
KPHUNTOAHATIN3E KPUNTOrpapruuecKux 54 - - 16 - 38
QITOPUTMOB
5.1 | Tema 5.1. Pa3paboTka 6110K-cxeM 12 i i 5 ) 10
IpOTpaMM KPHUIITOAHAJIH3a
5.2 | Tema 5.2. Pa3zpaboTka o01iero 12 i i 2 i 10
uHTepdeiica mporpaMM KpUNToaHAIHM3a
5.3 | Tema 5.3. CpaBHUTEIbHBIN aHATN3
CTOMKOCTH KPUIITOTPahUIECKUX 12 - - 2 - 10
QITOPUTMOB
5.4 | Tema 5.4. OT4eT O KPUNTOAHATN3E 19 ) ) 5 ) 8
KPUNTOTrpaguueCcKuX allrOPUTMOB
Hroro | 144 36 108

3.3. Coneprxkanue TUCHUNINHBI




Pazgea 1. Kpunroanajin3 CMHMMeTPUYHBIX KPUIITOCUCTEM
Tema 1.1. YacTOTHBIN aHANH3.
ITouck BEpOATHOTO CII0BA.
u¢ps! 3aMeHBI.
Kpunroananus mugppoB npocToii 3aMeHbI.
Tema 1.2. HIndpbl MHOTO3HAYHON 3aMEHBI.
Kpunroananus mudpos rammupoBanus benazo u Biwxenepa.
Peructpsl casura ¢ o6paTHOi CBS3BIO.
CkpemOJIepsl.
Kpunroananus mupyrorieit raMMebl.
Kpunroananus Ha4yaabHOTrO 3all0IHEHHS — KIOYEBOW MHULMAIIN3ALNH.
Tema 1.3. HIudper 6;109HON 3aMEHBI.
Kpunroananus mugppoB BepTUKAIBHON MEPECTAHOBKH.
Koncrpykuun ®eiictens. ATTopuTMbl OJ0YHOTO MUGPOBAHHSL.
Anropurmel mupposanus [OCT 28147-89, TOCT 34.12-2015.
I'OCT 34.13-2015. Pexum npocToii 3aMeHBI.
AHanu3 paccerBaHUs 3HaKa OTKPBITOIO TEKCTA MO MIHU(PTEKCTY.
ATaka MoJIHbIM IepedopoM.
Paznen 2. Kpunroanajin3 acCHMMeTPUYHBIX KPUNITOCHCTEM
Tema 2.1. AcuMMETpPUYHBIC CUCTEMBI ITU(PPOBAHHMS.
OTkpeiToe pacnpenenenue kmoueil. Cxema Auddu-Xemnmmana.
Anroputm RSA. Meton pakropuzanuu Oepma.
Cucrema mmdposanus El Gamal. [luckpernoe orapudpmupoBaHue.
Pa3nen 3. Kpunroanaaus uudposoii noanucu
Tema 3.1 Kpunroananus uudpoBbix noanucei
@YHKIUH XIIIUPOBAHHUS.
Anroputm RSA.
Anroputm El Gamal.
Pa3nes 4. Kpunroanajans aaropuTMoB 00MeHa KJII0YaMH

O6meH kirouamu o anropurmy Diffi-Hellman.
Paspnen S. Iloaroroska or4yera 0 NpOrpaMMHUPOBAHUM KPUITOIPA(PHUYECKUX AJTTOPUTMOB.
Tema 5.1. PazpaboTka 6510K-CXeM IPOrpaMM KpUIITOAHAIH3A.
I'OCT 19.701-90.
Tema 5.2. PazpaboTka oO1uiero uurepdeiica nporpaMm KpUIrToaHaaIu3a.
JlnanoroBslii MM KOHCONBHBIN HHTEpdelic. biok-cxema obiero uaTepdeiica. TectupoBanue
uHTepdeiica.
Tema 5.3. CpaBHUTENBHBINA aHATTU3 CTOMKOCTH KPUNITOTrPahUIECKUX aJrOPUTMOB.
Tema 5.4. OTuer 0 NPOrpaMMUPOBAHUY KPUIITOAITOPUTMOB.
[TonroroBka oT4eTa O IPOrPaMMUPOBAHNUU B COOTBETCTBHE C 33JaHHON CTPYKTYPOIl U 3a1uTa
oTyeTa.

3.4. TeMmaTuKa ceMHHAPCKUX/NIPAKTHYECKHUX H JIa0OPATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/IPAKTHYECKUE 3aHATHUS

He npedoycmompensi npoepammotl.



3.4.2 JlaGopaTopHbIe 3aHATHS

Tema 1. Kpunroanains cuMMeTpUYHBIX KPUIITOCUCTEM
JlaboparopHuas pabdota 1.1. Kpunroananmus mudpoB 0JHO3ZHAYHON 3aMEHBI.

Hugpvr npocmoti o0no3HauHOU 3ameHbl: Ambawt, wugp Llezaps, wugp [onuobus. Hlugdpot
MHO203HAYHOU 3aMEHDbL.
JlaGopaTtopHas padora 1.2. Kpunroananus mmdpoB MHOTO3HAYHON 3aMEHBI.
HIugpor Tpumemus, benaso, Busicenepa. S-onok 3amenvt I OCT P 34.12-2015.
JlaGopaTtopHas padora 1.3. Kpunroananus mmdpoB 6J109HON 3aMEHBI.
Mampuynovii wughp. lugp Instigepa.
JlaGopaTtopHast pabora 1.4. Kpunroananus mmdpoB nepecTaHOBKH.
Hlugpvr  sepmukanvhoii  nepecmanosku. Illugpol  mapwpymuoii.  nepecmaHosKu.

Ilosopomnvie pewremku. Cemo Deiicmens.

JlaboparopHas pabdota 1.5. Kpunroananus mmppoB raMMHpOBaHUS.
Oonopaszoswiii bnoxnom Lllennona. I ammuposarnue

Tema 2. KpI/IHToaHaHI/IS ACUMMCTPHUYHBIX KPUIITOCUCTCM.

JlaGoparopnas paborta 2.1. Kpunroananus mmdpoB acCHMMETPUYHBIE ITH(PHI.
Llughp RSA.

Lugp El Gamal.
Tema 3. Kpunroananus nudpoBoii MOAMKMCH.

Jlaboparopuas padota 3.1. Kpunroananu3 mudpoBbIX MOIMTUCEH.
Aneopummot RSA, EGSA.

Tema 4. Kpunroananus aaropuTMoB oOMeHa KJIFOYaMHU.

JlaGopaTtopHas pabora 4.1. Kpunroananus anropurma Juddu-Xemimana.
Obmen kmouamu no areopummy Diffi-Hellman.

Tema 5. IlogroroBka ot4era 0 KpUNTOAHAIN3E KPUITOIpapUUECKUX aITOPUTMOB.

JlaGopatopHas pabota 5.1. Pa3zpaboTka 0610K-cXxeM IporpaMM KpHITOaHAIN3a.

JlaGopaTtopHast pabota 5.2. PazpaboTka o6miero naTepdeiica mporpaMm KpunToaHaIN3a.
Juanoeoswiti  unu  KoHconvHwlll  ummepghetic.  bBnok-cxema  obwezo  ummepdeiica.
Tecmuposanue unmepdetica.

JlaGopatopHas pabota 5.3. CpaBHUTENBHBIN aHAIU3 CTOMKOCTH KPUNTOTpapHUECKUX alrOPUTMOB.

JlaboparopHnas padota 5.4. OT4eT 0 MPOrpaMMUPOBAHUU KPUIITOTPAPUUECKUX AIITOPUTMOB.

3.5. TemaTnka KypcoBbIX NPOEKTOB (KYpPCOBBIX padoT)

He npedoycmompenvi npoepammotl.

4. Y4yeOHO-MeTOAMYECKOEe U MH(POPMALIMOHHOE o0ecriedyeHue

4.1. HopmatusHblie 1oKyMeHTbI 1 OCTob1

1. ®enepanbubiii 3akoH oT 06.04.2011 N 63-®3 (pex. ot 11.06.2021) «OO6 »1eKTpOHHOU
HOJIUCHY: TekcrT: AIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamtenus 15.03.2021);

2. TOCT P 34.10-2012 HWuadopmarmonHas TexHonorus. Kpunrorpapudeckas 3ammra



https://docs.cntd.ru/document/902271495
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nHpopmaruu. [Ipomeccel ¢GopMupoBaHUs W TPOBEPKH IJICKTpOoHHOW mmdpoBoit Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HannonanesHbeiii crangapt P®: Beex. 01.01.2013: -M.: Crangaprundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (marta ooparienus 15.03.2021).- TekcT: 3JCKTPOHHBIH.

3. TOCT P 34.11-2012 HWudopmanuonnas texHonorus. Kpunrtorpaduueckas 3ammra
unpopmanuu. Oynkiust xsmmposanus Information technology. Cryptographic data security. Hash-
function: Hanmonansueiii crangapt P®: Bren. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- Tekcr: 37eKTPOHHBIH.

4, TOCT P 34.12-2015 HWuadopmanuwonnas TtexHonorus. Kpunrorpaduueckas 3ammra
uHdopmarnuu. bnounsie mmpe: Hamwonanmeubiit cranmapt P®: Beex. 01.01.2016:- M.:
Cranmaprundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara obGparieHus
15.03.2021). - TeKcT: 3JIeKTPOHHBII.

5. TOCT P 34.13-2015 HWuadopmanvonnas TtexHonorus. Kpunrorpaduueckas 3ammra
uHpopmanuu. Pexxumbl pabotel Onounblx mm@pon: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonansnsiii crangapr P®: Beex. 01.01.2016:-
M.: Crannmaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mara oOpareHus
16.03.2021).- TeKCT: 27€KTPOHHBIIA.

['OCT 19.701-90 Enunas cuctema mporpaMMHO# ToKyMeHTauu. CXeMbl allTOPUTMOB, TTPOTPAMM,
JIAaHHBIX U cucteM. MexayHapoanbsiid ctaniapt.: Been. 01.01.1992. — I'ocynapcTBeHHBI KOMUTET
CCCP no BerYHCIHTENBHON TexHUKE U nH(popMaTuke. [lepensnan — ssuBaps 2010.

4.2. OcHOBHAasI IUTEpaTypa

1. byrakoBa H.I'., ®emopoB B.H. Kpunrorpadguueckue MeToasl M CpenCcTBa 3allUTHI
uHpopmauuu: ydyebHoe mnocodbue. Mznanue 2-e, ucnpaBieHHoe M jgononHeHHoe. — CII0: HI]
«Uutepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®emopoB H.B. Kpunrorpapuueckas 3amura
uHpopManuu: yaebHoe rmocodue s By30B. — M. : M3x-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®emopo B.H. Kpunrorpadpuyeckme MeTombpl M CpeICTBAa 3alIUTHI
uHpopmanuu: yuebHoe nocodue. — CI16: UL «urepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AIIEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caiite
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoTHUTe/ILHAS JINTepaTypa

1. BBezaenue B kpunrtorpadhuyeckyro 3amuTy HHPopManuu o0bekToB: yueoHuk as CIIO /
C.H. Unbunbix, C.I'. Amtommuna, T.M. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcrt : anexTpoHHbIH // JIaHb : 3neKTpoHHO-OubMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopauenko A. A. Kpunrorpadudeckne mpoTokous : yued. mocobue / A. A. Kopauenko, M.
JI. Tmyxapes. — CI16 : ®T'BOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-OnbmuoTeunas cucrtema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpuntorpaguueckue meros! 3amutsl nHpopmanuu / A. FO. Epmakosa. —
M. : MUP3DA - Poccuiickuii TexHosornueckuii yuusepcurert, 2021. — 172 c. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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3JICKTPOHHBIN // JIaHb : anekTpoHHO-0nbMMoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnarees E. b. 3amuTa nHGOpMaIum: KpUNTOAUITOPUTMBI XCITHPOBaHUs: yieOHOE TTocoOue
s By3oB / E. b. Urnatees. - Cankt-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlanb : anexTpoHHO-OnOMMoTeyHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpadguueckre MeTo b 3aIMTHl HHPOpMaLuu: Y4yeOHoe
nocobue / A. A. OBunnHuKoB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
a’pokocmuaeckoro npudopocrpoenus, 2021. — 133 c. — ISBN 978-5-8088-1591-9. — Teker :
3JICKTPOHHBIN // JIaHb : aneKTpoHHO-O0nbMMoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKTpOHHBIE 00pPa30BaTeIbHbIE PeCypPChI

1. byrakosa H.I'. Kpunroananus. DieKTpoHHbIN 00pa3oBareiabHblil pecypc. MockoBckuil
IMoautex, 2020 - https://online.mospolytech.ru/course/view.php?id=9980.

4.5 JIuneH3noHHOE H CBOOOTHO PACTIPOCTPaHsieMoe MPOrpaMMHOe ofecriedeHne

1. Onepanmonnas cucrema Microsoft Windows ot 7 Bepcun u Boitie; Microsoft Office mimm Open
Office, 6payzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MPo(ecCHOHAIbHbIE 0a3bl TaHHBIX H HHGOPMALIMOHHbIE
CIIPABOYHbIE CHCTEMBbI

1. eLIBRARY.RU: Hayunas snextpoHHast 6ubanoreka: caifT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (gara obpamenus: 16.03.2021). — TekcT: 2nE€KTPOHHBIIA.

2. JIAHb: snexktponHO-OMOMMoTEeYHas cuctema: caift. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (gata o6pamenus: 10.03.2021). - TekcT: 2IEKTPOHHBIH.

3. ®CTOK Poccun: I'ocymapCTBEHHBIH peecTp CepTHGUIMPOBAHHBIX CPENCTB 3aIIUTHI
unpopmarnmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara ooOpamenus: 10.03.2021). -
TexcT: JIeKTpOHHBIN.

4. bubnuorpaduueckas u pedepaTtuBHas 0aza JAHHBIX HAYYHOW MEPUOJUKH «Scopus» -
WWW.SCOpuSs.com.

5. Caiit ®enepanbHoii ciyx0b1 0e3omacHocTr Poccun (PCB Poccun). -http://www.fsb.ru.

6. Caiir @enepanbHOR CayX OBl MO TEXHUYECKOMY M SKCHOpPTHOMY KoHTpomo (PCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHUYECKOT0 KOMUTETa MO CTaHJapTH3aIMH «3aiuTa nHPOpMauny. —
http://tk.gost.ru/wps/portal/tk362

8. MHdopManmoHHO-aHATUTUYECKH WHTepHer-nopran ISO27000.ru. -
http://www.is027000.ru/.

5. MarepuaibHO-TeXHHM4YeCKOe obecreyeHmne


https://online.mospolytech.ru/course/view.php?id=9980
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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Jlis mpoBeneHUs BCEX BHIIOB 3aHATUNA HEOOXOIMMO TIPE3CHTAMOHHOE O000pYIOBaHUE
(MynbTUMEIUNHBINA TPOEKTOP, HOYTOYK, SKpaH UM UHTEPAKTUBHAS JOCKA) — 1 KOMILUIEKT.
Jlia mpoBefieHHs] MPaKTUYECKUX 3aHATHI HEOOXOJUMO HAIMYUE KOMITBIOTEPHBIX KIIACCOB,

O60py,I[OBaHHBIX COBpeMeHHOﬁ BBIUMCIIMTEIIPHON TEXHUKOU M3 pacu€Tta OJHO pa6oqee MECTO Ha
OAHOI'0 06yqaeMor0.

6. MeToau4eckue peKOMeHAALUN

6.1 MeToanuyeckue peKOMeHIAMH JIJIsI TIPenoaBaTeJisi 10 OPraHu3auuu 00y4eHus!

[Ipu moxaroroBke K a0OpaTOpHbIM paboTaM cieayeT MpeaBapUTeNIbHO MpopadoTaTh
TeOpCTI/I‘IeCKI/Iﬁ MaTcpurall 3aHATUA, IPEAYCMOTPCB CIo INoJJa4y TOYHO B OTBCACHHOC JJI1 9TOI'0 BPEMs
3aHSATHSL.

[Tpu npoBeneHNH 3aHATHS CIIEYET KOHTPOJIMPOBAThH [0JIa4y MaTepralia u pelieHHe 3aaHnui
C Y4€TOM y4eOHOTO BPEMEHH, OTBEACHHOTO ISl 3aHSTHSI.

[Ipu mpoBepke pabOT W OTYETOB CJCAYET YYUTHIBATh IMPABHUIBHOCTH BBIMIOJHEHUS
1abopaTOPHBIX pabOT HA BCEX ATamax.

6.2 MeToanuyecKue YKa3aHHs JJIsl 00y4alOMUXCsl M0 OCBOEHHIO THCIHTILTHHbBI

N3yuenne qUCHUIIIIMHBI OCYIIECTBIISIETCS B CTPOI'OM COOTBETCTBHH C 1€JIEBOM YCTaHOBKOHU B
TECHOU B3aMMOCBS3H y4eOHbIM IJIaHOM. OCHOBOM TEOPETUUECKON MOATOTOBKH CTY/IEHTOB SIBIISIOTCS
JIeKYUU.

B mpormecce camMoCTOATENBHOM pabOTHI CTYACHTBI 3aKPEIUISIOT W YIIyONSIOT 3HAHWUS,
HOJy4eHHbIE BO BpeMsl ayAMTOPHBIX 3aHATHH, NOpaOaThIBAlOT KOHCIEKTHI JIEKLUH, TOTOBATCS K
9K3aMEHY, a TAKXKE CaMOCTOSITEJIbHO U3Y4aroT OTAENbHbIE TEMbl Y4eOHOM MPOrpaMMBl.

JIaGopaTtopHble pabOTBHl MPOBOAATCS MO Haubosiee BAXKHBIM TeMaM JAUCHUIUIMHBL.
OcyiecTBisieTcss 3aKpeIjieHHe 3HaHUM, IMOJYYEHHBIX CTYJEHTaMM Ha JIEKUUAX U B Ipoliecce
camMocCTosTeNIbHOW paboTel. Ocoboe BHMMaHuE oOpalaeTcs Ha pa3BUTHE YMEHHUH M HaBBIKOB
YCTAHOBJIEHUSI CBA3M IMOJIOKEHUH TEOpHUH C MpOo(ecCHOHATBHOM JEsTeNbHOCThIO OYyIyIero
cnenuanucra no UMb. JlaGopatopHble pabOThl MPOBOJSATCS MO TEOPETHUECKUM M MPOOIEMHBIM
Boripocam HMb. JlaGopaTopHbie paGoThl MpeAroyiaraeT TBOPUYECKUE TUCKYCCUM, aKTUBHBIH OOMEH
MHEHMSMU 10 TIOCTaBJICHHBIM BONpOcaM, 3aciylIMBaHWE M OOCYXJEHUE [OKJIAJ0B IO
MPeJI0KEHHBIM IIPETIOAABATEIEM TEMaM.

BaxHbIM 00OCTOSTENBECTBOM SBISICTCS NMPHUBICUEHUE BHUMAHMS CTYIEHTOB K OOCYXJaeMOi
npobiieMe, CTUMYJIHMPOBAHME HUHTEpeca K HeW M OopraHu3anus akTUBHOTO OOCYKIEHUS, Kak
CTPYKTYpPBI IpPOOJEMBbI, TaK U COCTaBISAIOIIMX €€ Haulojiee akTyaldbHbIX TeM. [ MOBBILICHUS
3¢ (EeKTUBHOCTH TIPOBENEHUS 3aHATHS TpeOyeTcsl IpeaBapuTeNbHAas MOATOTOBKA BCEX €ro
YYaCTHHUKOB. B 3Tol CBS3M peKOMeHIyeTcsi 3a0llarOBpeMEHHO (He MeHee, YeM 3a HEJEI0)
OTIOBECTUTH CTYJIEHTOB O TE€ME 3aHATHUS, J1aTh MEpeUeHb JUTEPATyphl N0 TEME, Ha3HAUUTh U3 YHCla
CTYJEHTOB JOKJIaJYMKOB U COJTOKIIAAUNKOB.

[Ipu npoBeneHnu 1abOpaTopHO pabOTHI MIPENoaBaTellb BHIMOIHIET, B OCHOBHOM, (DYHKIIUU
BEAYILErO - CIETUT 3a PErJIaMEHTOM BPEMEHH, IOMOTraeT YTOYHHMTh (POpMYyIUpPOBKH, 0000IIaeT
pe3yNbTaThl JTUCKYCCHH, MOJBOAUT WUTOT 3aHATHIO B 1enoM. [Ipu BBICOKOM ypOBHE MOJATOTOBKHU
CTYZICHYECKOH TPYIIBI OT/AEIbHbIE (PYHKIIUN BEIYLIEr0 MOXKHO MOPYYUTh OJHOMY U3 CTYJEHTOB. B
cily4ae HeoOXOJUMOCTH, MPEMNo/iaBaTelb OKa3blBaeT MYy MOEPKKY, a MPU MOJBEACHUHU UTOTOB -
JlaeT OLIEHKY padoTe BeayILero.

AkTuUBHasi paboTa CTyleHTa Ha J1abopaTOpHO paboTe YUMUTHIBAETCS IPU OIpPEEICHUU
UTOTOBOM OLIEHKH €T0 3HAHWM 10 IUCLUUIUIMHE HA 3K3aMEHE.
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CaMocrtosiTennbHasi paboTa CTYACHTOB TMPENINOJIaraeT H3yYeHUE TEOPETHUECKOro U
NPaKTUYECKOro  MaTepuaia 10 aKTyaJbHBIM  BONpOCaM JHCHUIUIMHBL — PekomeHmyercs
CaMOCTOSITENIbHOE H3yueHUEe Y4eOHOW W HAyYHOW JHTEpaTyphl, HCIOIb30BAaHUE CIPABOYHON
JUTEPATyPHI U JIP..

[Ipu BbInave 3a7aHUl HA CAMOCTOSITEIBHYIO PadOTy HMcmoib3yercs: auddepeHunpoBaHHbII
MOJIXO/1 K cTyieHTaM. [lepe1 BBIOTHEHHEM CTYIGHTAMH CAaMOCTOSITEIIbHOW BHEAYAUTOPHOU paOOTHI
npenoaaBarTeib IPOBOJAUT HHCTPYKTAXK I10 BBIIIOJIHCHUIO 3aJaHWs, KOTOpBIfI BKJIFOYACT. LCJIb 3JaHUA,
€ro CojiepKaHue, CPOKH BBIMTOJHEHHS, OPUEHTUPOBOYHBIA 00BEM pabOThI, OCHOBHBIE TPEOOBAHUS K
pe3yibTaTtaM padoThl, KpUTEPUH OIICHKH. B mporecce HHCTpyKTaXa mpernoiaBaTelb Mpeaynpekaaet
CTYZICHTOB O BO3MOXHBIX THUITUYHBIX OIIMOKAX, BCTPEYAIOIIMUXCS IPH BBITIOJHCHUU 3aJlaHHS.
WHCTpyKTaX TPOBOAMTCS MPEIOJaBaTeIeM 3a CUYeT 00beMa BPEMEHHU, OTBEJACHHOTO Ha M3yueHUE
JVCIIATUTAHBI.

Texynui KOHTPOJIb OCYILECTBISAECTCA HA IPAKTUYECKUX 3aHATHUAX, IPOMEKYTOUHBIN KOHTPOJIb
OCYILECTBIISICTCS HA K3aMEHE B IMCbMEHHOU (YCTHOI1) (hopme.

CamocrosTenbpHas paboTa OCYIIECTBISETCS HHANBUIYAIBHO.

KoHTpomab camocTosTenbHOI paboThl OpraHu3yeTcs B IBYX (Gopmax:

® CaMOKOHTPOJIb U CAMOOILICHKA CTY/ICHTA;

®  KOHTPOJIb CO CTOPOHBI IIpernoiaBarese (TeKyIUA U POMEKYTOYHBIH ).

TGKYH_II/If/'I KOHTPOJIb OCYHICCTBJIACTCA HA NPAKTUYCCKUX 3aHATUAX, HpOMe)KYTOHHLIﬁ KOHTPOJIb
OCYILIECTBIISICTCS HA 9K3aMEHE B IMCbMEHHOU (YCTHOI1) (hopme.

KputepusiMu OIICHKH pe3yJIbTaTOB CAMOCTOSITEIILHON paObOThI CTYICHTA SIBJISIFOTCS:

®  YPOBEHb OCBOCHUS CTYICHTOM y4eOHOT0 MaTepHala;

(] YMCHUSA CTyACHTA UCIIOJIb30BATh TCOPCTUUCCKHUE 3HAHWA ITPU BBIITOJIHCHHUHU ITPAKTUYCCKUX

3ajay;
® CcpopMUPOBAHHOCTH KOMITETEHIIUIA;
e odopMieHHE MaTeprana B COOTBETCTBUH C TPEOOBAHUSIMH.

7/ MoHJ OLIEHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI U OLlEHUBAHMS Pe3yJbTATOB 00y4eHus!

B nporecce oOydeHuss UCTIONB3YIOTCS CIENYIONIME OIEHOYHbIE (DOPMBI CaMOCTOSITEIHHOM
paboThl CTYIEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIETO0 KOHTPOJS YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTaIui:

- TpoBeldeHHE TabOpaTOpHBIX pPA0OT (MPAKTUYECKUX 3aHSITUH C HCIOJIb30BAHUEM
CHGHTGXHI/IKI/I) " UX 3alnuTa,

- CaMOCTOATCIIbHAA IMOATIOTOBKA U ITPOBEACHUC Hpe3eHTaHHI>i Mo TCMaM JUCHUILIINHBI;
- OK3aMCH.

7.2 lIkaia 1 KPUTEPUH OLIEHMBAHUS Pe3yJIbTATOB 00y4YeHU

[TokxazareneM olleHUBaHUS KOMIIETEHIIMHI Ha Pa3IMyYHbIX dTanax ux (OpMUPOBAHUS SBIISETCS
JOCTHKEHUE 00yUYaIOIMMUCS TNIAHUPYEMBIX Pe3yJIbTaTOB O0YUYEHHUs 1O AUCIUTIINHE.

OIIK-10 Cnoco0eH HCHoIb30BATh cpelcTBa Kpunrorpaguyeckoil 3amurbl nHGOpManuu npu
pelleHuM 32124 NPO(ecCHOHAIBLHOM IeSITeJIbHOCTH

Kpurtepuu oneHuBaHus

IToxa3arTean
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3HATH: OOyuaromuiics OOyuaromuiics OO0yuaromuiics OOyuaromuiics
CpeacTBa JIEMOHCTPHUPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
KpuITorpaguueckol | MmojHOe OTCYTCTBUE | YaCTUYHOE 3HAHHE MOJIHOE 3HAHUE MOJHOE 3HaHUE
3aIIUTHI WK HEJIOCTaTOYHOE | CPEJICTB CpencTB CpEaCTB
nHpopmanuu s 3HaHHE CPEICTB kpuntorpaduueckoil | kpunrtorpaduuecko | Kpunrorpaduyec
pereHus 3ana4d KpUnTorpaduyecko | 3amuThl HHPOPMAIMK | U 3alUTHI KO 3aIUTHI
po¢eCCHOHATBHOM i 3aIIUTHI JUTS PELICHUS 3a1a4 HHPOPMALIUH IS vHpOpMaN
JeATEbHOCTH; nH(popManuH s npodeccrnoHanbHOM pemeHus 3aga4d JUISL pETLICHUS
penieHus 3aga4d JEATEIBHOCTH. npodeccroHansHO | 3amad
npodeccrnonanbHON | VcnbIThIBacT I 1eATENbHOCTH, po¢eCCHOHAIb
JIESITEIbHOCTH; 3aTpyIHEHUS MIPU HO JIONTyCKaeT HOH
OTIEpPUPOBAHUH HE3HAYHUTEIIbHbIC JEeATEIIBHOCTH.
TePMHUHAMHU U OILIMOKH, CBoboaHO
MOHATHSAMHU HETOYHOCTH onepupyer
TEepMHHAMHU H
HOHSTUSMH.
Honyckarorest
HC3HAYUTCJIBHBIC
HETOYHOCTH
yMeTh: OO6yyaromuiics He OO6yuatomuiics OOGyuarouuiics OO0yuaronuiics
NIPUMEHATH CPEICTBA | YMEET UIIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
Kpurntorpaduueckoi | HEZOCTATOUHON JaCTUYHOE yMEHUE MIOJTHOE YMEHHE MIOJIHOE YMEHHE
3alIUThI CTCIICHU YMECT MMPUMCEHATH CPEICTBA MMPUMCHATH IMPpUMCHSATH
nHpopmanuu ass MIPUMEHSTh KkpunrTorpaduuecko | cpeacrsa cpencTBa
pemeHus 3a1a4d cpencTBa 3aIIUTHl HHPOPMAINU | KPUITOTpadUuecKo | Kpumrorpaduiec
npodeccHOHAIBHOM KPHUITOTpa(hUUecKo | ISl pEeLICHUs 3a1ad 1 3aIMTHI KO 3aIInThI
JeATEeIbHOCTH; 1 3aIUTHI npodeccrnoHaNbHOM nHpopManuy s nHpopMannu
nH(popManuH s JIeSTEIILHOCTH. pemnieHus 3ana4y JUISL peTLICHNUS
penieHus 3anad Jomyckarorcst npodeccrnoHanpHO | 3amad
npodeccHOHANBPHON | 3HAYUTENbHBIC I IeSITENBHOCTH. npodeccHoHab
JIEATEIIBHOCTH OIIMOKH Jomnyckarores HOW
HC3HAYUTCIIBHBIC JACATCIIBHOCTH.
OIIMOKH, Homnyckarores
HCTOYHOCTH HC3HAYUTCIIbHBIC
HCTOYHOCTH
BJIAETh: OO0yJaroniuiicst He OO0yJatomimiics OO0yJatontuiics OO6yuarommiics
WHCTPYMEHTaMHU YMEeT W B JIEMOHCTPHUPYET JIEMOHCTPHUPYET JEMOHCTPHPYET
Kpurrorpaduyeckoi | HeAOCTATOUHON JaCTUYHOE yMEHHE MIOJTHOE YMEHHE MOJTHOE YMEHHE
3alIMThI CTCTICHU YMECT HCIIOJIB30BATh HCIIOJIB30BATh HCII0JIb30BaTh
nHpopmanuu s HCTIONB30BaTh cpencTaa cpencTaa cperncTBa
pereHus 3aaay cpencTaa kpuntorpaduueckoil | kpunrtorpaduuecko | kpunrorpaduyec
poeCCHOHATBHOMI KkpunTorpaduyuecko | 3ammThl HHGOpPMAIMK | i 3aIUTHI KO 3aIlIUThI
JeATETLHOCTH. 1 3aIUTHI JUISL peIlieHus 3a1a4 nHpopManuu st nHpopMannuu

HHPOPMALINH IS
petieHust 3a1a4
npodeccroHabHOI
JIeATEeILHOCTH

npodeccrnoHaIbHOM
JIeSITeIIbHOCTH.
Homnyckatorest
3HAYUTEIIbHBIC
OINOKH,

pelIeHns 3a1a4q
npogecCHOHATBHO
¥ JesITebHOCTH.
JHomyckatores
HE3HAYUTEJIbHBIC
OIIIHOKH,
HETOYHOCTH

JUISL peTLICHNST
3a1a4
po¢eCCHOHATb
HOWU
JIeSTeIIbHOCTH.
Honyckatorcst
HEe3HA4YUTEIbHbIC
HETOYHOCTH

DopMa NPOMEKYTOYHOM aTTECTALMM: IK3aAMEH.

IIo uroram HpOMCH(YTOqHOﬁ arreCTalvuy 110 JUCHHUIIIINHE (MOI[}/'J'IIO) BBICTABJIAACTCA OLICHKA
KOTIIUYHO», «XO0POII0», «YAOBJICTBOPUTCIILEHO» HIIN «HCYAOBJICTBOPUTCIIHEHO.
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Ixanaa
Onucanune
OLICHUBAaHUSA
BeimonHeHnsl Bce BUABI  Y4EOHOW pabOTHI, NPEIYCMOTPECHHBIC
yueOHbIM TuIaHOM. CTYIEHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HABBHIKOB TMPUBEACHHBIM B TaOJMWIlaX IOKa3aTeleH,
olepupyer OPUOOPETEHHBIMU 3HAHUSIMHU, YMEHUSIMH, HABBIKAMU
OTan4HO pupy puoop > Y > )

IIPUMEHAACT UX B CUTyallUAX MOBBIIICHHON CJIOKHOCTH. HpI/I 3TOM
MOTYT OBITH A0MYHICHBI HE3HAYHUTCJIIBHBIC OH_II/I6KI/I, HCTOYHOCTH,
3aTPYAHCHUA IIPU AHAIMTUYCCKUX OIICpanuiax, MEPeHOCe 3HAHUH U
YMGHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTYAalluU.

BeimonmHeHnsl Bce BUABI yueOHOW pPabOTHI, MPEAYyCMOTPEHHBIC
y4eOHBIM TUTaHOM. CTYACHT JEMOHCTPHPYET HEMOJIHOE, TIPABHIILHOE
Xoporio COOTBETCTBHUE 3HAHUH, YMCHHIA, HABBIKOB MPUBEICHHBIM B Ta0IHIIAX
nokasaresieil, nubo ecniu MNpud dSTOM ObUIM JOMyLIEHBl 2-3
HECYIIECTBEHHBIEC OIITMOKH.

BreimonHensl Bce BUAB Y4eOHOW pabOTHI, NPEIYCMOTPEHHBIC
yueOHbIM T1aHoM. CTYIEHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,

YZ[OBJIGTBOpI/ITCJH)HO B KOTOpPOM OCBCIICHAa OCHOBHAA, HauOoJIce BayKHAs YacTh Marepuaia,
HO Ipu OSTOM [JONyHICHAa OJHA 3HAa4YUTCIIbHAA omubKa WU
HECTOYHOCTD.

He BbpimonHen oauH wiu Oojee BUAOB y4yeOHOM paboThI,
NPEAYCMOTPEHHBIX Y4eOHBIM IUTaHOM. CTYAEHT NIEeMOHCTPHUPYET
HETIOJTHOE COOTBETCTBUE 3HAHWH, YMEHUH, HABBIKOB IIPUBEJACHHBIM B
Ta0nMIax IoKas3arenei, JOIYyCKAaloTCs 3HAaYUTENbHBIE OLIMOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHWW, yMEHHH, HABBIKOB IO PSAy
MoKa3aTesie, CTYAEHT HCIbITHIBAET 3HAYUTENIbHbBIE 3aTPYAHEHUS
MIpHU OTIEPUPOBAHMN 3HAHWSIMHA M YMEHHSIMHA TIPH WX TMEPEHOCe Ha
HOBBIE CUTYAIUH.

HeynosnersopurensHo

7.3 OueHoYHbIE CpecTBA
7.3.1 Texymuii KOHTPOJIb

Texyimuii KOHTPOJIb YCIIEBAEMOCTH CTYAEHTOB OCYILECTBIISETCS B IPOLIECCE TPOBEACHUS
1a00paTOPHBIX pabOT, MPOMEXYTOUHBIX TECTOB M KOHTPOJIBHBIX PaOOT, MOJATOTOBIEHHBIX B paMKax
CaMOCTOSITENIbHOM pabOThI 110 TEMaM.

Bomnpockl kK KOHTPOJIBHBIM paboTam

Maiite obiee nmonarue kpunrorpapuu. B uem cocTout cymuocTs mudpoBaHus U Aemm(poBaHus
uH(popmanun?

CooTHecuTe MeXay co00H MOHATUS «KPUNTOrpadus», KKPUITOAHATIHU3Y» U «KPUITTOJIOTHUS.
[TpuBenuTe UCTOpUUECKHE TPUMEPHI 3apOKIECHUS KpUITOrpaduu.

OxapakTepu3yiiTe JOHAy4YHbIH Nepuo] pa3BuTHs Kpunrorpaduu. Paccmorpure nepsbie mmdpsi
3aMEHbI U NEPECTaHOBKHU.

C kakoro BpeMeHM Haydajcs Hay4dHbIN nepuoa pa3BuThs kpunrorpapun? Kakue coObITHS cTanu A
ATOTO ONPEALTSIIONTUMU?
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Yem onpenensieTcss KpUNTOCTOWKOCTD mudpoBanus? Kakue apyrue TpeOoBaHMS MPEABABISIOTCS K
mudpoBaHuio?

B yem cocroutr mpaBmwio Kepkroddca? I[louemy 3TO TpaBWiio SBISETCS OOIIECIPHUHSTHIM B
kpurnrorpaduu?

Korna mnosBunace kpuntorpadusi € OTKPBITBIMH KIIOYaMH W TepBas peaylbHas CUCTEMa
muppoBaHus?

Kakux Bopatonuxcst kpunrorpados XX B. Bel 3Haere?

YeMm oTiaMyaroTCs MOIXOJbl K oOecrneueHuto Oe3omacHocTH MHGoOpManuu B Kpuntorpaguu u B
creranorpagun?

Yto o0111ero 1 B 4eM OTJIMYUE KPUNTOrpaguueckoro npeodpa3oBanus HHPOPMAIMK OT KOJUPOBAHUS
€e IpH 3alIUTE OT CIAyYalHBIX YIpo3 0€30MacHOCTH?

Kakumu merogamu obecriedrBaeTcsi KOH(PHUIEHIIUAIBHOCTh HHPOpMAIIU?

Uro Takoe 1meaocTHOCTh nHpopManuu?

JaliTe onpeneneHue MUMUTOCTOMKOCTH muUdpa.

Urto Takoe umuToBCcTaBKa? {151 Kakux 1eel OHa UCTIONb3YeTCs?

Jlis kakux acreKkToB MHPOPMAIIMOHHOTO B3aUMOICUCTBUS He00X0uMa ayTeHTH(PUKALUs?

JIBa 0CHOBHBIX TpeOoBaHUsI K Xd1I-(PpyHKIUAM. [IpOTUB KakuX aTak OHU HAIIPaBJIEHBI?

Kakwue cpenctBa nucnonb3yrores A1 o0ecredeHnsi HEeBO3MOXHOCTH 0TKa3a OT aBTOPCTBA?

Urto 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTU KpUNTOrpaduueckoit xam-pyHkunn?

B 4yem cyTh npeaBaputeabHOro pacupeaeneHus Kirodei?

Uro Takoe cepTUPHUKAT OTKPHITOTO Kiro4a?

Jly1s 4yero ucmonb3yeTcs cxema pa3JiesieHus cekpeTa?

[TpuBenuTe KiIacCUPUKALNNIO METOAOB MHU(POBAHUS B 3aBUCHUMOCTH OT CIocoda mpeoOpa3oBaHUs
uHpopmanuu.

Uro takoe mudpBennunHa, mudpoOo3HaYeHNEe U KaK 3TH MOHITHS COOTHOCSTCS?

Kakue 0COOEHHOCTH XapaKTepHbI ANl METOAOB IIM(POBAHUS C CHUMMETPHUYHBIM KIIOUOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM OTINYAIOTCS CUMMETPUYHBIE IU(PCUCTEMBI OT aCUMMETPUYHBIX?

[TosicuuTe Ha pUMeEpe CYIHOCTH MU(POBAHUS METO/IOM 3aMEHBI.

[TpuBenure npuMepbl MWUPPOBaHUS METOJaMHU MEpecTaHOBKU. UYUTO o03HauaeT MapuipyTHas
nepecTaHoBKa?

[TosicHuTe CymHOCTP TaMMHUpPOBaHHMsS Kak cHoco0a Kpunrorpaduyeckoro mnpeoOpa3oBaHUs
uHpopmanuu. YTo sBIsSETCS MPU ITOM KIHOYOM MIHPpoBaHUs?

[ToueMy anAUTUBHBIE METO/bI IIM(PPOBAHUS OTHOCITCS K MIM(paM raMMUpOBaHUA?

K kakomy kiaccy mu@poB OTHOCATCS aHATUTHYECKHE CIIOCOOBI UG POBaHUS?

[TpuBenute npumep mudpa NepecTaHOBKHU, KOTOPHII MOKET pacCMaTPUBATHCS U KaK OJIOUHBIH mudp
3aMEHBI?

C kakuMu 1eIsIMU B KpUNTOrpaduu BBOJASTCS MOJEIN OTKPBITBIX TEKCTOB?

Kakue noaxoap! MCIIONB3YIOTCS sl pAaCIIO3HaBaHUS OTKPBITBIX TEKCTOB

Kakoe npaBuiio e:KUT B OCHOBE BCeX MN(POB MEPECTAHOBKU?

Yro sBNSETCA KIHOUYOM IIH(pa NepEeCTaHOBKU?

HazoBuTe 0CHOBHOM HEAOCTATOK MIK(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHOBKU, KOTOPBIA MOXKET paccCMaTpUBATHCS U KaK OJIOYHBIN
mu@p 3aMeHbI?

Kak onpenenuTs o KpUnrorpaMme, oJiydeHHON ¢ MOMOIIBIO MM (pa BepTHUKAIbHON
MePECTaHOBKHU, YHCIIO KOPOTKHUX CTOJIOLIOB 3aMIOJIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHHUKA?

Kaxkue cBoHCTBa OTKPHITOrO TEKCTA UCTIOJIB3YIOTCS TIPH BCKPHITHH MU(pa mepecTaHOBKU?

Kakue mm¢psl Ha3pIBaIOTCS MU(PPaMU IPOCTON 3aMEHbI?

[TpuBenute npumep mudpa nepecTaHOBKHU, KOTOPHIM MOKET pacCMaTPUBATHCS U KaK OJIOUHBIH
mudp 3ameHbI?
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Yro sBnsSETCA KIOYOM MHU(pa IpocToii 3ameHbl? KakoBo MakCUMalIbHO BO3MOYXKHOE YMCIIO KITIOUYEH
mudpa IpocToit 3aMeHbI?

Uro Gonee nenecoodbpa3Ho i HaIeKHOH 3aIUThl HH()OPMAIK: apXUBAIMA OTKPHITOTO TEKCTA C
HOCIEYIOIUM IH(PPOBAHUEM WU MU(PPOBAHUE OTKPBHITOTO TEKCTA € MOCIEAYIOLIeH apX1uBauei?
Nmeer nmu mmdp [Imiidepa sKxBUBaIeHTHBIE KIIOYH, TO €CTh TAKHE KII0YH, HA KOTOPBIX JIIOOBIE
OTKPBITbIE TEKCTHI IUPPYIOTCSI OAUHAKOBO?

Kakune mm¢psl HassiBatoTcst omodonamu? Ipuseaure npumep.

K xakum mmdpam otHOCcUTCS cuctema mmmdpoBanus [lerpa [ «lubupp»?

Kakue mmpsl Ha3pIBalOTCS MU(ppaMu MHOTO3HaUHOM 3aMeHbl? [IpuBeanTe nmpumepsl.

SBnsercs nu wudp NPONOPLUUOHATIBLHON 3aMEHbI OMO(OHOM?

[TosicauTe, 4TO BBl MOHMUMAETE MO/ COBEPIIEHHBIM mudppom. [IpuBenute mpuMepsl.

[Touemy mmdp Tpuremwms, nexamuii B ocHoBe mmdpa Brkenepa, He sBugercs ImmppoM
raMMHpOBaHUs?

[Touemy HanoO)XXeHHE Ha OTKPBITBIH TEKCT I'aMMBbl, IPEICTABIAIOLIEH COO0H NEepHOIUYECKyrO
MOCJIEI0BATEIBHOCTD HEOOIIBIIOTO MEPHOAA, HE JaeT HA/IeKHOM 3aIuThI?

[ToyeMy HemONMYCTMMO HCIOJB30BaTh JBaX/Ibl OJHY MU Ty XK€ rammy (Jaxe ciaydalHyl U
PaBHOBEPOSATHOCTHYIO!) /U1 3aIn(pOBaHUsI pa3HBIX OTKPBITHIX TEKCTOB?

[Tepeuncnure OCHOBHbIE TPEOOBAHUS K TaMMe.

KakoBel ¢ TOukM 3peHus KpunTorpadu MpEeuMyIIecTBa M HEIOCTATKH Iepexoaa K OJI0YHOMY
muppoBaHuio?

Kaxk peanmusyercs npemyoxennslii K.IIIeHHOHOM NpUHIHAII «TI€pEMENIMBAHUS MIPU NIPAKTHYECKOU
peanu3ayy aNropuTMoB 0J1049HOTO uppoBaHUs?

KaxoBbl ocHOBHBIE HefocTaTku anroputMma DES, u kakoBbI myTH ux ycrpaHeHus?

B kakux ciyyasix MOYKHO PEKOMEHOBaTh MCIIOJIb30BaTh OJOYHBIM MIM(pP B pexUME MPOCTON
3aMeHbI?

OT KakMX MOTEHIHAJIBHBIX CIA00CTEN 1M03BOJIAET N30aBUTHCS MCIIOJIb30BaHUE OJOYHBIX IU(POB B
pexxnmax mmdpoBaHus ¢ 00PaTHON CBA3BIO?

B yem 3akioyaroTcs JOCTOMHCTBA U HEIOCTATKU CUCTEM IOTOYHOT'O M (POBAaHUS 10 CPABHEHHIO C
6s10uHBIMH I (pamMu?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHHU3ALUU TOTOYHBIX MIH(POB?

Kakue npuynHbl 00yCIIOBMIIM IIMPOKOE MCIOJIB30BaHUE JIMHEWHBIX PETUCTPOB CABUTA B KAYECTBE
YIPaBJIAIONMX OJIOKOB HOTOYHBIX MK (PpcUcTEM?

[TpoBenuTe cpaBHUTENBHBIN aHaIU3 anroputMoB mudposanust RC4 u RCS.

[lepeuncnure OCHOBHBIE PEXKUMBI padOTHI, IPETYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
mudpoBaHuUs TaHHBIX

B uem cocTosT nmpenmymiecTBa CUCTEM C OTKPBITHIMH KJIFOUaMU MEpe]] CAMMETPUYHBIMU
mmdpcucremamu?

Cno’XHOCTBIO KaKOM MaTeMaTU4eCKO! 3a/1aul OMpeesieTcs CTOMKOCTh cucteMbl RSA?

Kakue TpeboBaHMs MpeIbsIBIAIOTCS K KitouaM B mudpe RSA?

K kaxomy Tuny mu@poB NprHAUIEKUT cxema MH(POBaHUSI, UCIIOJIb3yeMasi B CUCTEME DJIb-
[Namansa? B yem ee npeumymiecTBa?

Cno’KHOCTBIO KaKOM MaTeMaTH4ecKol 3a/ladll OMPEeIIeTCss CTOMKOCTh HIU(PPCUCTEMBI DITb-
["amansa?

HazoBuTe HenocTaTku cxeMbl Dab-I"amais.

Kakue npo0iembl nH(pOpMaIMOHHON 0€30MaCHOCTH MOKHO PEIIUTh € IOMOIIBI0 ACHMMETPUYHBIX
I QpoB.

N310knTe NPUHIMINAIBHYIO CXEMY OPraHU3alMK CEKPETHOM CBS3H C UCIIOIb30BAHUEM
HIUPPCUCTEMBI C OTKPBITHIM KIHOYOM.

Kakum o6pa3zom ¢ momoInpto kpunrocucreMsl RSA MOXHO OpraHu3oBath rnepeavdy cooOIIeHui,
MOJIJTMHHOCTh KOTOPBIX MOT OBl TPOBEPUTH JIF000I Moydaress?

Kakum o6pa3zom ¢ momoInpto kpunrocucreMsl RSA MOXHO OpraHu30Bath rnepeady cooOIIeHuil,
MOJIJTMHHOCTH aBTOPCTBA KOTOPBIX MOXHO ITPU HEOOXOIMMOCTHU J0Ka3aTh?
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Yro obuiero Mexy 00ObIvHON U M(POBOI moanuchio? YeM OHU pazIryaroTcs?

Kaxkue 3amaun mo3BossieT pemuTh udpoBas moanucs?

B gem 3akimogyaeTcsi NPUHIMITHAIBHAS CJIOKHOCTh B TPAKTUYECKOM MPUMEHEHUH CUCTEM IIU(PPOBOH
HOIIIUCHU?

[Touemy B Kpunrorpaguyeckux CHCTeMaxX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYax, HEIb3s
UCIIOJIb30BaTh OJIMHAKOBBIE KIIIOUM JJIs IHU(PPOBaHUS U LU(POBON MOAIUCH?

[TpuBenuTe npuMep Nopsiika OTKPHITOTO pacHpeleeHNs KIIIoUel 110 KBAHTOBOMY KaHay.

KakoBa mpuposa cekpeTHOCTH KBaHTOBOM Kpuntorpaduu?

[Toyuemy KBaHTOBBII KPUNTOAHATIN3 OBICTPO MOXKET BCKPBITh Kpuntocucremy RSA?

KakoBbl mpo0sieMbl KBAaHTOBOM KpunTOorpaduu?

TECT-BOITPOCBI

Uro sBasercs npeamerom Hayku KPUIITOPT' AD®UA?

A) criocoObl muGppoBaHUs U A (PPOBAHNUS;

B) MeToap1 cokpbITHs dakTa nepegadn cCeKpeTHON nHbopMaIuy;

B) crioco6s1 mpeoOpazoBaHust HHGOPMAIMH C LETBIO €€ 3alIUTHI OT HECAHKIIMOHUPOBAHHBIX
I10JIb30BaTENEN.

Kpuntocucrema Ha3pIBaeTCs KPUNITOCUCTEMOM OOIIEr0 UCTIOIb30BaHUS, €CITH €€ CTOMKOCTD
OCHOBBIBAETCS] HA CEKPETHOCTH

A) anropuTMoB MG POBaHUS U pacIUPPOBAHUS;

b) ximoua;

B) pexxuma mudpoBanus.

Ha xakue 1Be rpymimbl MOXKHO pa3AeNuTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) GJIOYHBIC U TTOTOYHBIE;

B) cuHXpOHHbIE U ACHHXPOHHBIE;

B) ananoroseie u ¢ poBHIE.

Kakue coObITHS ciocoOCTBOBAIM Pa3BUTHIO KpUIITOrpapuu?

A) poCcT rpaMOTHOCTH CPEIY HACEIEHUS;

bB) paznen Teppurtopuii, 00pa3oBaHUE TOCY1apCTB, BOWHBI;

B) nepexon k poHEeTHUUECKOMY TUCHEMY, COKpAIlIEHUE MOIITHOCTH ajihaBuUTa.

[Touemy noTouyHble MIUPPHI B 00ILIEM CIIydae [0 CKOPOCTH HAMHOTO IPEBOCXOAAT OJIOUHbIE
mQpeI?

A) OCUMBOJIbHOE IMU(PPOBAHIE MEHEE TPYAO0EMKO, YeM IUPPOBAHUE OONBIIMMHU OJIOKAMHU;

B) notouynoe mmdpoBaHue He TpeOyeT CXeM CHHXPOHU3AINHY;

B) mudpyromas nocienoBaTeaIbHOCTh YaCTO T€HEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA WIIH
mudpTexcra.

HazoBute ocHOBHYIO npo0seMy NMpH OpraHU3alii CEKPETHOM CBSI3U B CIy4ae MOTOYHBIX HIH(POB?
A) ipobiema nepeiaun Kirodel Mex1y abOHEHTaMu;

B) npoGiema yctpaneHHs omMOOK B IOTOKE HIM(PPYEMBIX TaHHBIX;

B) npo6iieMa CHHXPOHU3ALIMY TOTOKA IIU(PPYEMBIX JTaHHBIX.

Kem Oba npesioxena nepBast NpakTHIeCcKast peaan3aiust KpUITOTpaguu ¢ OTKPBITHIM KITFOUOM?
A) Yurpungom dudpdu (Whitfield Diffie) u Maptunom Xennmanom (Martin Hellman) u Pansdom
Mepxuiem (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Aau [llamupom (Adi Shamir) u Jleonapaom
AnnemanoMm (Leonard Adleman);
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B) lladu N'onmpaBaccepom (Shafi Goldwasser) u CunpBuo Mukanu (Silvio Micali).

K kakoii rpynmne mumdpos ornocurcs mupp CLHUTAIIA?
A) mmdp 3aMeHBI;

B) mm¢p nepecraHoBKH;

B) xoMOuHMpOBaHHBIHN U )D.

Cnoso KPUIITOI'PA®U S 3ammudppoBano kinaccuueckuM mudppom Llesaps. Beibepure
COOTBETCTBYIOLIUH IIH(PPTEKCT.

A) YBTOUI'CBU'BTh;

b) ®CXKBJIBIKCIT2XIO;

B) HYJII'XCXKXYT'UJIb.

[Tpu mmpoBaHUN OTKPHITOTO TEKCTA €ro OYKBbI 3aMEHSIOTCS POl YnCell, COOTBETCTBYIOIIUX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OykBbI B Tabnuie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) kBagpar [Tonmubus;

B) ta6numna Ilopro.

Kak Ha3zpiBasncs mudp, Ha OCHOBE KOTOPOIro ObUI CO3/1aH OAMH U3 HauboJiee CTOMKUX BOGHHO-
Mopckux mmdpos Bennkobputanuu Bo Bpemst Bropoit MupoBoii BOHbI?

A) pemetka Kapnano;

B) xBagpat [Tonm6wus;

B) ta6numna Ilopro.

[Tpu KakuX yCIOBHSX BOCCTAHOBUTH TEKCT 110 KPUIITOIPaMMe KPUITOAHATUTUKY CTAHOBUTCS
IPUHLMIIAAIBHO HEBO3MOXKHO?

A) ecnu mMdpoBaHue «CTUPAECT» U30BITOUHOCTD;

b) eciin ucnionb3yeTcs NIMHHBIN KITIOY;

B) ecnu anroput™ mu@poBaHus HEU3BECTEH.

Kak Ha3bpIBalOTCS UCTONIb3yEMble B KpUNITOIpaUU MOJIETH OTKPBITOTO TEKCTa, YYUTHIBAIOIINE
3aBUCUMOCTb OYKB TE€KCTa OT MPEABIAYIINX OYKB?

A) TO3HAYHBIE MOJIEIN OTKPBITOTO TEKCTA;

B) BeposiTHOCTHBIE MOJienu k -ro mpuOInKeHus;

B) MapkoBckue Moieu OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBoaun pazpabotkoil TenedoHHoro mudparopa’?
A) B.A.KotenbHHKOB;

b) A.H.Konmoropos;

B) b.b.IInotpoBckuii.

B uem coctout ocroBHO# nmpunIun Kepkroddcea?

A) KoMITpoMeTalus CUCTEMBI HC JOJIPKHA ITPUYUHATD Hey2106CTB KOPPECIIOHACHTAaM;

B) HeoOxoauMo, 9TOOBI KPUITOCKCTEMA ObLIIa TIPOCTON B UCTIONB30BAaHUY, U €€ TPUMEHEHUE He
TpeOOBaJIO COOIOICHUS TTMHHOTO CIIMCKA MPABUI;

B) y KOppecnoHIeHTOB J10JKHA OBITH BO3MOXKHOCTB MO COOCTBEHHOH BOJIE MEHSITh KJIIOY.

Yro moHUMaeTcs MoJi KpUNnTorpahuyeckum npoTokosIom?

A) anropuTm mudpoBaHUs JaHHBIX Mepe rnepeaadeil no o0ne10CTymHOMY KaHally CBSI3H;
B) pacnpeneneHHbIi adropuT™ pereHus AByMs WK 0oJiee y4acTHUKaMH HEKOTOPOit
KpunTorpaduueckoil 3a1auu;
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B) Habop npasui mudpoBaHUs U paciuPpoOBaHUS KPUIITOCUCTEMBI.

B gyem cocrout kpunrorpaduueckas 3a1aua 00ecrieYeHUs EIOCTHOCTH ?

A) rapaHTHpPOBaHNE HEBO3MOXHOCTH BHECEHHUSI CIIyYalfHBIX OLIMOOK B IpOLEcce Mepeaayn Mo
KaHaJlaM CBSI3H;

B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHHUSI HH(OPMALIUH;

B) 06a oTBeTa BEepHHBI.

Kakue metonbl pazpabaTbIBarOTCA C EIbI0 00ecrieueHus ayTeHTU(UKAIuH?

A) METOIbI HOATBEPIKACHUS MTOUIMHHOCTH CTOPOH U caMoi MH(opManuu B mporecce
UH(POPMALIMOHHOTO B3aMMO/ICHCTBHS;

B) MeTobI TPUCBOCHHS YHUKAJIBHOTO HACHTU(HUKATOPA B3aUMOACHCTBYIOIIUM CTOPOHAM M CaMOM
uHOpMaLKK B poliecce HHOPMAITMOHHOTO B3aUMOACHCTBUS;

B) 06a oTBeTa BepHHI.

Kakoii MexaHu3M Hcronb3yercs A 00ecreyeHnss HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA UITU
IIPUNHCHIBAaHUS aBTOPCTBA?

A) MEeXaHU3M CHMMETPHYHOTO MU(POBAHUS C IPUBJICUCHUEM apOUTpa;

B) Mexaru3m muQPOBOI MOANHCH;

B) 06a oTBeTa BepHHI.

C yeM cBsi3aHa aKTHUBHAs aTaka Ha 3allM(pOBaHHYIO MHPOpMALUIO?

A) ¢ IpoCITyIIMBaHUEM, aHATH30M TpaduKa, IEPEXBATOM, 3aMKCHIO TIEPEIaBaeMbIX IH(PPOBAHHBIX
COOOILIEHU

B) ¢ nemmdppoBanuem, T. €. MOMBITKAMH "B3JI0MaTh'" 3aIUTY C LEIBIO OBJIACHHUS WH(POPMAIHEH;
B) ¢ npepsiBaHMEeM Ipoliecca nepeiadu COOOLEeHHH, CO3JTaHMeM TOJ/1€IbHbBIX COOOLICHUH,
MoauduUKaIei nepeaBaeMbiX COOOIICHHI.

OT yero 3aBHCUT BBIOOD criocoba muppoBaHus?

A) oT ocobeHHOCTel nepenaBaeMoit HHPOpMaLnK (ee IEHHOCTH, 00beMa, criocoda MpeicTaBlIeHus,
HE0OXO0IUMON CKOPOCTH Mepeaayu,

B) oT BO3MOKHOCTEH BIIaEIIBIIEB 110 3alIUTe CBOCH HHPOPMALIUHU (CTOUMOCTh MPUMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, YI00CTBO MCIOIB30BAHMUS, HAJIE)KHOCTh ()yHKIIMOHUPOBAHUS,

B) o0a oTBeTa BepHBI.

Jlns oOHapy keHus 1ieJIeHaNpaBIeHHOT0 HAaBsI3bIBaHUS IPOTUBHUKOM JIOKHOW MH(pOpMaLun
A) B nepesaBaeMoil nH(popMaMK CTUPAETCs N30BITOYHOCTD;

B) B nepenaBaeMyto HHPOpPMAIIIO BHOCUTCS N30BITOYHOCTH;

B) ucnone3yercst KOJl Y4ETHOCTH.

Kak Ha3zpiBaeTcs uricnoBasi KOMOWHAIIMS, UCTIOIb3yeMas ISl IPOBEPKH IETOCTHOCTH?
A) UIMUTOBCTABKa;

B) ko ayrenTudukanm cooOIeHus;

B) o0a oTBeTa BepHBI.

Kakue TpeOoBaHUs PEIBIBISIOTCS K KITFOYEBBIM X31I-QyHKIUsIM hi(M)=S?

A) HEBO3MOXKHOCTb BBIYHCIIEHUS 3HaUeHHs k(M) =S 1uist 3amaHHOro cooOmeHus M 6e3 3HaHUs
Kiroyva K;

B) HeBo3MOXKHOCTH ITOI00pa [UIs 331aHHOTO coodteHust M ¢ u3BeCTHBIM 3HaYeHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BecTHbIM 3HadeHHeM hk (M1) = S1 0e3 3HaHus Kimoya K;

B) 06a oTBeTa BepHHBI.
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Kakoe TpeOoBaHue HampaBieHO TPOTHB CO3AAHNUS MOAIEIbHBIX (c(haOpUKOBaHHBIX) COOOIICHUI
NPY aTaKax THUIA AMUATAIHS?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus hi(M) =S s 3amannoro coodOmienust M 63 3HaHUs
kiroua K;

B) HEeBO3MOXKHOCTB 110100pa JIJIst 3a1aHHOTO cooOIeHuss M ¢ U3BeCTHBIM 3HaueHueM hx (M) = §
apyroro coobiienuss M1, ¢ usBectabiM 3HadeHreM hx (M1) = S 6e3 3Hanus kioua K;

B) 06a oTBeTa BEepHHBI.

Kakoe TpeOoBaHue HAIIPaBJICHO MPOTHB MOAU(PUKAIIMY TIepeaaBacMbIX COOOIIICHH TP aTakax
THIA oaMeHa?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus hy(M) =S s 3amannoro cooOienust M 6¢3 3HaHus
kiroua K;

B) HEBO3MOXKHOCTB 110100pa JIJIsl 3a1aHHOTO cooO0IeHuss M ¢ U3BeCTHBIM 3HaueHueM hx (M) = S
apyroro coodiienus: M1, ¢ usBectabiM 3HadeHreM hx (M1) = S1 6e3 3Hanus kioua K;

B) 06a oTBeTa BEepHHBI.

Kakas mpoBepka 0o3Ha4aeT ayTeHTH(DHUKAIIUIO CEaHCa CBS3H ?

A) IIpOBEpKa NCIOCTHOCTU COCANMHCHH A, HCBO3MOXXHOCTH HOBTOpHOfI nepcaadn JaHHbIX

28.

29.

30.

31.

32.

MIPOTUBHUKOM, CTOPOH B3aMMO,ICHCTBUS,

B) npoBepka 11eI0CTHOCTH COeAMHEHUSI, HEBO3MOKHOCTH IMOBTOPHOM Mepeiayn TaHHBIX
MPOTUBHUKOM, CBOEBPEMEHHOCTH TIEpeIau JaHHBIX;

B) o0a oTBeTa BepHHI.

Kaxkoe cpencTBo sSBIs€TCSI OCHOBHBIM CPEJICTBOM JIJISl IIPOBEICHUS HACHTU(DUKAIIH?
A) IPOTOKOJIBI OJJHOCTOPOHHEH MICHTU(PUKALINH;

B) npoTokoibl B3aMMHON UACHTU(UKAIUY,

B) 06a oTBeTa BepHHBI.

Kax BeIrnaaut nudposas noAnuch s cooOeHus?

A) 4HCIO0, TOTYYEHHOE B PE3yNbTaTe XEINPOBAHHs, IPUMEHEHHOTO K 3TOMY COOOIEHHIO;

B) uncno, monydeHHoe B pe3ysbTare KpUnTorpadguyeckux npeoopa3oBaHuii, TPUMEHEHHBIX K
ATOMY COOOIIEHHUIO;

B) xox ayreHTH(UKAIIMN COOOIIEHMUS.

J1s 4ero npuMeHsIIoTcs crieliaibHble CUCTEMBI ITPEIBAPUTEIBHOTO paclpeieieHus Kirouei?

A) Tipu 60JIBIIIOM YHUCJIE B3aUMOJICHCTBYIOIIMX CTOPOH TpeOyeTcsl MpeBapuTeIbHas pacChliIka
3HAYUTEIBHOTO 00beMa KIIF0UeBONH MHPOPMALIMHU U MTOCTETyIolIee ee XPaHEeHue,

b) onpenensercs Nopsa0K UCIIOJIB30BaHUS, CMEHBI, XPAHEHUS U apXUBUPOBAHUS, PE3EPBHOIO
KOIMPOBAHUS U BOCCTAHOBJICHMS, 3aMEHbI MJIM U3bATHUS U3 00pallleH!s] CKOMIPOMETUPOBAHHBIX, a
TaK)K€ YHUUYTOKECHHUSI CTAPBIX KIIFOYEH;

B) npenycMmarpuBaeTcs pacipeeIeHUE U XpaHEHHE HE CaMUX KIIIOUel, a HEKOTOPOW MEHBLIEH 110
00bemMy nH(pOpMalMK, HA OCHOBE KOTOPOIl KaXk/1asi CTOPOHA MOXKET BBIUMCIUTH KITIOY IS
B3aUMOJICUCTBUSA C APYTOU CTOPOHOM.

Kakum o6pazom Hanbosee NpocTo MOKHO OCYIIECTBUTH paclpeieieHue KIIIoUuel JUIst ceTei ¢
OOJIBIITUM KOJIMYECTBOM a0OHEHTOB?

A) B cucTeMax NpeaBapUTEIbHOTO PacIpeAeICHUs] CEKPETHBIX KIIIOUEH;

B) B cuctemax OTKpBITOrO pacipeeneHust CEKPETHBIX KITKYEH;

B) 06a oTBeTa BEpHHBI.

Yro Takoe cepTU(HUKAT OTKPHITOrO Kiroya?



33.

34.

35.

36.

37.

38.

39.

40.

22

A) HaboOp JaHHBIX, 3aBEPEHHBIX HU(PPOBOI MOANUCHIO LIEHTPA CEPTU(GUKALNY, U BKIFOUAIOLIHIA
OTKPBITHIM U CEKPETHBII KIIFOUH, UM ITOJIb30BATENS, UMSI CEPTH(PHUKAMOHHOTO IIEHTPa, HOMEp
cepTuduKaTa, BpeMs AeUCTBUS cepTu(dukara, npegHazHaueHue OTKPHITOTo Kitoya (1udpoBast
MOANKCH, MU(PpPOBAHKE);

B) HaGop naHHBIX, 3aBEPEHHBIX M€YATHIO LEHTPa CePTU(UKALNH, U BKIFOUAIOIINIA OTKPBITHINA KITFOY,
CIIMCOK JIONOJHUTEIBHBIX aTpUOYTOB, PUHAUICKAIINX aOOHEHTY, U IIPEAHA3HAUYCHUE OTKPBITOTO
KJIIOUa;

B) Habop naHHBIX, 3aBepPEHHBIX IHU(PPOBOI MOAMUCHIO EHTPA CEPTUDUKAINHI, U BKITIOYAFOLITHNA
OTKPBITHIN KIIFOY U CIIUCOK JIOTIOJIHUTENBHBIX aTpUOYTOB, IPUHAIICKAIINX A0OHEHTY.

Uro 03Ha4YaeT TEPMHUH MOLTHOCTH ajdaBuTa’?

A) KOJIMYECTBO CUMBOJIOB B OTKPBITOM al(aBuTe;

B) 4ncio BO3MOXXHBIX KOMOMHALIMN CUMBOJIOB OTKPBITOTO an(aBuTa;
B) xonuuecTBO MIMGPBETUYNH OTKPHITOTO anaBUTa.

K kakomy kinaccy mu@poB oTHOCUTCS MIM)p, eciu (pparMeHT OTKPBITOro TEKCTa (OTAEIbHbIE
OYKBBI WJIH Tpy1ina OyKB) 3aMEHSIOTCS HEKOTOPHIMU X SKBHUBaJeHTaMH (OykBaMu, nudpamu,
CHMBOJIaMHU WJIM MX KOMOWHaIMeH) B mudprekcre?

A) mmdpsl 3aMEHBI;

B) mudpsl nepecTaHOBKY;

B) xoMno3uimonHbie MUQPHI.

K xakomy kiaccy mm@poB oTHOCUTCS MK }P, eciu OYKBBI OTKPHITOTO TEKCTA MPH MUPPOBAHUN
KaKMM-HHOY/Ib CIIOCOOOM MepeCcTaHaBIUBAIOTCS, TO €CTh U3MEHSIETCS TOJIBKO HOPSIIOK CIIE0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mdpsl 3aMEHBI,

B) mmdps! nepecTaHOBKY;

B) KOMITO3UIIMOHHBIE MIU(PBI.

Yro crenyer nenath A yBEIMYEHUS KPUNTOCTOMKOCTH mudpa’?

A) yBETMYMBATh Pa3HUILy MEXAY YUCIOM HIM(PBEINYUH U YUCIOM OYKB B aj(aBuTe;
B) Ooniee paBHOMEPHOI JODKHA OBITH AMarpaMMa MOBTOPSIEMOCTH 3HAKOB IIU(PPTEKCTA;
B) o0a oTBeTa NpaBUIIBHBL.

JUi1s 4ero MCIosb3yroTcs 0104HbIe MUGPHI?

A) 115 yBeNUYEHUS KOJIMYECTBA MU (PPBETNUNH;
B) 1151 yBenu4eHusi CKOPOCTH IIM(PPOBAHUS;

B) o0a oTBeTa NpaBUIIBHBL.

B yem cocTouT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOT0 MU(POBAHUS NTEPE]] CAMMETPUYHBIM?
A) HeT HeOOXOJMMOCTH B IIepe/iade CeKPETHOTO KIIt04a, KOTOPbI MOXKET ObITh IepeXBayeH
37I0YMBIIIJIEHHUKOM;

B) Gonbiast Tpy10eMKOCTh MOCJIEAHETO U, KaK pe3ysbTaT, MEHbIINE CKOPOCTH NP MU(POBAHUH;

B) o0a oTBeTa BepHBI.

Kakwue mugps! HazpBatoTcss oMopoHaMu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHoroangasutHble MUQPHL;

B) mudpsl raMMupoBaHUs.

Yro Ttakoe mudpBenuyrHa’?
A) 4KCII0 BO3MOXKHBIX SKBUBAJIEHTOB JIJIS1 3aMEHBI OTKPBITHIX CUMBOJIOB;
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B) sxBuBaseHTH B IU(PTEKCTE, 3aMEHSIOIINE CUMBOJIBI HITH TPYIIIBI CHMBOJIOB B OTKPBITOTO

TEKCTa;
B) OTKpBITHIN TEKCT Niepe MH(pPOBAHNEM MPEACTABISAETCS B BUE MTOCIIEI0BATEILHOCTH
«I10JICIIOBY», Ha3bIBAEMBIX U (PBETUYNHAMH.

C KakuMH LeJsIMH B KpUIITOTpapuy BBOAATCS MOAEIN OTKPBITHIX TEKCTOB??
A) cayaT OCHOBOH JIJIs1 aBTOMATU3aLlMH MTPOLIECCOB KPUIITOAHAIN3A IIH(PPTEKCTOB;

B) ciy>xat 0cHOBOI1 B poliecce U3y4eHUs KPUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM UG POBAHNUS;

B) 06a oTBeTa BepHHBI.

K kakomy kiaccy mm@poB OTHOCSATCS aAIUTHBHBIE METO/IbI IHU(POBAHUSA?
A) oMo(OHBI;

B) mmpsl MHOr03Ha4HOM 3aMEHBI;

B) mmudpel raMMupoBaHus.

K kakomy kiaccy mu@poB OTHOCATCS aHAIUTUYECKUE CIIOCO0b! U poBaHus?
A) mmdpsl 3aMEHBI;

B) mudpsl nepecTaHOBKY;

B) MapuipyTHBIE IEpECTaHOBKH.

Kakue u3 nmpuBeeHHBIX MU(POB SIBISIOTCS MUPPAMH TEPECTAHOBKH?
A) pemetka Kapnano;

B) xBagpat [Tonm6wus;

B) ta6numna Ilopro.

Kaxkue u3 npuBeneHHBIX MU(POB SABISAIOTCS MU paMH 3aMEHBI?
A) RSA;

B) AES;

B) I'OCT 28147-89.

Kakwue cBoiicTBa OTKPBITOrO TEKCTA UCTIOIb3YIOTCS MPU BCKPBITUH MK (pa NepecTaHOBKU?
A) orpaHMYeHHEM MOXKET MOCTYKUTh MOSABICHHUE 3aIIPETHBIX OUTrpaMM;

B) naun6onee yactbie OUrpaMMbl OTKPBITOTO TEKCTA, KOTOPhIE MOXKHO COCTaBUTh U3 OYKB
paccMaTprUBaeMoro Mu(pPOBAHHOTO TEKCTA;

B) 06a oTBeTa BEpHBI.

Kakas u3 MmareMaTHueCKUX MOJIeNIel COOTBETCTBYET alropuTMy mudpa Atdam?
A) Yij = 1ij;

B) Yi = Xi+s(mod n);

B) Yi = Xi +1).

1
A=|3
6

© N b
g1 N 0o

3amudpyiTe ¢ MOMOIIBIO MATPUUYHOTO MIK(pa C KIOYEBON MaTpuLei
1M(POBOro IKBUBAJIEHTa OYKB OTKPHITOI'O TEKCTA CIIOBO 3abasa.

A) 28,35,67,21,26,38;

Bb) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

UYro Gosee 1ienecooOpa3Ho It HAASKHOM 3alUThl HHpOpMAaIiu?
A) apxuBanus OTKPBITOIO TEKCTa € MOCIEAYIOIINM;
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B) mmpoBanre OTKPHITOro TEKCTa ¢ MOCIEAYIONIECH apXuBaIle;
B) He umeer 3HaveHUS.

K xakum mmdpam otHOocuTCs cuctema mmdpobanus [lerpa I «{udupp»?
A) oMo OHBI;

B) mudper OurpaMmmMHO# 3aMEHBI;

B) mudpsl npocToii 3aMEeHBI.

Ha xaxom cniocoGe mudpoBanust 6611 ocHOBaH Ourpammusiii mmdp Ilmiidepa (Playfair,
BenukoOputanus), npuMmensBiuiics BennkoOputanueit Bo Bpems [lepBoit MUpOBOI BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKE BXOJHOT'O TEKCTa HAa OUTPaMMBI,

B) Ha 103yHroBOM crioco0e 3aroaHeHus UG PTAOTUIIHI;

B) 06a oTBeTa BEpHHBI.

Kakue mmdpsl oTHOCATCS K U paMu MHOTO3HAYHOM 3aMEHbI?
A) mmdp Brmxenepa u mudp Tpuremus;

B) mm¢p [miidepa u mmdp Xmia;

B) mmudp Bepnama u mmdp Ilopra.

CdopmynupyiiTe o0CHOBHOE TpeOOBaHHE K KPUNITOrpa@UuecKl CTOMKOMY TeHepaTopy
MICEBAOCITYYalHOM MOCIE0BATEIIBHOCTH WU TAMMBI.

A) mepuo/1 raMMBbl I0JKEH OBITh JOCTATOYHO OOJBIIUM JUIS UG POBAHUS COOOIIEHUN pa3IuYHON
JUTHBI,

B) rammMa f1omkHa OBITH TPYAHO MPEICKa3yeMOii, T.€. €CJIM U3BECTHBI TUI T€HEPaTopa U KyCOK
raMMbl, TO HEBO3MOXKHO MPEICKa3aTh CIACAYIOMUM 3a TUM KYCKOM OUT raMMBbI C BEPOSITHOCTHIO
BBIIIIE 3aTAaHHOMU.

B) o6a oTBeTa BepHHI;

[TpuBenuTe mpuMep COBEPIICHHOTO IKppa.

A) mmdp Buxenepa ¢ camokirouom;

bB) ognopazossiii 61okHOT LllenHoOHa;

B) cucrema Beprama ams tenerpada ¢ OyMaxHbIM KOJIBIIOM, COIEPIKAIINUM TaMMy.

Kakue mu¢psl sBasorcs mmudpaMu raMMUPOBaHUS?
A) mmdp Tputemus;

B) mmdp Buxenepa;

B) 06a oTBeTa BEpHHI.

ITo xkakoMy MOJYJIIO IPOU3BOJUTCS CYMMHUPOBAHHUE FaMMBI C OTKPBITBIM TEKCTOM B PEKHUME
rammupoBanus ['OCT28147-89?

A) CyMMHUPOBaHHE IO MOAYJIIO 2;

B) cymMMupoBaHue 110 MoyIio 2°2;

B) 06a oTBeTa BEpHHBI.

KakoB pazmep 6sioka mudpyemoro tekcra B kpunrocucreme 'OCT28147-897
A) 32 6wura;

b) 64 Oura;

B) T'OCT28147-89 — moTo4yHasi KpUIITOCHCTEMA.

Kaxue QpyHkumu BoIIOMHSAET KpUNTOCUCTEMA?
A) ycuiieHHe 3alIUIEHHOCTH JaHHBIX U 00JerdeHue padoTsl C KpUITOAITOPUTMOM CO CTOPOHBI
YEIIOBEKA;
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B) ycunenue 3ammIeHHOCTH JaHHBIX U 00eCTIeYeHne COBMECTUMOCTH MOTOKA JTAHHBIX C IPYTHM
IPOrPaMMHBIM 00€CIIeYCHHEM;
B) 06a oTBeTa BepHHBI.

Jlyist 9ero B MOTOYHBIX MIM(pax UCIOIB3YIOTCS PETUCTPHI CIBUTA C OOPATHOM CBS3BIO?
A) 17151 TeHepaluy KIIF0YEeBOM MOCIIe10BaTEIbHOCTH;

B) nns opranuzanuu pexuma oOpaTHON CBSI3U B OJOYHBIX MU(ppax;

B) 06a oTBeTa BepHHI.

Yro Takoe ckpemOiep?

A) mporpamMMHbI€ WJIK arlliapaTHbIE pealn3aluy reHeparopa nceBIoCIydaitHO raMMBbl;

B) nporpaMMHBI€ WM amnapaTHBIE peanu3aliy aIropuT™Ma, O3BOJISIONIErO MHU(POBaTh TOOUTHO
HENPEPBIBHBIE TTOTOKU HH(POPMAIIHH;

B) 06a oTBeTa BepHHI.

B 4em cocTouT riaBHas npobiaema mu@poB Ha OCHOBE CKpeMOIepoB?

A) CUHXpOHHU3ALUS NIEPEAOLIET0 (KOIUPYIOLIETr0) U MPUHUMAIOIIETO (JI€KOIUPYIOLIETO)
YCTPOUCTB;

B) xonupyromas mocie0BaTeIbHOCTh OUT MPOU3BOJUTCS U3 HEOOIBIIOTO HAYaILHOTO 00beMa
nHpopmanuu;

B) ManeHbKui IEpUOJ TaMMBI.

Kakne MeTopl CHHXpOHM3AUH MPUMEHSIOTCS. Ha IPAKTUKE B CHCTEMax MU(POBaHUS Ha OCHOBE
cKpeMOiepoB?

A) noGaBiieHue B MOTOK HHPOPMALIUU CHHXPOHU3UPYIOMIUX OUTOB, 3apaHee U3BECTHBIX MPUEMHOM
CTOPOHE, YTO M03BOJIAET €l IIPU OTCYTCTBUM TAaKOTO OMTa aKTUBHO HayaTh NOMCK CUHXPOHU3ALUH C
OTIIPaBUTEIIEM;

B) ucnosp30BaHNe BEBICOKOTOUHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO MO3BOJISIET B
MOMEHTHI IOTEPU CUHXPOHU3ALUH POU3BOANUTH paclInppoBaHUE TPUHUMAEMbIX OUTOB
uHpopManuu "mo namsaTu" 6€3 CHHXPOHHU3ALNH;

B) o0a oTBeTa BepHBI.

Kakoii MeTos1 ucnonb3yercst uisl paHAOMU3ALUN COOOIIEHNIN?

A) BHeceHMe cy4ailHbIX OUT B caMm mupyeMblil (paiisl c UTHOpUPOBAHKEM UX Ha Aemupyroei
CTOPOHE;

B) mmdpoBanue ucxoaHoro ¢aiiia cirydaiHbIM KIHYOM;

B) 06a oTBeTa BEpHHI.

Kaxkue I_HI/I(i)pCI/ICTeMLI N3 TIICPCUUCIICHHBIX HUKE ABJISIFOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,

B) RC2, RC5, IDIA.

[lepeuncnure OCHOBHBIE PEXKUMBI padOTHI, TPETYCMOTPEHHBIE B CTaHIapTe NG POBAHUS JaHHBIX
'OCT28147-89.

A) npocToi 3aMeHbl, FTaMMHPOBaHUS, TAMMUPOBAHUS C OOPATHOH CBS3bI0, FTAMMHPOBAHHUS C
00paTHOM CBA3BIO MO MIH(P TEKCTY;

B) npocToii 3aMeHbl, raMMHUPOBaHUs, TaMMUPOBAHHUS ¢ OOPATHOH CBSI3bI0, BEIPAOOTKHU
MMUTOBCTaBKH;

B) snekTpoHHast KOJJOBasi KHUTA, CIETNIEHUS! OJIOKOB, 0OpaTHasi CBsI3b MO BHIBOAY, OOpaTHas CBA3b
1o MUQPTEKCTY.
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[Tepeuncinure OCHOBHBIE PEKUMBI paOOTHI, IPEAYCMOTPEHHBIE B CTaHAapTe MHU(POBAHUS TaHHBIX
DES.

A) pocToi 3aMEeHbI, FTaMMHUPOBaHUS, TAMMUPOBAHUS ¢ 00pPAaTHON CBA3bIO, TAMMHUPOBAHHUS C
00paTHOM CBA3BIO MO MHUPPTEKCTY;

B) npocroii 3amMeHbl, raMMHPOBaHUS, TAMMHPOBAHUS C OOPATHOH CBSI3bI0, BEIPAOOTKH
MMUTOBCTABKH;

B) snexTpoHHAsE KOIOBAsi KHUTA, CIETICHUS OJIOKOB, 00paTHast CBSA3b 10 BBIXO/Y, 00paTHas CBsI3b
o mudprexcry?

HazoBuTe nelicTByrommii crannapT mudpoBanus B Amepuke?
A) DES;

b) AES;

B) Triple DES.

Kakoii kpunTorpaduueckuii anropuTm Jier B OCHOBY ctaHaaprta mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue u3 npuBeIecHHBIX KPUNTOrpapUUECKUX AITOPUTMOB HCIIONIL3YIOT B OCHOBE ceTh DeticTens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEpHHBI.

Uro obmero B crannaprax DES u TOCT28147-89?

A) pa3mep 0J10Ka, pa3Mep KJIroua, KOJTHYECTBO IIUKIIOB,
B) pa3mep 610ka, mpeodpazoBaHue, KOJIUIESCTBO IIUKIIOB;
B) 00a oTBeTa BEpHBI.

HazoBute pa3mep kitoua (B 6uTax), ucrnonb3dyeMoro B kpunrocucteme [OCT28147-897
A) 32;

B) 56;

B) 256.

[Touemy xpunrorpapudeckuit anroputm 'OCT28147-89 Gonee ycTOHUNB K BCKPBITHIO IyTEM
MIOJIHOTO 1epedopa Mo MHOKECTBY BO3MOXKHBIX 3HaUeHUl kiroda, ueM DES?

A) pynkus mudpposanus 'OCT ropasno cinoxsee pynkunu mudpposanus DES;

B) B cuity HaMHOTO GOJIBIIEH JUIMHBI KITIOYA;

B) 06a oTBeTa BEpHHI.

Uto Takoe JalKecT COOOICHUS?

A) pe3ynbTara BBIYUCICHUS XeUI-PyHKIINH;
B) uudpoBoii oTreyaTok nanpiia;

B) o0a oTBeTa BepHBI.

Kakas maremaTnuaeckas mpo0iemMa JIS)KHT B OCHOBE CXEMBI OTKPBITOTO pacTpeieIeHuUs KITFouei
JHuddu n Xennmana (Diffi W., Hellman M.E.)?

A) omepanusi BRIYUCICHUS TUCKPETHOTO Jorapudma;

B) dakropusanus 60b110r0 YKCa;

B) o0a oTBeTa BepHBI.

B geMm cocTOMT OCHOBHOE OTINUHE ACUMMCTPUYHBIX KPUIITOCUCTEM OT CHMMeTpI/I‘IHBIX?
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A) 1115 Iepeiayn OTKPBITOTO KIIF0YA OT IOJTydaTelis K OTHPABUTENI0 CEKPETHBIA KaHaI HE HYXKCH.
BmecTo Hero ucnonp3yeTcst ayTeHTUYHBIN KaHal, TapaHTHPYIOIINHA MOUIMHHOCTh HCTOYHUKA
uHpOpMaLnu;

B) s mmdposanus 1 AemnppoBaHUS HCIOIB3YIOTCS Pa3IHYHbIE KIIIOUH;

B) 06a oTBeTa BEepHHBI.

HazoBure Hanboee pacnpocTpaHeHHBIC 00IACTH IPUMEHEHUST aCUMMETPUIHBIX
KPUTNITOTPpaPUIECKUX CHCTEM?

A) accuMeTpHYHas CUCTeMa UCTOIb3yeTCs U MU (PPOBaHUs KOPOTKOT'O CEaHCOBOTO KJIIOYa, a
nH(}OpPMaILMOHHBIE TIOTOKU B TEUEHUE CEaHCa MPUXOJIAT IO CUMMETPUYHON CUCTEME;

B) accumerpuynas cucteMa UCHOIb3YeTCs UIsl I0Ka3aTenbCTBA IPUHAAIEKHOCTH B ClIydae OTKas3a
OTIIPABUTEJISI/TIONyYaTeNsl OT paHee MepeJaHHOro/IPUHATOTO COOOLICHHUS;

B) 06a oTBeTa BEpHHBI.

Jnist perieHust Kakux 3aja4 UCToNIb3yeTcs HU(poBasi MOANNCH?

A) 715 T0Ka3aTenbCcTBAa IPUHAIICKHOCTH B CIydae 0TKa3a OTIPABUTEIS/IOTydaTelisi OT paHee
HepeIaHHOTO/TIPUHATOTO COOOIICHUS;

B) nust obecnieyeHust ayTeHTHOUKALMKE U KOHTPOJISI IETIOCTHOCTH;

B) 06a oTBeTa BepHHBI.

SIBisieTcst 1M BEPHBIM YTBEPKJIEHHUE, YTO IPUMEHEHNE aCUMMETPUYHBIX CUCTEM B OOIIEM Ci1ydae
IPUBOJUT K CYILIECTBEHHBIM 3aJIepXKKaM MpH IUPPOBaHUH (110 CPAaBHEHUIO C CHMMETPUYHBIMHU)?
A) na;

b) ner;

B) 3aBucut 0oT pa3mMepoOB UCIIOIb3YEMBIX KIIFOUEH.

Kakum 00pazoM Beraucsiercs nudposasi moAnuch?

A) mocienoBaTelIbHOE BBIYUCIICHUE XeII-(YHKIIMH OT HCXOJIHOTO COOOIIeH s U upoBaHue
MOJIYYEeHHOTO 3HAYEHUS HAa CEKPETHOM KJTI0UE OTIPaBUTENS (MU pacmindpoBaHre Ha OTKPHITOM
KITFOUE MPU TIPOBEPKE MOITUCH);

B) nocnegoBarenbHOE MMUPPOBAHUE UCXOIHOTO COOOLIECHHS HA CEKPETHOM KJIFOUE OTIPABUTENS U
BBIUMCJICHHE XelI-()YHKIIUHU OT 3alIH(PPOBAHHOTO COOOIICHHUS,;

B) nocinienoBarenbHOCTh ONEpannii HE UMEET 3HAYEHUS.

BepHo 11 yTBepKIeHUE, YTO B ACHMMETPUIHON CUCTEME HUKTO, KPOME OTIIPABUTEIS
MOAMUCAHHOTO COOOIIEHUSI, HE 3HAET CEKPETHOTO KJIF0Ya, Ha KOTOPOM COOOIIEeHnE ObLIO
MOAITHUCAHO?

A) na;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAK)KE YIOCTOBEPSIONIEMY IIEHTPY, BHIAABIIEMY OTIIPABUTEIIO
ceprtuduxaTt uudpoBoil MOANUCH;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAKXKE [EHTPY ayTeHTH(PHUKAIIUU, B KOTOPOM UCTIOIb3YeTCs
KPUTITOCHCTEMA.

Kakas yHKIMs Ha3bIBaeTCS OHOCTOpOHHEH (one-way function)?

A) Oyuknus f(X) Ha3pIBaeTCs OTHOCTOpOHHEH (one-way function), eciin J1s BcexX X U3 ee 00JacTu
OIIpEe/ICTICHHUS JIETKO BBIYUCIUTE Y=F(X), HO HaX0XICHHUE 10 33JAHHOMY Yo TAKOTO Xo, U1 KOTOPOTO
f(X0)=Yo, BEIUMCIIUTEIILHO HEOCYIECTBUMO;

b) ®ynkius f(X) Ha3piBaeTcst 0IHOCTOpOHHEH (one-way function), eciu U1 HAX0XICHUE 10
3aJJaHHOMY Y0 TaKoro Xo, 7151 KOToporo f(Xo)=Yo TpedyeTrcst HaCTOIBKO OTPOMHBIN 00bEM
BBIYHCIICHUI, YTO 338 HAX MPOCTO U HE CTOUT OpaThCs;

B) 00a oTBeTa BEpHBI.
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BepHo 11 yTBepIKACHHE, YTO [ETOYUCICHHAs Toka3arenbHas Gynkius f(x)=a*(mod n), rae
OCHOBaHHE & W MMOKa3arelb CTENCHU X MpUHAIeKaT nHTepBany (1,n-1), iBiseTcs 0JHOCTOPOHHEH
byHKIHCH?

A) na;

B) cymecTBOBaHNE OJHOCTOPOHHHUX (PYHKIIMI HE JOKAa3aHO, HO OHA MOXKET OBITh B3sITa B KAUECTBE
MIPUOJIMKEHHUS;

B) uer.

K kakum kpunrorpaduyeckuM cucreMaM OTHOCHTCS cuctema RSA?

A) K GJIOYHBIM SKCIIOHEHIMAIBHBIM CHCTEMAaM, TaK KaK Kbl OJJ0OK M OTKPBITOTO TEKCTA
paccMaTpuBaeTcs Kak 1esoe uyuciio B uaTepBaie ot 0 1o (n-1) u npeodpasyercs B 6JI0K
mUpPTEKCTA;

B) x mmppam o1HO3HAYHON 3aMEHBI;

B) 06a oTBeTa BepHHI.

UYewm omnpenensieTcsi CTOUKOCTh KpunTocucteMbl RSA?

A) CIOXHOCTBIO M3BJICUCHHUSI KOPHS CTENEHH € M3 OOJIBIIOTO IEJI0r0 YHCIIa MO 33JJaHHOMY MOIYITIO
n;

B) crio’)XHOCTBIO Pa3NoKEHHUS HA MMPOCTHIE COMHOKHUTEIH OOIBIIOTO HENOT0 YHCIa;

B) o0a oTBeTa BEpHHI.

Kakas ¢ynkuus ucrons3yercs B kpunrocucteme RSA i reHepanny ceKpeTHOTo Kirrova?
A) ¢pyHkius Jinepa;

b) dbynkius Mebuyca;

B) 06a oTBeTa BepHHBI.

Kakoii paxrop onpenenser pazmep kitoda B Kpunrocucreme RSA?
A) pecypcamu OBM, Ha KOTOPOH yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nunHoi mmpyeMoro OTKphITOro TEKCTa;

B) pazmepom Moy N, O KOTOPOMY UJET MU pPOBaHUE.

Yem ormpenensercst croikocTs kpuntocuctemsl Elgamal?

A) CII0’)KHOCTBIO AUCKPETHOTO JIOTapU(PMHUPOBAHUS;

B) c1103kHOCTBIO Pa3okKeHHs Ha IPOCTBIE COMHOKHUTENH OOJIBIIOrO LEIOro YUCa;
B) 06a oTBeTa BEpHBI.

Kakas cxema mudpoBaHus Jerjia B OCHOBY CTaHAAPTOB 3JIEKTPOHHOM nudpoBoit moanucu B CIITA
(DSA — Digital Signature Algorithm) u Poccuun ('OCT 334.10-2001)?

A) cxema PaiiBecra, [llammns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnp-I"amans (Elgamal);

B) cxema ludpdu n Xemnmana (Diffi W., Hellman M.E.).

ITo xakoit popmyIie BEIYUCISETCS CEKPETHBIN KiIro4 B muppe Dab-I'amans?
J— €

A Y =g (mod p).

B) ed =1 (mod ¢(n));

B) BrIOMpaeTcs NpPOU3BOIBHO U3 ycinoBus 1 <x <p.

ITo kakoit popmyIie BRIYUCISETCA CeKPEeTHBIN KiTtou B mugppe RSA?
— €

A Y =g (mod p).

B) ed =1 (mod ¢(n));

B) BbIOMpaeTcs mpou3BoOIbHO U3 ycioBus 1 <x <p.



91.

92.

93.

94.

95.

96.

97.

98.

99.

29

K xakomy knaccy mudpoB oTHOcHTCs mudp 1o cxeme Dib-I"amans?
A) mdpbl MHOTO3HAYHON 3aMEHBI;

B) cxembl BeposSTHOCTHOTO MU(POBAHMUS;

B) 06a oTBeTa BEepHHBI.

Urto obmero mexay kpunrocuctemamu Dib-I"amans u RSA?
A) b pbl MHOTO3HAYHOW 3aMEHBI,

B) mm¢psl 0jHO3HAYHO 3aMEHBI;

B) acummerpuuHbie mudpel.

B geMm coctout croco6 B3noma mmdpa RSA ?
A) B TOM, 4TOOBI HATH METO/ BHIUMCIICHUS KOPHSI CTEIICHU € 13 MOd N,. OCKOJIbKY KpUIITOrpaMmma

C=M ° (mod n), o kopaeMm cterenu € u3 (Mod n) sBisieTcs coobIenue M;

B) B TOM, 4TOOBI HAWTH INIABHBIE COMHOXUTEITH 00111ero Moyt N (P U (), MOCKOJBKY C UX
TIOMOIITBEO MOYKHO JIETKO BBIYMCIINTB CeKPeTHBII Kimod d st pactmmudposanus M= CY4 (mod n);
B) 00a oTBeTa BEpPHBI.

B 1eMm cocTosAT npenmyiiecTBa mMUPPCUCTEM C OTKPBITHIMU KITIOUaMu?

A) nns oOMeHa Kiro4aMy aOOHEHTaM CEKPETHBIN KaHall HE HYXKEH,;

B) npuMeHeHne CUMMETPUYHBIX CUCTEM MTPUBOAMT K CYIIIECTBEHHBIM 3a/I€p’KKaM IpHU MK (POBaHUU
(110 CpaBHEHHUIO C aCUMMETPUYHBIMU);

B) 06a oTBeTa BEpHBHI.

Kakue xam-hyHKIIMK UCTIONB3YOTCS JUIsl (OpMUPOBaHUS HUPPOBON oanucu?
A) OeckitoueBble OHOCTOPOHHME XAII-()YHKIUY;

B) xi1roueBble OJHOCTOPOHHHUE X31I-(PYHKIUHY;

B) xpuntorpaduueckue X31-QyHKIUH.

Xnm-3HaueHne Kakoi JuHbI (B 6alTax) Beraucisier crangapt ['OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoii mmdp ucnonszyet oreuectBeHHblN cranaapT xamupoBanus [OCT P 34.11-94 nns

MM PPOBaHUS UCXOAHBIX JaHHBIX, YTOOBI 00ECIIEYUTh HEBO3ZMOKHOCTh MOJ00pa COOOIIEHUH C
OJINHAKOBBIM X3II-3HAUYEHUEM?

A) RSA;

B) 'OCT 28147-89;

B) mmudp Dnp-Iamans.

[Tepeuncnure alnropuTMBbl JMEKTPOHHON HUGPOBOIM MOITUCH?

A) RSA, DSA, EGDA, cxema llnoppa, 'OCT P34.10;

Bb) 'OCT 28147, DES, AES, ESIGN, ECDSA,

B) CTb 1176.2-99, McEliece, Rijndael, Cxema Iuddu — Jlamnopra.

K kakum Bugam atak ys3BumMa mudpoast moamuch RSA?
A) K MyJIbTUIUIMKAaTUBHOW aTaKe;

bB) HeleneBoro UCMOIb30BAHUS CEKPETHOTO KITHOYA;

B) o0a oTBeTa BepHBI.
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Kakumu npenmyiectBamu oosiagaet cxema nudpoBoii moamnucu Iib-1"aMaist o cpaBHEHHUIO CO
cxemoit mudpoBoi moamucu RSA?

A) TIpy 33JaHHOM YPOBHE CTOHKOCTH alTOpUTMA IIU(POBOM TOITUCH IIETbIC YHCIIA, YIACTBYIOIINE
B BBIYMCIICHUSIX, UMEIOT 3alUCh HA 25% KOpOYe, UTO YMEHBIIAET CJI0KHOCTh BHIYMCIICHUH IOYTH B
JIBA pa3a U MO3BOJISIET 3aMETHO COKPATHTh 00bEM UCTIOIB3YEeMON aMSITH;

B) npu B16OpE MOAyIs P 1OCTaTOYHO MPOBEPUTH, UTO 3TO YUCIIO SIBISIETCS [IPOCTHIM;

B) 06a oTBeTa BEepHHBI.

7.3.2 IlpomexxyToUHas aTTecTarus
OneHouHbIe CPENCTBA A1 IPOMEXKYTOUYHOU aTTECTALIUU
OK3aMeH
Cnrcok BOIpocCoB [UIs dK3aMEeHa
HapucoBatp 6510K-cXeMy anropuTMa v IpUBECTH YHCIOBOM npumep mudpa Bepnama.
[TpuBecTH YKCIIOBOW NIPUMED C JIMHEHHBIM F€HEPATOPOM raMMbl ¢ MAKCUMaJIbHBIM IIEPHOIOM.
HapucoBats 6510K-cXeMy aJlrOpUTMa U IPUBECTU YUCIOBOU MTpUMeEpP 0OMEHa KIK0YaMHU 10 CXeMe
Huddu-Xenmmana.
HapucoBatp 6110K-cXeMy anropuTMa U IpUBECTH YHCIOBOM mpuMep mmgppa RSA.
HapucoBats 0710K-cXeMy aIropuT™Ma U MPUBECTH YUCIOBOM pumMep mudpa dab-I'amans.
Hapucosate 61ok-cxemy mudpooit moamnucu o anroputmy RSA. [IpuBectu uncioBoii npumep.
HapucoBatp 010K-cXeMy aIropuTMa U NPUBECTH YUCIOBOM pUMep KpUITOrpaduieckoi xeu-
(GyHKIHH.
HapucoBats 610k-cxeMy nudposoii noanucu no anroputmy EGSA. IlpuBectu uncioBoii npumep.
HapucoBatp 6510K-cXeMy anropuTMa U IpUBECTH YHCIOBOH MpuMep IMU(POBaHUS TaHHBIX DJIb-
I'amans.
HapucoBare 010K-cxeMy TeHepalMy 4acTHOro OTKpbIToro kitoua no aaropurmy 'OCT P 34.10-
2012. IIpuBecTH 4YMCIOBOI TpUMED.
Hapucoare 0nok-cxemy renepauuu rammel no crangapry I'OCT P 34.12-2015. Ilpusectu
YKCIOBOU ITPUMED.
Hapucosats 6510k-cxeMy pacuiv@poBaHust TaHHBIX 10 anropuTmy Dib-I"amans. [Ipuectu
YK CIIOBOW ITPUMED.
Hapucosats 610k-cxemy uugposoit nognucu no anroputmy ECDSA. TlpuBectu unciaoBoii npumep.
Hapucosats 6:10k-cxemy 1iudpooit noanucu no anroputmy ECDSA. TlpuBectu uncioBoii npumep.
Hapucosats 6510K-cXeMy ajropuT™Ma U MPUBECTH YUCIOBOM MPUMEP CIIOKEHUS JBYX TOUYEK
AJUIANITUYECKON KPUBOW HAJl KOHEYHBIM I1OJIEM.
HapucoBatp 0710K-cXeMy aIropuTMa U MPUBECTH YUCIOBOM MPUMEp YIBOCHUS TOUKH
AJUIANITUYECKON KPUBOW HAJl KOHEYHBIM I1OJIEM.
Hapucosats 6510k-cxemy nugposoii noanucu no aaroputmy 'OCT P 34.10-94. ITpuBectu uncnoBoi
puMep.
HapucoBare 6nok-cxemy 1udposoit nmoxmucu no anroputmy ['OCT P 34.10-2012. Ilpusectu
YUCIIOBOM MPUMED.
Hapucosate 06iiok-cxemy ¢yHkiuu mudpoBaHus JaHHbIX 1o crapaapry 'OCT P 34.12-2015
(Marma). [TpuBectu 4ncCiIOBOI pUMeEp.
Hapucosatp 6110k-cxemy ¢pyHkIMM mudpoBanus JaHHbIX 1o cranaapty DES. IlpuBectu uncnoBoit
puMep.
Hapucosatp 6510K-cxeMy ajaropuTMa v IpUBECTH YUCIOBOH npumep 3amensl 1o Tabiuue 'OCT P
34.12-2015. TlpuBecTH YUCIOBON TIPHMED.
HapucoBate 6nok-cxemy mmdpoBanus gaHHbix no crapaaptry I'OCT P 34.12-2015 (Marma).
[IpuBecTr yncaoBOM IpUMED.
Hapucosate 610k-cxemy mm@poBanus aanHbix 1o crangapty I'OCT P 34.12-2015 (Ky3neuuk).
[IpuBecTr 4ynuca0BOM IpUMED.
Hapucosatp 610k-cxemy mudpoBanus JaHHbIX 1o cranaapTy DES. IlpuBectu uncinoBoii nmpumep.
HapucoBats 650k-cxeMy mugpoBanus qaHHbIX 1o cranaapty AES. [Ipusectu uyncinoBoil nmpumep.
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