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1 ]_Ie.]ll/l, 3a/lavYi U IVIAaHUPYEMBIC PE3YyJbTaTbl oﬁyqunﬂ o AMCIUIIJIMHE

Lleabro mpenogaBaHusi TUCIUILTUHBI SBJISETCS (OPMHPOBAHUE Y CTYACHTOB 3HAHUHN B 00JACTH
WHCTPYMEHTAILHBIX CPEJICTB aHAIN3a 3AMIUIIICHHOCTH U YIIPABICHUS YSI3BUMOCTSIMH.
3agauu npenogaBaHus IUCHUTUTHHEL
® 3y4YeHHE METOJbl U CpeACTBa KOHTPOIS 3(H(PEKTUBHOCTH TEXHUYECKOW 3aIUTHI
uH(dopMaIuu;
® OCBOGHHE CIIOCOOOB BBIOOpa W 000CHOBaHUS KpuTepueB A(PPEKTUBHOCTH
(YHKIIMOHUPOBAHWSI 3AIIUIICHHBIX HH(POPMAIIMOHHBIX CHCTEM;
® OCBOCHHE CIIOCOOOB M CPEJICTB yYacCTHsS B DKCHEPTH3E COCTOSHUS 3aLIUIIEHHOCTH
uH(popMaIu Ha 00BEKTE 3aIUTHI;
® OCBOGHHE CPEICTB KOHTPOJIA A(PPEKTUBHOCTH MPHHATBIX MEp [0 pean3aluu
YACTHBIX MOJIMTUK WH(HOPMAIIMOHHON 0€30MacCHOCTH HH()OPMAIIMOHHBIX CHCTEM.
B pesynbrate OCBOCHHS MUCHUILTUHBI «AHAIH3 3alIUIIEHHOCTH CHCTEM» Yy OOYYaroIIuXcs
dbopMUPYIOTCS  CIEIYIOIIMEe KOMIETCHIIMA U JIOJDKHBI OBITh JIOCTHTHYTHI  CIIEAYIOIIUE
pe3yabTaThl 00yUeHHs Kak 3Tan (OpMUPOBaHUS COOTBETCTBYIOIIMX KOMIICTCHITUI:
3HATB!
- METOJIBI ¥ CPEJICTBA KOHTPOJIS 3(PPEKTUBHOCTH TEXHUUECKOM 3alIUThI HH(OPMAIIHH;
YMETh:
- KOHTpPOJIMPOBaTh 3(PPEKTHBHOCTh MPHHATHIX Mep M0 pealu3alliil YACTHBIX MOJUTHK
UH(POPMALIMOHHOM 0€30MacHOCTH HH(OPMAIIHOHHBIX CUCTEM;
BJIAJICTh:
- HaBBIKAMU BBIOOpa W O00OCHOBaHUS KpuTepueB 3(PPEeKTHBHOCTH (YHKIMOHUPOBAHUS
3alIMIICHHBIX HMH()OPMAIMOHHBIX CHUCTEM, HABBIKAMH YYacTUsi B OKCIEPTHU3E COCTOSIHUS
3aMIUIIICHHOCTH HH(OpMAIK Ha 00BEKTE 3aHUTHI.

OOydeHue No TUCHHIUIMHE «AHATU3 3alUIIEHHOCTH CHCTEM» HaIpaBleHO Ha (OpPMHUpPOBaHHE
o0yyaroImuxcs CIeIYOUMX KOMIETCHIIMI:

Koa 1 HauMeHOBaHUE KOMIIeTEHIM NHauKaTopbl 10CTHKEHUS] KOMIIETEH UM
[1K-3. CnocoOeH npuHUMATh y4acTue B HIIK-3.1. 3naer MeTOombl U  CpEACTBa
OpraHu3aIiy U MPOBEJIEHUU KOHTPOJIbHBIX KOHTpOJIsl 3 (PEKTUBHOCTH  TEXHUYECKOU
MIPOBEPOK pabOTOCTIOCOOHOCTH U 3amUThl HHGOPMAIINH;
3¢ (PEeKTUBHOCTH TPUMEHIEMBIX HIIK-3.2. Ymeer KOHTPOJIUPOBATH
MPOrPaMMHBIX, TPOTPAMMHO-ANMapaTHeIX U | 3 PeKTUBHOCTD MIPUHSATHIX Mep o
TEXHUUYECKUX CPEJCTB 3aIlIUThl UH(pOpMaLNK; | peanu3anun YaCTHBIX MOJINTUK

UH(POPMALIMOHHOM 0e3omacHOCTH

WH(POPMAIIMOHHBIX CHCTEM;
NIIK-3.3. Bnageer HaBbikamMu BbIOOpa W
000CHOBaHUSA KpHUTepueB 3(pPexTuBHOCTU

(bYHKITMOHUPOBAHUS 3aIIMIIEHHBIX
“H(pOPMaITMOHHBIX CHCTEM, HaBBIKAMHA
y4acTus B AKCIEPTU3E COCTOSTHUS
3aIMIIEHHOCTH WH(POpMAIMK Ha OO0BEKTE
3aIIUTHI.

2 MecTO TMCHUILTHHBI B CTPYKTYpe 00pa3oBaTe/bHOMH MPOrpaMMbl

HucunmnnHa «HCTpYMEHTaNbHBIE CPEACTBA aHaIM3a 3alIMIIEHHOCTH W YIPaBICHUS
YSI3BUMOCTSIMH» OTHOCHUTCS K YHCIYy TpO(ECCHOHATIbHBIX Yy4YeOHBIX JUCHUIUIMH YacTH,
(hopmupyemoii yuyacTHHKaMu 00pa3oBatenbHbIX oTHOIIeHHU (B1.2) ocHOBHOI 00pa3oBaTeIbHON
nporpammsl (51.2.2).
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I/IayquHe AUCHUIITIMHBL ONUPACTCd HaA 3HAHUA, YMCHUA MW HABBIKH, HpHO6peTCHHBIC B
OPEIECTBYIOUMX JUCHMITIMHAX: «OCHOBBI TPOEKTUPOBAHUS HH(OPMAIIMOHHBIX CHCTEMY,
«BBeneHue B aHaTUTUKY HH)OPMALIMOHHOW O€30MaCHOCTHY, «AHAJIN3 3aLIUILEHHOCTH CUCTEM.

3 CTpykTypa U coaepkaHue TUCHUIINHBI

OO1ast Tpy1I0€MKOCTh JUCHUTUIMHBI COCTABIIACT 6 3a4eTHBIX €AWHUII, T.€. 216 yacoB (JIeKiuu —
36 uacoB, nabopaTopHble 3aHATUS — (2 Yaca, caMocTosiTeNnbHas pabota - 108 wacoB, gopma
KOHTpOJISl — 9K3aMeH) B 6 cemecTpe.
Crpyktypa U  colep)KaHHE  JUCLHILIMHbI
3aIUIIEHHOCTH ¥ YIPABICHHS YS3BUMOCTSIMH» IO CPOKaM M BUAaM pabOTHl OTPaKEHBI B
HPUIOKEHUU

3.1Buasbl yueOHol padoThl U TPYA0EMKOCTH

(mo popmam oOyueHus)

3.1.1 Ounas popma oOyueHuUs

«I/IHCprMeHTaJ'IBHLIe CpeacTBa aHajn3a

Ne B GHoil DaB KosmnuectBo CemecTpsl
/i U1 yueOHoi padoTsl 4ACOB 5
1 | AyauTopHble 3aHATHSA 108 108
B ToMm unce:
1.1 | Jlekiuu 36 36
1.2 | CemuHapcKue/IPaKTUIECKHIE 3aHITHSI
1.3 | JlabopaTtopHbI€ 3aHSATHS 72 72
2 | CamocTosiTe/ibHasi padoTa 108 108
B ToM unce:
21 | ...
3 | [IpomeskyTouHas aTTeCTAMS
3adet/nud.3auer/7K3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Has popMa oOydeHus
He npexycmotpena

3.1.3 3aounas popma oOyueHUst

He npenycmorpena

3.2 TeMaTH4eCKHUii MJIaH U3yYeHUS TUCIUTLINHBI

(o popmam oOyueHHs)

3.2.1 Ounas popma oOydeHus

Ne
n/n

Pa3zpgennl/TeMbl
MUCHUATLINHBI

TpynoemkocTh, yac

Bceero ‘

AyautopHasi pa6ora

Camoc




TOsSITE
CemuHap JaGopa Ipaxt | 5y waa
ek ckue/ TOpHBIC WHECKA | pagor
1007071 [PAKTHAC| o e i a
CKHE N MOATOT
3aHATHS OBKa
1 Paznen 1.
1.1 | Tema 1. OcHOBHEIC KOHIICIIIUH, 56 12 16 28
TEXHUKU ¥ HHCTPYMEHTBI JUIS
MIPOBEJICHUS aHAIN3a 3AIUIIICHHOCTH U
YIPaBJICHUS YSI3BUMOCTH.
1.2 | Tema 2. AHaIU3 3aIUUINEHHOCTH U 124 18 44 62
TECTUPOBAHUE HA POHUKHOBEHHE
Windows cucrem.
1.3 | Tema 3. AHanu3 3alUIIEHHOCTH U 20 4 6 10
TECTUPOBAHUE HA POHUKHOBECHHE
Linux cucrem.
1.4 | Tema 4. Lludpossie cepTuduKaThl 16 2 6 8
0e30IMacHOCTH.
Hroro | 216 36 72 108
3.2.2 OuHo-3a04Has ¢hopMa 00yUeHUs
He npenycmotpena.
3.2.2 3aounas ¢popma 00ydeHus
He mpenycmorpena
3.3. Coaep:xaHue QUCHUNINHBI
Ne Pa3nen (Tema) Conep:xkanue
n/n AMCHUILIHHBI
1 2 3
1 Paznen 1
1.1 | OcHoBHBIE  KOHIENINH, | BBe[eHNE B TECTUPOBAHUE HA IPOHUKHOBEHUE U aHAIU3

TEXHUKU U WHCTPYMEHTHI | 3alMIIEHHOCTU. THCTpyMeHTapuii /UTsl MpOBEICHUS aHan3a
JUIS TIPOBEACHMSI aHAIM3a | 3alIMIIEHHOCTH HHPOopMalmoHHbIX cucteM. Kiaccudukanms
3aIUIIEHHOCTH U | ceTeBbIX aTak. [laccuBHBIE ceTeBbIe aTaku. AHAIU3 CETEBOTO
yIIpaBJIeHUs ysI3BUMOCTH. | Tpaduka. AkTuBHBIE ceTeBble aTaku: ARP, DNS, DHCP-

spoofing. AktuBHBIE ceTeBble aTaku: bruteforce, DoS, DDoS.
Metasploit Framework: ctpykrypa, komanasl. Metasploit
Framework: mone3nast Harpy3Ka, ynpaBieHUE MOIYIISIMH,
NOJTy4YeHHE yIalleHHOTo ocTymna. Metasploit Framework:
CHOCOOBI BHEIPEHUS, MOAM(PHUKAIINN U TETEKTUPOBAHUS
BPEIIOHOCHOTO KoJia B (haiirax. MexaHu3Mbl ayTeHTU(DUKAITUT
OC, cnoco0b! nX 00X0/1a 1 BOCCTAHOBJICHUS TAPOJIEH.
ABTOMAaTU3UPOBAHHBIC CPEJICTBA IMOMCKA YSI3BUMOCTEH:
OpenVas, nmap nse.




1.2 | Anamm3 3amumeHHoctd u | PowerShell: o6macte mpuMeHeHNs, KOMaH/IBI ¥ IEPEMEHHBIE,
TECTUPOBaHUE Ha | 00bekThl. PowerShell: cTpykTypbl 1aHHBIX, YCIOBHBIE
npoHukHoBeHHe Windows | omepatopsl u kbl PowerShell: gynkmmm, padora ¢
CHUCTEM. Moysssmu. PowerShell: criocoOb! T0KaTbHOTO U yIAIEHHOTO

3amycka creHnapueB. Ananu3s ctpykryp PE-daiina u npornecca,
OCHOBHBIE 3JIEMEHThI UCTIOJIHAIOLIEH MOICUCTEMBI.
Pasrpannuenue noctyma kK pecypcam, cOop nuHGpopMauu o
CHCTEME M M0JIb30BaTeNsIX. DTalbl TECTUPOBAHUS HA
IPOHUKHOBEHHUE cucTeM noJ ynpasienuem Windows AD.
Knaccudukanus arak Ha AD: npobnemsl AeaerupoBaHus,
ucnonszoBanue GPO. Knaccuduxanus arak Ha AD: ysi3BuMocTH
HPOTOKOJIOB.

1.3 | AHanu3 3auMIEeHHOCTH U | MeTobl u criocoObl cOopa y4eTHBIX JaHHbIX B Linux. Crioco0s!
TECTHPOBAaHUE Ha | OKCIUTyaTally ySI3BUMOCTEH siapa u ciryk0 B Linux, MeTo b
npoHukHoBeHHe  Linux | 3amuTel. CiocoObl 3KCIUTyaTalMy ysI3BUMOCTEH TUIa security
CHUCTEM. misconfiguration, MeTObI 3AIUTHI. Y I3BUMOCTh OUOTHMOTEKH

KypHaiIupoBaHus log4]: ciocoObl FKCIUTyaTallu U €€ 3aKPbITHS.
Hacrpoiika pacuimpenust cucteMbl MOHUTOpPHUHTA zabbix, ee
UCIIOJIb30BaHUE B KAYECTBE CUCTEMBI YIIPABICHUS YSI3BUMOCTH.

1.4 | Hudpossie cepruduxarsl | PKI: monstue, crpykrypa, KU3HEHHbIH nuki ceprudukara. PKI:

0€30I1aCHOCTH. co3znanue Y1l, BbIMyCK, OT3bIB, IPOBEPKA MOUIMHHOCTH
CepTU(HKATOB.

3.4TemaTuKka CEMUHAPCKUX/IPAKTHYECKUX U J1A00PATOPHBIX

3AHATHH

3.4.1 CemuHapcKue/IpakKTUIECKHE 3aHATHS

He npedycmompenul yuebuvim nianom.

3.4.2 JIaGopaTopHBbI€ 3aHATUSA

No HaunmenoBanue nabopatopHoi paboThI Sf:’eM’
1 Brimonaenue 1aboparopHoit pabotsl Nel 16

2 Boinonnenue nabopatopHoit pabotsr No2 14

3 Brinonnenue nabopatopaoi pabotsl Ne3 14

4 Brinonnenue nabopatopHoit pabotsr No4 16

5 Brinonaenue 1abopatopHoit paboTel NeS5 6

6 Brinonaenue 1adopatopHoii paboThl Neb 6
Hroro 72

3.5 TemaTuka KypcoBbIX IPOEKTOB (KypCcOBBIX padoT)

KprOBOG IIPOCKTUPOBAHUC I10 JAHHOM JUCLIUILINHE y‘le6HLIM IJIaHOM HC 3aIlJIaHUPOBAHO.




4 YyeOHO-MeTOAMYECKOE U MH(OPMAINIMOHHOE O0ecIieyeHmne

4.1 HopmatusHbie 1o0kyMeHTbI 1 'OCThI

[Iporpamma cocTtaBieHa B COOTBETCTBUU ¢ DeepaabHBIM IrOCYIapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BbICHIEr0 OOpa3oBaHMUsl MO HamNpaBiIeHUIO MOAroToBkH OakanaBpos 10.03.01
«MHupopmaronHast 6€301MacCHOCThY.

4.2 OcHoBHasi IMTEpaTypa

1. «OcHoBbl ympaBieHuss uH(pOpMAIMOHHON Oe3omacHocThiO» (Momak, H. H. OcHoBbl
ynpaBieHus: nHOPMAIIMOHHON Oe3o0macHOCThIO : yueOHoe nmocobue / H. H. Momak ; mox
penakuueit B. B. OBunnnukoBa. — Cankt-IletepOypr : I'VAIL 2022. — ISBN 978-5-8088-
1711-1. — Texkcr : snekTpoHHbIH // Jlanb : anekTpoHHO-OMOIMOTEeYHast cucrema. — URL:
https://e.lanbook.com/book/340967

2. «Pa3paboTka 3alMIEHHBIX MPOrPAMMHBIX CPEACTB MH(POPMATH3ALUU MTPOU3BOJICTBEHHBIX
nporeccoB npeanpustus» (babymkun, B. M. Pa3zpaGoTka 3aIlMIIEHHBIX HPOTrPaMMHBIX
cpeacTB MH(OpMaTH3aIMK TPOU3BOACTBEHHBIX MPOLIECCOB MPEANPHUITHS : yueOHOe mocodue
/ B. M. babymkun. — Kazans : KHUTY-KAU, 2020. — ISBN 978-5-7579-2463-2. —
Texct : osnextponHbld // JlaHp : d31neKTpoHHO-OMOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/193486

3. «OCHOBBI TEXHHUYECKOW OHKCIUTyaTallMM 3allWIICHHBIX TEJICKOMMYHHKAIIMOHHBIX CHCTEM)
(KpeokanoBckuii, A. B. OcCHOBBI  TEXHHYECKOW  OKCIUTyaTallid  3alIUIICHHBIX
TEJIEeKOMMYHHUKAIIMOHHBIX CUCTEM : MeTonudeckue ykazanus / A. B. KpbpkanoBckuif. —
Camapa : TII'VTHU, 2021. — 50 c. — Tekcr : amekTpoHHBIH // JlaHb : 37I€KTPOHHO-
oubmmoteunas cucrema. — URL: https://e.lanbook.com/book/301133

4.3 lonoaHUTEIbHAS JJUTEepaTypa

1. «ba3zoBble mNpUHIUNBI WHPOPMAIMOHHON O€30MacCHOCTH  BBIYUCIUTEIBHBIX  CHCTEM)
(bazoBbie mpuHLIKITBEI HHGOPMALIMOHHON 0€30MaCHOCTH BBIYUCIUTEIBHBIX CUCTEM : yUeOHOE
nocobue / A. A. I'maakux, J{. B. I'anun, C. B. KpuBonoros [u np.]. — Hwwxknuit Hosropon :
HI'MB2Y, 2015. — ISBN 978-5-91592-067-4. — Tekct : snexkrpoHHbld // JlaHb
3JIeKTPOHHO-Onbmoreunas cucrema. — URL: https://e.lanbook.com/book/330293

2. Komeros, JI. H. JlaGopaTopHblii NpakTHKyM II0 OCHOBaM ITOCTPOEHHS 3aIIMIICHHBIX
KOMITBIOTEPHBIX ceTeld : yueOnoe mocodue / J[. H. KonmeroB. — Tomck : TT'Y, 2013. — 140 c.
— Tekcr : oanektpoHnbii // Jlab : 3neKTpoHHO-OMOMMoOTewyHast cuctema. — URL:
https://e.lanbook.com/book/44913

4.4 JnekTpoHHBIE 00pa3oBaTe/ibHbIE peCypChl
1. DOP «MHcTpyMeHTaNbHbIE CPe/ICTBA aHaIM3a 3AIIUIIEHHOCTH U YIIPABJICHUS YSI3BUMOCTSIMM»
[@nexrponnsriii pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (nata
obparenus: 18.02.2023).


https://e.lanbook.com/book/340967
https://e.lanbook.com/book/330293
https://e.lanbook.com/book/44913

4.5 JIuueH3u0HHOe U CBOOOTHO pacnpocTpaHsieMoe MporpaMMHoe
o0ecreuyenmne

1. Virtual Box

2. Bupryanbnas mammuna Metasploitable3

3. Huctpudytus OC Kali Linux

4. Nuctpubytus OC Windows Server 2012/2016
5. Quctpuodytus OC Windows 7, 10

4.6 CoBpeMeHHbIe NIPodeccHOHATbHbIE 0a3bI JAHHBIX U

HH(OPMALMOHHBIE CTIPABOYHbIE CUCTEMBI
1. BIY ®CTOK [Aaexrponnsrii pecypc] — URL: https://bdu.fstec.ru/ (nara obpaienus:
18.02.2023).
2. CVE [Onexrponnsiii pecype] — URL: https://www.cve.org/ (nata oopamenus: 18.02.2023).

5 MarepuajbHO-TEXHUYECKOE 00ecredeHue

Jlis  mpoBeneHUs BceX BHUAOB 3aHATHA HEOOXOAMMO TIPE3CHTAMOHHOE 000pyaoBaHUE
(MyJIbTUMEIUUHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

s mpoBeneHUs JTa0OPATOPHBIX 3aHATHH HEOOXOMUMO HAIWYHE KOMITBIOTEPHBIX
KJIacCOB, 000PYZOBaHHBIX COBPEMEHHOM BBHIYMCIUTENIbHON TEXHUKOM M3 pacuera oJHO pabouee
MECTO Ha OJJTHOTO 00y4aemMoro.

6 MeToanueckue peKOMeHIANNU

6.1MeToau4yeckue peKOMeHAAIUM ISl IPenoaBaTeJis mo
OpPraHu3anuu 00y4eHust

1. Ilpu moAroToBKE K 3aHATHSAM CIEAyeT NpeABapUTENbHO MPOpadOTaTh MaTepuan 3aHATHS,
IPEIyCMOTPEB €ro Imojady TOYHO B OTBEACHHOE Ui 3TOro Bpems 3aHATus. Cremyer
MOJTOTOBUTh HEOOXOJMMBbIE MaTepHalibl — TEOpEeTUYEeCKHe CBeleHus, 3ajauu u Ap. llpu
IIPOBEACHUM 3aHATUS CIIEAyeT KOHTPOJIMPOBATH IIOAAYy MaTepualla U pELICHUE 3aJaHuil ¢
y4eTOM y4eOHOTO BPEMEHHU, OTBEJIEHHOTO ISl 3aHSATHSI.

2. Ilpu npoBepke pabOT M OTYETOB CIIEAYET YUUTHIBATH HE TOJIHKO MPABHIBHOCTH BBIIOIHEHUS
3aJJaHUil, HO U ONTHMAaJbHOCTh BBIOPAHHBIX METOJIOB PEUICHMSI, MPABHIBHOCTH BBIIOJHEHUS
BCEX €ro LI1aroB..

6.2 MeToanueckue yKa3aHus JJisl 00y4aromuxcsi 0 0CBOEHUIO
JTUCIHUIIIMHBI

W3yueHne MUCHUIIIMHBI OCYHIECTBISETCS B CTPOIOM COOTBETCTBHM C LEJIEBOM YCTAHOBKOHM B
TECHON B3aMMOCBSI3U yueOHbIM ITaHOM. OCHOBOM TEOPETUUECKOM U MPAKTUYECKON MOATOTOBKH
CTYZECHTOB SBJISIOTCS JIEKLUH U J1a0OpaTOpHbIE PaOOTHL.

B npomecce camocTosTenbHON pabOTHI CTYACHTHI 3aKpEIUISIOT W YIIyONsioT 3HaHMA,
IIOJIy4YEHHBIE BO BpeMs ayJUTOPHBIX 3aHATHH, TOTOBATCA K DK3AMEHY, a TAKXKE CaMOCTOSTEIIBHO
U3y4aloT OT/AEIbHbIE TeMbl y4eOHOM MPOTpaMMBl.



10
7 DoHJ OLIEHOYHBIX CPEICTB

7.1MeToabl KOHTPOJISA ¥ OLIEHUBAHHUS Pe3yJIbTATOB 00yUYeHUsl

B mnpomecce 00ydyeHHs] HCHONB3YIOTCS CIEAYIOIIME OLEHOYHBIE (DOPMBI CaMOCTOSATEIbHON
pabOTBl  CTYICHTOB, OIICHOYHBIE CpEACTBa TEKYLIEr0 KOHTPOJS  YCIIEBAEMOCTH H
MIPOMEKYTOYHBIX aTTECTAIIHI:

- MIpOBeJIeHUE Ta0OPATOPHBIX PabOT (MPAKTHUUECKHUX 3aHSATUI C UCIOJIB30BAHUEM CIECITEXHHUKH)
Y UX 3aI1UTa;

- CAMOCTOSITEIbHAS TOATOTOBKA U IPOBEICHHE MPE3EHTAIMI 110 TEMaM JIUCLUUILINHBI;

- DK3aMe€H.

7.211Ikaa ¥ KPUTEPUH OLIEHUBAHUSA Pe3yJIbTATOB 00yUYEeHUS
dDopMa HpOMCX(YTOqHOﬁ aTTeCTalluu. DK3aMCH.

ITo utoram HpOMG)KyTO‘IHOfI arreCTauu 110 JUCHHIIIIMHE (MOI[YJIIO) BBICTABJIACTCA OLICHKA
KOTIIMYHO», «XOPOII0», KYAOBJICTBOPUTCIBHO» HUIIN «HCYJOBJICTBOPUTCIIHLHO.

IIkaJya oneHUBaHUA Onucanne

BoinonHensl Bce BuIbI  y4eOHOM pabOThl, MpPeryCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUMA,
YMEHHUI, HaBBIKOB NPHUBEIECHHBIM B TaOJMIAX IOKa3aTeseH,
ornepupyer NpUOOPETEHHBIMH 3HAHUSAMH, YMEHHSIMH, HaBBIKAMHU,
MPUMEHSIET UX B CUTYyalMsIX MOBBIIIEHHOW Ci0XHOCTH. [Ipu 3TOM
MOTYT OBITh JONMYyIIEHbl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS MPHU aHAIMTUYECKUX ONEpalusix, IepeHOoce 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYalUH.

OTJINYHO

BeimonHensl Bce BHABI yueOHOH paboThI, MperyCMOTpPEHHbIE
yaeOHbIM  mnaHoM.  CTyleHT  JE€MOHCTpUPYET  HEMOJHOE,
Xoporo NpaBUIbHOE  COOTBETCTBME  3HAHMH,  YMEHMH,  HaBBIKOB
IIPUBEICHHBIM B TaOMUIaX MoKa3aresel, JIn0o eciau mpu 3TOM ObLIN
JIOIYIIEHBI 2-3 HECYIIECTBEHHbIE OIIMOKH.

BeimonHensl Bce BHABI yueOHOH paboThI, MperyCMOTpPEHHbIE
y4eOHBbIM Tu1aHOM. CTYZEHT AEeMOHCTPUPYET COOTBETCTBHE 3HAHUM,
VY 10BIETBOPUTENBFHO | B KOTOPOM OCBELIEHa OCHOBHas, Haumboiee BaXKHas YacTb
MaTepuaga, HO IpHU 3TOM JIOMyIeHa OJHAa 3HAYMTeIbHas OIIMOKa
UJIM HETOYHOCTb.

He Bomomnen onuH wimm Oonee BUAOB Y4eOHOH pabOTHI,
HPEeyCMOTPEHHBIX y4eOHbIM IUIaHOM. CTYAEHT JIEeMOHCTPUPYET
HEIOJTHOE COOTBETCTBUE 3HAHWI, YMECHUI, HABBIKOB MPUBEICHHBIM
B Ta0nMIax IOKa3arenel, MOMYyCKAIOTCsS 3HAYUTENIbHBIC OLIMOKH,
OpOSIBIISICTCS. OTCYTCTBUE 3HAHWI, YMEHHW, HAaBBIKOB TI0 DSy
HOKa3aTesiei, CTYJICHT HCIBITHIBACT 3HAYUTEIBHBIC 3aTPYIHCHHUS
Py ONCPUPOBAHUM 3HAHUSIMHU M YMCHUSIMH NPU HX MEPEHOCE Ha
HOBBIC CHTYaI[HH.

HeynosnerBopurenbHO




11

7.3 OneHOYHBbIE CpecTBA

7.3.1 Texyumuii KOHTPOJIb
OueHouHble cpescTBa )i TEKYIIEH aTTeCTallun
- 3aiMTa OTYETOB O BBIIIOJIHEHUU JIAOOPATOPHBIX padboT

7.3.2 [IpomexxyTodHast aTTeCTAIUS

O1eHOYHBIC CPEJICTBA JJIS IPOMEKYTOUYHOHN aTTECTAIIMH
- DK3aMeH

Crniicok Bompoc 715 IPOBEACHUS SK3aMEHa 110 IUCLHUIUIMHE:

1 BBenieHue B TeCTUPOBAHNE HA MPOHUKHOBEHHUE U aHAJINU3 3AIIUIIEHHOCTH.

2. HCcTpyMeHTapHii U1 IpOBEIEHUS aHAIM3a 3aLUILEHHOCTH HH(POPMAIIMOHHBIX CHCTEM.
3. Kimaccudukanumst cereBoix atak. [laccuBHbIC ceTeBbIC aTaKH.

4. Ananu3 ceTeBoro Tpaduka.

5. AktuBHble ceteBbie ataku: ARP, DNS, DHCP-spoofing.

6. AxtuBHEBIE ceTeBbIe aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: cTpykrypa, koMaHabI.

8. Metasploit Framework: nosnesnast Harpy3ka, ynpaBieHue MOAYJISAMH, TOJy4E€HUE yIaJICHHOTO
JO0CTyTa.

9. Metasploit Framework: cnocoObl BHeipeH!sI, MOJUGDUKALIMH U 1€TEKTUPOBAHUS
BPEIOHOCHOTO Ko/1a B (haiiiax.

10. Mexanusmsl ayreHTuukannu OC, cnocoObl nX 00X0/1a 1 BOCCTAaHOBJICHHUS TApOJIei.
11. ABTOMaTu3upoOBaHHbBIE CPEJCTBA MMOUCKA ysi3BUMoOcTei: OpenVas, nmap nse.

12. PowerShell: o6macTs npuMeHeHuUs, KOMaH bl U IEPEMEHHBIE, OOBEKTHI.

13. PowerShell: cTpykTyphl JaHHBIX, YCIIOBHBIE OIEPATOPHI U IIUKJIBL.

14. PowerShell: ¢pynkium, pabora ¢ MOyIsiMH.

15. PowerShell: crtocoObI JIOKaTbHOTO W yIaJIEHHOTO 3aITycKa CIICHaApHEB.

16. Ananus ctpyktyp PE-daiina u nmporecca, OCHOBHBIE 3JIEMEHTHI UCTIOTHSIOIIEH MTOACUCTEMBI.
Pasrpannuenue noctymna K pecypcam, coOop HHGOpMAaIMK O CUCTEME U MOJIb30BaTEIISAX.

17. Dranbl TecCTUpOBaHMS HAa MPOHUKHOBEHHE cUcTeM Mo yrnpasienueM Windows AD.

18. Knnaccuduxarnus arak Ha AD: nmpo6iieMsl neneruposanus, ucnoiaszoBanue GPO.

19. Knaccuduxanus atak Ha AD: ysI3BUMOCTH IPOTOKOJIOB.

20. Metoap! u criocoObl cOopa y4eTHBIX TaHHBIX B Linux.

21. Crioco0sl 3KCIITyaTally ysI3BUMOCTEH sapa 1 cayxk0 B Linux, METO/IbI 3aIIUTHI.

22. Crioco0Obl AKCIUTYaTallMK ysA3BUMOCTEH THIA security misconfiguration, METOABI 3aLIUTHI.
23. Ya3BUMOCTb OMOIMOTEKH KypHaTUpoBaHUs log4]: criocoObl SKCIUTyaTalluy U €€ 3aKPbITHS.
24. Hactpoiika paciiipeHusi CUICTEMbl MOHUTOpPUHTA Zabbix, ee HCIOJIb30BaHUE B KAUECTBE
CHCTEMBI yIPaBJIEHUS YS3BUMOCTH.

25. PKI: moHsATHE, CTPYKTYPA, )KU3HEHHBINA UK CEpTUDHUKATA.

26. PKI: cozmanue Y11, BEITYyCK, OT3BIB, MPOBEPKA MOITMHHOCTH CEPTU(PHUKATOB.
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[Tpumep Ounera.
MUHHUCTEPCTBO OBPA3OBAHUS U HAYKHU POCCUICKON ®EJEPALIN
®EJIEPAJIBHOE 'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE VUPEXKIEHUE BBICIIETO
OBPA3OBAHUA

«MOCKOBCKHI HO.JII/ITEXHICFIECKI/IFI YHUBEPCHUTET»
(MOCKOBCKHWH MNOJIUTEX)

DakyabpTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Madopmanronnas 6€301mMacHOCTb

Hucuumumna: MHCTpyMEHTanbHBIE CpPEACTBa aHalW3a 3allUIIEHHOCTH U YIPaBICHHS
ySI3BUMOCTSIMU

Bakamnaspsr. Kypc 3, cemectp 2

SK3AMEHALIMOHHBIM BUJIET Ne 1

1. PKI: nonsitue, CTpyKTypa, >)KM3HEHHBIN ITUKII CEpTH(UKATA.
2. AxrusHble ceteBbie ataku: ARP, DNS, DHCP-spoofing.

[TperogaBaTeIb / Wunynuu I'.O. /




