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1 ]_Ie.HI/I, 3alaYi U IUVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o TMCIOMIIJIMHE

K OCHOBHBIM LIeNIsSIM OCBOCHHMSI TUCHUIUTMHBI «IIporpaMMHO-anmapaTHbIe CPEICTBA 3aIIUTHI
UH(POPMALIUN) CIIETyeT OTHECTH:

. 03HAaKOMJICHHE CTYJIEHTOB C COBPEMEHHBIMHU IPOrPaMMHO-aNNapaTHbIMU
CpEeJICTBaMU 3alUThl HHPOPMAIMHU B KOMIIBIOTEPHBIX CUCTEMAX;

. OBJIAJICHUE METOJAaMHU pEIIECHUs 3aJad [pPOrpaMMHO-aNIApaTHONW  3allUTHI
uH(bOopMaLUu.

K ocHOBHBIM 3a71auaM OCBOSHHS TUCIUTILTHHBI «I[porpaMMHo-anmapaTHbIe CpeCcTBa 3aIUThI
UHPOPMALIUU» CIIEAYET OTHECTH:

. o0ydYeHHe CTYIEHTOB COBPEMEHHBIM METOJaM MpPOTPaMMHO-AIMAPATHON 3alUThI
uHpOpMaLuy;

. npuoOpereHre MpodecCHOHATBHON KOMIIETEHTHOCTH B IPOrPAaMMHO-AMIAPaTHBIX
CpeZCTBax 3alUThl HH(OpMaIH;

. YMEHHE OpHUEHTHUPOBATHCS B TPOAYKTaX MW TEHICHIMAX pa3BUTUS CPEICTB
IpOrpaMMHO-aNnapaTHOHN 3aUThl HH)OPMAITMOHHBIX TEXHOJIOTHIA.

B pesynpraTe ocBoeHus nucuuiuinHbl «lIporpamMMHoO-anmnapaTHble CpeAcTBa 3alUThI
uHopmanun» y oOydaronmxcst (GOpMUPYIOTCS CIEAYIOMMEe KOMIIETCHIIMH W JOJKHBI OBITH
JOCTUTHYTHI CIEAYIOIIUE pe3yibTaThl OOyueHHUs Kak d3Tan (OPMHUPOBAHHS COOTBETCTBYIOILIUX
KOMIIETCHIINH:

I[IK - 1. CnocoOeH BBINOJHATH pabOTHI MO YCTAHOBKE, HACTPOWKE M OOCITY>KHBAHUIO
IPOTPaMMHBIX, MPOTrPaAMMHO-ANMNAapaTHBIX (B TOM YHCIE KPUNTOrpaUuecKux) M TEXHUYECKHX
CPEJICTB 3alIUThl HHOPMAIUY;

3HATh:

- BO3MOXXHBIE JI€HCTBHS TPOTHUBHHKA, HAINPaBICHHBIE HAa HAPYIICHWE MOJUTHKH
6e30macHOCTH HH(OPMAIIHH;

- HanboJree ysI3BUMBIE IS aTaK MIPOTHBHHUKA JIIEMEHTHI KOMITBIOTEPHBIX CHCTEM;

MEXaHU3MBbI PELICHHUS THUIOBBIX 3a/1a4 MPOrPaMMHO-aNNapaTHON 3alUThl HH(POPMAIIUH;

YMETh!

-aHAJIM3UPOBATh MEXAaHU3MBbl peaqu3ali IMPOrPAMMHO-ANNAPATHBIX METOA0B 3alHUTHI
KOHKPETHBIX 0OBEKTOB U MPOLIECCOB ISl PEUICHHUs IPO(PECCHOHATBHBIX 3a/ay;

-IPUMEHSATH IITATHBIE CPEACTBA IPOrPaMMHO-AINapaTHON 3aIlUThl U CHIELMATN3UPOBaHHbIE
MPOIYKTHI JJISl pEIICHUS TUITOBBIX 33]1a4;

-KBAJIM(UIMPOBAHHO  OLIEHUBAaTh OOJIACTh NPUMEHEHHMS KOHKPETHBIX MEXaHH3MOB
pOTpaMMHO-aIMapaTHOM 3aIUTHl HHPOPMAaLUH;

-ACIOJIB30BATh alllapaTHbIE M MPOrPaMMHbIE CPEACTBA 3alUThl UH()OPMAIMH [P PEILICHUH
NPaKTUYECKHX 3a/1a4.

- OpPraHn30BaTh €ro BHEJPEHUE U MOCIIETYIOIIEe COPOBOXKICHUE;

- BBITIOJTHATH PabOTHI 1O yCTAaHOBKE, HACTPOHKE U 0OCITY>KUBAHHIO TPOrPaMMHO-AIMIAPATHBIX
CPEJCTB 3alLUThl HH(OPMALNH;

BIIAJICTh!

- HaBbIKaMM OJKCIUTyaTalud (B YacTH, KacalolleWcss pa3rpaHudeHus JAOCTyIa,
ayTreHTH(UKANWU 1 ayauTa) 06a3 JaHHBIX, JOKAJHHBIX KOMITBIOTEPHBIX CETEH, IMPOTPaMMHBIX CUCTEM
¢ yueToM TpeOoBaHHMii 10 obecreueHuto0 HHPOPMAITMOHHON 0€30MaCHOCTH.

OIIK-6 Cnoco0OeH mpu peuieHnd NpoQPecCHOHATIbHBIX 3aady OpPraHU30BBIBATH 3ALIUTY
UHPOPMALIMK OTPAHWYCHHOTO JOCTYIa B COOTBETCTBHH C HOPMATHBHBIMH IPABOBBIMH aKTaMH,



HOPMAaTUBHBIMU MW  MCTOAUYCCKUMH JOKYMCHTaAMU d)enepam,HofI

CITyKOBI

Poccuiickoii @eneparun, OeaepanbHON CIyKObI 10 TEXHUYECKOMY U 3KCTIOPTHOMY KOHTPOJIIO:

YMETb:

- AIMUHHUCTPUPOBATH ITOJACHUCTCMBI HH(I)OpMaHHOHHOfI 0e30macHOCTH 00BEKTA 3aIlIUThI,

BJIAJCTh:

- HaBbIKAMU aJMHUHHCTPUPOBaHUS (B YacTH, Kacalouleiicsi pasrpaHUyYeHusi JOCTYIIa,
ayTeHTU(UKAIIMY U ayauTa) 0a3 TaHHBIX, JOKATHHBIX KOMITBIOTEPHBIX CETEH, MPOTPAMMHBIX CUCTEM

¢ yueToM TpeboBaHuil o obecrnedyeHuto HHPOPMaIMOHHONW O€30aCHOCTH.

O6y‘-ICHI/Ie 10 JUCHHMIIIIMHE ((((HpOFpaMMHO-aHHapaTHBIC CpeacTBa 3allUThI I/IH(I)OpMaI_[I/II/I))

HanpaBJieHO Ha ((OPMUPOBAHKE Y OOYUAIONINXCS CIETYIOIMIMX KOMIETEHLIUMI:

Kox n HauMeHOBaHHe KOMIIETEHITHMA

I/IHIII/IKZITOPBI JAOCTHKCHUA KOMIICTCHIIUHU

IK-1

HACTPOMKE M 00CITy’)KUBAaHUIO IIPOTPAMMHBIX,
IIPOrpaMMHO-aMIAPaTHHIX (B TOM YHUCIIE
KpUNTOrpaguIecKnx) U TEXHUIECKUX
CPEZCTB 3alIUThI HH(POPMAIINH;

OIIK-6

denepanbHOMN CITY>KOBI 110 TEXHHYECKOMY U
3KCIOPTHOMY KOHTPOJIIO

Crnioco0eH BBINONHATH pabOThI IO YCTAHOBKE,

CrniocobeH npu penieHHH npodeccCHOHATBHBIX
3a/1a4 OpraHU30BBIBATH 3ALIUTY UHPOpPMALUU
OTPaHUYEHHOI'0 JIOCTYNa B COOTBETCTBUU C

HOPMaTUBHBIMU IIPaBOBBIMU aKTaMH,
HOPMaTUBHBIMU 51 METOAUYECKUMHU
JIOKYMEHTaMHU denepanbHON CITyKOBI
6e3onmacHoctn  Poccuiickoit ~ ®dexpepanuy,

UIIK-1.1. 3HaeT COBpPEMEHHBIE  BHUJbI
UH(OPMAIIMOHHOTO B3aUMOIEUCTBUSA u
oOCITy’)KMBaHUs, TPUHIUIBI W  METOIBI

MPOTUBOJICUCTBHUSI  HECAHKIIMOHUPOBAHHOMY
nH(pOpMaITMOHHOMY BO3JICHCTBUIO Ha
BBIYMCIIUTEIIbHBIE CETH M CUCTEMBI IIepeaaun
nH(pOpMaIy, OCHOBHBIC 33/1a4X U TIOHATHUS
kpunrorpaduu, tpeboBaHus K mmppaMm u
OCHOBHBIC XapaKTEPUCTUKHU MU(POB, MOICIIH
mUPpPoOB M MaTEeMaTUYECKHE METOJbI HUX
WCCIEAOBAHUS,  NPHUHIMIBI  MMOCTPOCHUS
KpUnTorpaguuecKux alropuTMoB;

HIIK-1.2. Vmeer HCITOJI30BaTh n
HacTpauBaTh MporpaMMHO-aNmnapaTHbie
cpencTBa 3ammThl HHGOPMAIMH, MPOBOJINUTH
aHaJIM3 ITI0Ka3aTeIeH KaueCTBa CETeH U CHCTEM
CBSI3U

NIIK-1.3. Brageet HaBbIKaMu IO YCTaHOBKE,
HACTpOIKe U 00CITy)KMBaHHUIO MPOTPaMMHBIX,
MPOrpaMMHO-aNMNapaTHbIX U TEXHUYECKUX
CPEICTB 3alUThl HHPOPMAIIIH.

HNOIIK-6.1 3Haer 3ammTHBIE MEXaHU3MBI H
CpencTBa obecrieueHUst 0e30MmacHOCTH
OIEPAITMOHHBIX CHCTEM, OCHOBHBIC BH/IBI
MMOJIATHK yIpaBIeHUS JIOCTYTIOM u
WHGOPMAITMOHHBIMHU IMOTOKAMU B
KOMITBIOTEPHBIX ~ CHUCTEMaxX, OpTraHMU3aIHI0
pabOTHI ¥ HOPMATHBHBIE aKTHI U CTAHIAPTHI ITO
JTUICH3UPOBAHUIO JESITEIFHOCTH B 00JIaCTH
o0ecrieyeHus  3alllUThl  TOCYAapCTBEHHOM
TalHEbI, TEeXHUYECKOMH 3allUThI
KOH(pUACHIMAIBHON HH(pOpMaInH,

OCHOBBI OpPraHU3allMOHHOIO U IIPaBOBOI'0
obecrieueHus nH(OpMaAITMOHHOM
6e3OHaCHOCTI/I, OCHOBHBIC HOPMAaTUBHBIC

MIPaBOBBIC aKThI B 00JaCTH OOeCTIeueHUs
nH(HOPMAIMOHHOW OE€30MaCHOCTH;

0€e301acHOCTH




HOIIK-6.2. Ymeer I0JIB30BAaTHCS
HOPMAaTUBHBIMH JOKYMEHTaMHU B 00JIacTU
nH(pOpMaIMOHHOM 0€30MacHOCTH;
NOIIK-6.3. Brnangeer HaBbkKamMu pabOThI C
HOPMATHUBHBIMH ITPABOBBIMH aKTAMHU

2 MecTO JTUCHMILUIMHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Jucuuruinza «IIporpaMMHo-anmnapaTHbIe cpeicTBa 3alUThl HH(MOPMALUK » OTHOCHUTCS K
YUCITy NpoQecCuoHaIbHBIX YUEOHBIX TUCIUILINH 00s13aTenbHoM yacTu 1ukia (b1.1) ocHoBHOI
oOpa3oBaTenbHON porpamMmsbl Oakanaspuara (b1.1.42).

W3ydenue TUCIMIUIMHBI ONIMPACTCS Ha 3HAHUS, YMEHHS U HaBBIKU, IPHOOPETCHHBIC B
NPEIIECTBYIOUINX AUCHUILTHHAX: «OCHOBBI HH(pOpMAIIMOHHOH Oe3omacHocThy, «OcHOBBI MK T,
«Kpunrorpapuueckre METOIbI 3aIUTH HHPOPMAIII.

3 CTpykTypa u cojiep:KaHue TUCUUIIIHMHBI

OOmast TpyJOEMKOCTh JMCLUMIUIMHBI COCTaBisieT 4 3a4yeTHbIX eAuHulbl, T.e. 144
aKaJeMHYeCcKuX 9acoB (JieKuuu — 4 yaca, 1abopaTopHble 3aHATHS — 68 yac, camocTosTeIbHas padoTa
- 72 4acoB, (hopMa KOHTPOJISL — HK3aMEH) B 7 ceMecTpe.

CrpykTypa W coaepkanue aucuuiuiuHbl «lIporpamMmHoO-anmapaTHble CpPEICTBA 3aIlUThHI
UHPOPMALIMK» T10 CPOKAM U BHJIaM pabOThI OTPAXKEHBI B MIPHIIOKEHHH.

3.1 Buabl yueOHoii paboThl U TPYA0EMKOCTH
(mo popmam oOyueHHs)

3.1.1 Ouynas popma oOydeHus

Ne CemecTtpbl
n/n Buj yueoHoit pa6oThbi KO‘T:::S)?BO Cemectp Henens
ceMecTpa
1 | AyauTopHbIe 3aHATHS 72 7 1-18
B toMm uucne:
1.1 | Jlexkuun 4 7 1-2
1.2 | CemuHapckue/mpakTUIECKUE 3aHATHUS - - -
1.3 | JlabopaTopHBbI€ 3aHATHS 68 7 3-18
2 | CamocTosiTeIbHAsSI padoTa 72
B ToM unce:
2.1 | CPC 72 7 1-18
3 | IlpoMe:kyTOUHasI aTTeCTAIUSI - 7 6-17
3auet/aud.3auer/sK3aMeH 7 ITo
pacnrcaHuio
Hroro 144

3.2 TemaTuvecknii NJIaH N3y4eHUS JUCHUILINHBI
(mo popmam 0OyueHMs)




3.2.1 Ouynas popma o0ydeHus

Pa3zgenanl/TeMbl
JTUCIHUTIINHBI

TpynoeMKoOCTB, Yac

Bcero

AyautopHasi padoTa

Jlek
1005051

MPpaKTU4C bIC

3aHATUA s

Cemunap | Jlabop | IIpakr
cKkue/ | aTOpH | M4yecka

A

CKHEC 3aHATH | IOATOT

OBKa

Camoc
TOSITE
JbHas
padot

CamocTtosTenbHas pabora

PazpaboTka monuTuku
UH(POPMALIMOHHOM OE30MaCHOCTH.
MeTo10510THS TOTUTUKA
0€30MacHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE TTOJIOKEHUS
MOJIUTUKN UHPOPMALIMOHHON
6e3onacHoCTH. JKU3HEHHBIN ITUKIT
MOJIUTUKU Oe30macHOoCTH. [IprHIHTIIBI
MOJIMTUKU O€30MACHOCTH.

1.2

Pa3zpaboTka nonutuku
nH(}OpMaIMOHHOM 0€30IMacHOCTH
KOMITBIOTEPHOU CHCTEMBL.

1.3

Pa3zpaboTka Mmonenu yrpos
KOMIBIOTEPHOM CUCTEMBL.

1.4

O0bekThI yrpo3. Knaccudukanus

yrpos 1o CHOCO6y HX OCYIICCTBJICHUA.

Knaccudukanus 00beKTOB yrpo3.
OyHKIMOHATBHAS] MOJICITH CUCTEMBI
3anuThl. COCTaB M Ha3HAYCHUE
byHKIMOHATBHBIX 6J10KOB. OCHOBHBIE
TPYIIbl MEXaHU3MOB 3aIIUTHI.
OyHKIHOHATBHAS] MOJCIT.
PexomeHammm o oTAeIbHbIM
YPOBHSM (HYHKITMOHATLHOW MOJICITH.

1.5

JMckpeuroHHbIE 1 MaHAATHBIE
MOJCIIH.

1.6

Cucrema 3amuThl ”HGOPMALIUU OT
HECAaHKI[MOHUPOBAHHOTO TOCTYTIA
«CTPAX NT». YctaHoBka u cHATHE

C3MU. 3amkHyTas mporpaMMHas cpefa.

1.7

Cucrema 3aiuThl THPOPMAUU OT
HECAaHKI[MOHUPOBAHHOTO JTOCTYTIA
«CTPAX NT». Yopasnenue
MOJIb30BATENSIMH. Y U€T HOCUTEIIEN U
KOHTPOJIb YCTPOUCTB.

1.8

[ToHsiTHE MOCTYTa 1 MOHHTOPA
oe3omacHocTH. O0ecnieueHe
FapaHTI/Iﬁ BBITIOJIHCHUSA ITOJIMTUKH
0e3011acHOCTH. MeTO10JI0T U
IIPOCKTUPOBAHMS TAPAHTUPOBAHHO




sammieHHbix KC. Meron renepanuu
M30JIMPOBAHHON TPOTPaMMHOM CPEJIbl.

1.9

Huckpeunonubsie Moaenu. Moaenb
AJIEIIT-50. ITaTumepuoe
MIPOCTPAHCTBO OE30MaCHOCTH
Xaprcrona. MannatHast MOJEb.
Mogens bemna-Jlananyna. Ilepsoe
npaBwio Mmojenu bemna-Jlamamyna.
Bropoe npaBuino monenu bema-
Jlanagyna. Onucanue MOJICIIH.

1.10

WNnentuduxanus 1 ayTeHTUPUKALUS.
OCHOBHbIE TTOHATHUS U
knaccudukanus. [Ipocras
ayTeHTHUUKAIA. AyTeHTH(PUKAIIAS
Ha OCHOBE MHOT'OPAa30BBIX MapoJieH.
AyTeHTudukanus Ha OCHOBE
OJIHOPA30BBIX ITAPOJIEH.
AyTeHTH(HKAIMI HA OCHOBE
ceptudukaToB. buomerpuueckas
UaeHTU(UKAIUS U Ay TCHTH(UKALIHS
10JIB30BATENIEH.

1.11

Crporas ayreHTU(DHUKAIIHA.
[TpoTOoKOIIBI ayTEeHTH(PHUKALINY C
CUMMETPUYHBIMU AJITOPUTMAMHU
mudpoBanus. [IpoTokonsl,
OCHOBAHHBIE Ha UCIIOJIb30BaHUN
OJTHOHATIPABJICHHBIX KITFOUEBBIX XOIII-
byHkuil. AyTeHTUQUKAIMS C
UCTIOJIb30BaHUEM aCUMMETPHYHBIX
QITOPUTMOB IIU(PPOBAHHUS.
AyTeHTH(UKaLNS, OCHOBAHHAs Ha
UCIIOJIb30BaHUH LIU(POBOI MOAMTUCH.
[TpoTOoKOIEI ayTEHTH(PHUKAIINH C
HYJIEBOM Tepeaveii 3HaYCHU M.
VYnpomeHHast cxeMa ayTeHTU()UKAUT
C HyJIEBOU Ilepefadyei 3HaHU M.
[TapannensHas cxema
ayTeHTH(HUKAINYU C HYJIEeBOU
nepeader 3HaHi.

1.12

[IpoTokon naeHTUGUKAIN U
ayrentudukanuu B OC Windows

1.13

[TpoToxon uaeHTU(HUKAINH U
ayreHTudukaruu B8 OC Windows .
[Tporoxon ayrentudukanuu Kerberos.
CoXpaHHOCTH MMAPOJIEN YUETHBIX
3armmuceit. Windows. 3amuTa mapoei.
Kpaxxa SAM-¢aiina. 3axBar
npusmieruit. Copoc maposist. Bznom
BTOPUYHBIX mapoineit. Cucrema
pasrpannuenust goctyna OC LINUX.
B03MOXHOCTH CTaHAAPTHOM CUCTEMBI
pasrpaamueHus gocryna OC Linux.
Hepnocratku crangapTHOM CUCTEMBI




pasrpannyenus goctyna OC Linux.
Bo3morkHOCTH Hanboee N3BECTHBIX
CPEICTB COBEPIICHCTBOBAHMS
pasrpannuenus gocryna OC Linux.

1.14

[Tporokoan ayrentudukauuu Kerberos.

N

o

1.15

Cucrema pasrpanuuenus gocryna OC
LINUX.

SN

SN

1.16

3amura ¢ailioBoii cucTeMbl
Windows. Pazpemenus mis ¢haiiaoB u
nanok. [udpyromas daitnosas
cuctema (EFS) Encrypting File
System. TexHomorust muQpoBaHus.
Boccranosnenue nanssix. [Ipouecc
mmdposanus. [Ipouecc
nemmdpuposanus. [Ipomecc
BOCCTaHOBJICHUS. B3aumonenicTeue
daiinoBoit cuctemsl 3amuThl NTFS u
3alUTHI pecypca o0IIero J0CcTyna
(Sharing). TunoBsie 3agaun
aIMUHUCTPUPOBAHUSI.
AJMUHUCTPUPOBAHUE JUCKOB B
Windows. CxozactBa u pa3znuuus
mexay Disk Management u Disk
Administrator.

1.17

HIudpyromas ¢aiioBas cuctema
(EFS) Encrypting File System.

1.18

3ammra daitnoBoit cuctembr OS
Linux. ®aitnosas cucrema OS Linux .
OcHoBHbIE KOHIIETINU (haiiI0BOM
cucreMsl. BupryansHasa daiinosas
Cucrema (VFES). DaitnoBbie cucTeMBbl
EXT2 (The Second Extended File
System).

JlabopaTopHbie padoThl

YcTaHOBKaA MPOrPaMMHOTO KOMILICKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHI 3aIUIICHHON CETH

2.2

HacTpoiika pe3epBHOr0 KONMPOBAHHUS
JTAHHBIX U BOCCTAHOBJICHHE JaHHBIX B
[1O ViPNet Administrator.
Pa3BepTriBanue paboyero mecra
MIOMOIIIHUKA TJIaBHOTO
aJIMUHHUCTPATOPA.

2.3

Monauduxarus 3auIEeHHON CETH.
Komnpomerarnusi.

2.4

Hacrtpolika moauTuk 6e30MacHOCTH B
ViPNet PolicyManager. Y ctanoBka
ViPNet Coordinator B kadecTBe
MEXKCETEBOTO IUTI03a

2.5

IIepBoHayanbHas HaCTpPOUKa
MEXKCETEBOI'0 B3aMMOJICHCTBHSI.
Monudukanmsi MeKCETEeBOTO
B3aUMOJICUCTBUSL.
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2.6 | Hactpoiika ToOKadbHBIX U TPAH3UTHBIX 4 4
buIBTPOB OTKPHITOM ceTu. HacTpoiika
(GUIBTPOB 3aIIMIIICHHON CETH.

2.7 | Hactpoiika TpaHCIISIHH apecoB 4 4
(NAT). TynnenupoBanue B ViPNet
Coordinator.

2.8 ViPNetClient 4 — VPN u 4 4
IIEPCOHAJIbHBIN CETEBOM DKPaH.
Kpunronposaitnep ViPNetCSP.

2.9 | Pabora c npuiIoKeHUSIMU 4 4

2.10 | YcraHOBKaA ¥ MHULAATA3ALIS 2 2
koMmriuiekca «Cobonb». Hactpotika
00IIMX MapamMeTpoB.

2.11 | Hactpoiika u 3KcIuTyaTarus 4 4
koMmIuiekca «Co0omby.

2.12 | YcraHoBKa Y MHULIHAIA3ALIAS 4 4

kommiekca «Secret Net 5.0-Cy.
Hacrpoiika o0mux napameTpos.

2.13 | YopaBneHue pexxruMaMu BXoia B 4 4
cucTemy. YIpaBJEHUE
MEPCOHANBHBIMU HICHTU(DUKATOPAMU

10JIb30BATENCH.

2.14 | YnpaBneHue ycTporcTBaMu B Secret 4 4
Net 5.0.

2.15 | IlomHOMOYHOE pa3rpaHUUCHUE 4 4
noctyna B Secret Net 5.0.

2.16 | KoHTponb ETOCTHOCTH U 3aMKHYTast 4 4
nporpammHas cpeaa B Secret Net 5.0

2.17 | ludposanue paitnos B Secret Net 4 4
5.0.

3 Jlekuun

3.1 | [IpuHOMT QYHKIMOHUPOBAHHSI 2 2

samumennon cetn ViPNet.
Apxutekrypa ViPNet Administrator
4.X. Moaudukanus 3amuineHHoNn
CETH M HACTPOMKA MOJIUTHK
0€30MacHOCTH Ha y3ax.
Moaudukanus 3auuIeHHON CeTH U
HACTPOIKa MOJUTHK OE30MMaCHOCTH Ha
y3Jax.

3.2 Pa6ora ¢ ViPNet Coordinator for 2 2
Windows. ViPNetClient.

Hroro | 144 4 68 72

3.3 CoeprxaHue AUCHUIIMHBI

Temal. IlonsaTHe MOJUTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-aNNAPATHON 3amuTe
uHopmManum.

Pa3zpaboTrka mnonuTukn HHGPOPMAIMOHHON 0€30MacHOCTH. MeTod0J0THsl  HOJIUTUKU
0€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM. (OCHOBHBIE IIOJIOKEHUS MOJUTUKA HH(POPMaLUOHHON
6e3onmacHOCTH. JKM3HEHHBINH UK MOJUTUKH Oe30macHOCTH. [TpuHIUIBI MOMUTHKN 0€30aCHOCTH.
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Tema 2. ApaneKTypa CHCTEMbI nporpaMMHO-annapaTﬂoﬁ 3alMIThbI.

OO0bekThl yrpo3. Kimaccudukamnus yrpos mo crnocody mx ocymectsieHus. Kinaccudukarms
00bekTOB yrpo3. DyHKIMOHANbHAs MOJAENb CHUCTeMbl 3amuThl. CocTaB H Ha3HAYCHUE
(GyHKIIMOHAIBHBIX 0710KOB. OCHOBHBIE TPYIIBI MEXaHU3MOB 3aIlUThl. DYHKIIMOHAIbHASI MOJEIIb.
PexoMeHaImu no oTAeNbHBIM YPOBHIM (DYHKIIMOHAIBHON MOJIEIH.

Tema 3. Moaenb KOMIIBIOTEPHOI CHCTEMBI.

[Tonsatne noctynma u MoHHMTOpa Oe3omacHocTH. OOecrieyeHHe TapaHTUH BBITOJHEHUS
MOJIUTUKN O€30MacHOCTU. MeToA0J0rusl MPOEKTUPOBAHUS TrapaHTUpoBaHHO 3armuiieHHbIx KC.
Merton reHepani H30JIMPOBAaHHON TPOIPaMMHOM Cpeabl.

Tema 4. MoaeJim THIIOBBIX NOJHTHK 0€30IIaCHOCTH KOMIBIOTEPHBIX CPEACTB 3allUThI
HHpopmManuu.

Huckpenronnsie Mmoaenu. Moaens AJIEIIT-50. [TatumepHOe pocTpaHCcTBO 0€30MacHOCTH
Xaprctona. ManpaatHas Mojaens. Moaens bemna-Jlanagyna. IlepBoe mpaBwio moxaenu bemna-
Jlanagyna. Bropoe npaBuino moaenu bemna-Jlanagyna. Onucanue Moaenu.

Tema S. IIporpaMMHoO-anmapaTHble CpeACTBa MACHTH(UKANUM H ayTeHTH(UKANUU
10J1b30BaTeJICH.

Wnentnduxanus u ayreHtupukanuss. OcHOBHbIE NOHATUS M Kiaccudukauus. Ilpocras
ayreHTH(UKanus. AyTeHTH(UKAIUS Ha OCHOBE MHOTOPA30BBIX Mapojiei. AyTeHTH(HKanus Ha
OCHOBE OJHOPA30BBIX Mapojieil. AyTeHTH(UKalMusg Ha OCHOBe cepTU(dukaroB. buomerpuueckas
UICHTUQHUKAINA U ayTeHTU(UKAIUS TT0JIb30BaTeNeH.

Crporas ayrentudukanus. [IpoTokossl ayTeHTHPUKALMN ¢ CUMMETPUYHBIMU aJIrOPUTMAMHU
mmdpoBanust. [IpoToOKOIBI, OCHOBaHHBIE HAa MCIIOJIB30BAHUN OJTHOHATIPABJICHHBIX KIIFOUEBBIX XOIII-
GyHKuni. AyTeHTH(UKaAIMA C HUCMHOJb30BAHUEM ACHMMETPUUYHBIX aAJITOPUTMOB HIM(pPOBAaHUS.
AyTeHTH(HKaIMA, OCHOBaHHAs Ha UCIOJNb30BaHUM LUGPOBOM  moanucu. IIpoToxosbI
ayTeHTH(UKaLMU ¢ HyJIeBOH nepeaueii 3HaueHui. YIIpolieHHas cxeMa ayTeHTU(PUKALNK ¢ HyJIeBOH
nepenayeil 3Hanuil. [lapannenbhHas cxema ayTeHTH(UKAIWU C HYJIEBOH Iepenavyeld 3HAHHIA.
HNH}pacTpyKTypa OTKPBITHIX KJIIOUEH.

Tema 6. Mexanu3sm uaeHtupukanuu u ayrenrupuxkanmu B OC. Pasrpannyenue
AoCTyma.

[Iporokon wunentudpukammun u ayreHtupukamun B OC  Windows . IIportokon
ayteHTudukaruu Kerberos. CoxpaHHOCTh maposiei yueTHbIX 3anucei. Windows. 3ammmra maposiei.
Kpaxxa SAM-gaiina. 3axBar npusmiernii. Copoc maposisi. B3nom Bropnunbix mapoineit. Cucrema
pasrpannueHusi goctyna OC LINUX. Bo03MOXHOCTM CTaHIAPTHON CHCTEMBI pa3rpaHUYEHUs
nocryna OC Linux. HemocraTku craHmapTHOW cucteMbl pasrpanmdenus aoctyna OC Linux.
BosmoxxHOoCcTH Hambosee M3BECTHBIX CPEICTB COBEPIICHCTBOBAHUS pasrpaHudeHus aoctyna OC
Linux.

Tema 7. 3amuTa (aiinoBoii cucrembl B OC.
3ammra QaiinoBoit cucremer Windows. Pazpemenuns mist ¢aitnoB n manok. [udpyromas

¢aitnosas cuctema (EFS) Encrypting File System. Texnonorus mmudpoBanus. BoccranoBnenue
nanubiX. [Ipomecc mmdposanus. Ilpomecc pemmdppupoBanusa. Ilpomecc BoccTaHOBIEHUS.
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Bsaumoneticteue daiinmosoii cucreMsl 3amuThl NTFS 1 3amuTsr pecypca obmiero gocrymna (Sharing).
TunoBble 3aa4ul aJMUHHCTPUPOBaHUA. AIMUHUCTpUpoBaHue auckoB B Windows. CxoactBa u
paszmuuns Mexay Disk Management i Disk Administrator. 3amura ¢aitoBoit cuctemslr OS Linux.
@aiinosas cuctema OS Linux. OcHoBHbIE KOHLIETIUY (ailioBoii cucteMbl. BuptyansHas @aiinosas
Cuctema (VFS). ®aitnossie cuctembl EXT2 (The Second Extended File System).

3.4 TemaTKa CEMUHAPCKUX/IPAKTHYECKUX U J1a00PATOPHBIX 3aHATHIH

3.4.1. JlabopaTopHbIe 3aHATHS

JlabopaTopnasi pa6ora 1. YcraHoBka nporpamMMmHoro komiuiekca ViPNet Administrator
4.x.Co3nanue CTpYKTYpbl 3aLIUILEHHON CETH.

JlaGopatopnas pabdora 2. HacTpoiika pe3epBHOTO KONMMPOBAHUS JaHHBIX K BOCCTAHOBJICHUE
nanabix B I1O ViPNet Administrator. Pa3BepTeiBanue pabodero MecTa MOMOIIHUKA TJIABHOTO
aMUHHCTpATOpA.

JlaGopaTopnas padora 3. Moaudukaius 3anuieHHoin cetu. Kommpomeranus.

JlabopaTopnasi padora 4. Hactpoiika monutuk OezonmacHoctd B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B KauecTBe MEKCETEBOTO ITI032a

JlaGopaTtopnasi pabdora 5. I[lepBoHauasiibHasi HACTPOWKA MEXCETEBOIO B3aWMOJICUCTBUA.
Monudukarys MeKCETEBOTO B3aUMOICHCTBUSI.

JlabopaTropHnasi padora 6. Hactpoiika JTOKaJIbHBIX ¥ TPAH3UTHBIX (DHIIBTPOB OTKPHITOM CETH.
Hacrpoiika GpunbTpoB 3anUIIEHHON CETH.

JlabopaTopnasi padora 7. Hacrtpoiika tpancmsiiuu aapecoB (NAT). TynnenupoBaHue B
ViPNet Coordinator.

JlaGopatopuas padora 8. ViPNetClient 4 — VPN u nepcoHanbHBIH CETEBOI HKpaH.
Kpunronpogaiinep ViPNetCSP.

JlabopaTropHnasi padora 9. PaboTa ¢ npuiokeHusIMHu

Jlaboparopnasi padora 10. VYcraHoBka u wuHHIManIU3auus Kkomruiekca «CoOomby.
Hacrpoiika o0mux mapameTpos.

Jlaboparopnasi padora 11. HacTtpoiika u skcrutyatanus komruiekca «Co0omby.

JlaGopaTtopnas padora 12. YcraHoBka u uHUIManu3anus komiiekca «Secret Net 5.0-Cy.
Hactpoiika 06mux napameTpos.

JlaGoparopnas pabGora 13. VYmpapieHue pexumMaMH BXOJa B CHCTEMY. YTpaBJEHUE
MEPCOHATBHBIMU HICHTU(UKATOPAMH TTOJIE30BATEIICH.

JlaGopatopnas padora 14. Ynpasnenue yctpoiictBamu B Secret Net 5.0.

Jlaboparopnasi padora 15. IlonrHomouHoe pa3rpanuuenue gocrymna B Secret Net 5.0.

JlabopaTtopnas pa6ora 16. KoHTpob 1IETOCTHOCTH M 3aMKHYTasi porpaMMHas cpejia B
Secret Net 5.0

Jlaboparopuasi padora 17. [lludposanue ¢aiinos B Secret Net 5.0.

3.5 TemaTuka KypcoOBBIX IPOEKTOB (KYPCOBBIX padoT)

KypcoBoe npoektupoBanue o JaHHON AUCHUIIIMHE Y4eOHBIM IJIJAHOM HE 3aIIaHUPOBAHO.

4 Y4eOHO-MeTOAMYECKOE 1 MH(POPMALIMOHHOE 00ecIevyeHune

4.1 HopmatuBHbie 10KyMeHTHI 1 TOCThbI



13

[Iporpamma cocraBiaeHa B cooTBeTcTBUM ¢ DepepanbHbIM — TOCYAapCTBEHHBIM
00pa3oBaTeNIbHBIM CTaHJAPTOM BBICIIET0 0Opa30BaHUs MO HANpPaBJIECHUIO MOATOTOBKU OaKalaBpoOB
10.03.01 «MudopmanmnonHas 6€30IacCHOCTE.

[IpodeccronanpHble CTaHAAPTHI:

06.032 Crneuunanuct mo O0€30MaCHOCTH KOMIIBIOTEPHBIX CHUCTEM U ceTel. YTBepiKIeH
IpuKa3oM MuHucTepcTBa TpyJa U couuanbHoi 3amuTel PO ot 14.09.2022 Ne 533H;

06.033 Crienmanuct 1o 3amuTe HHGOpMaIMi B aBTOMAaTU3UPOBAHHBIX CUCTEMaX. Y TBEPXK/IECH
IprKa30M MUHUCTEPCTBA TPyAa U colanbHOM 3amuThl PO ot 14.09.2022 r. Ne 525h).

4.2 OcHoBHasi IUTEpaTypa

1) Mapiakos, /l. B. IIporpammHo-anmnapatHblie cpecTBa 3aluThl HHGOPMALUY :
yaeOHoe mocobue / [I.B. Mapmiakos, [[.B. ®arxu ; JIoHCKOI TOCy1apCTBEHHBINA TEXHUICCKUT
yuuBepcuteT. PoctoB-na-lony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Texkcr :
AJIEKTPOHHBIH // JlaHb : 3MeKTpoHHO-OnbmoTeunas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nata oopamenus: 01.09.2023). — Pexxum goctyna: ajis
aBTOPU3. II0JIb30BATEIICH.

2) bynwrués, I'. I'. [IporpammHo-amnmapaTHbie CpeICTBA 3aIUTHl HH()OPMAITUH :
yaeOHo-MeTonudeckoe mocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 1 —
2022. — ISBN 978-5-7339-1652-1. — TekcT : a5eKTpoHHBIH // JIaHb : 3JEKTPOHHO-OMOIMOTEYHAS
cuctema. — URL: https://e.lanbook.com/book/310781 (mara o6pamenus: 01.09.2023). — Pexum
JOCTyTa: ISl aBTOPU3. MOJIb30BaTENCH.

3) Bynbrués, I'. I'. [IporpammHo-arnmapaTHbIE CpEeICTBA 3aIUTHl HH(POPMAIUH :
ydueOHO-MeToanueckoe rmocoodue / I'. I'. bynpra€s. — Mocksa : PTY MUPDA, 2022 — Yactp 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : anekTpoHHbIi // JIaHb : 37eKTpOHHO-OMOIHOTe HAS
cucrema. — URL: https://e.lanbook.com/book/310784 (mata o6pamenus: 01.09.2023). — Pexum
JIOCTYTIA: JIISl aBTOPU3. TIOJIH30BATENECH.

4.3 lonoJHUTeIbHAS JUTEPaTypa

1) I'opnos, A.Il. ABTOMaTH3upOBaHHAs CUCTEMA OIIEHKH A (PEKTUBHOCTH
pOTrpaMMHO-aNmapaTHBIX cpeAcTB 3auuThl nHpopmarwu / A.I1. Topnos, M.IO. Pertos, JI.A.
JIvicoB // ABTOMaTH3a1IMsI U MOJIETMPOBAHNUE B MPOSKTUPOBAHUH U ynpaBiieHnn . — 2019, — Ne 2,
— C. 25-32. — ISSN 2658-6436. — TekcT : aneKkTpoHHbIH // JIaHb : 3IeKTpOHHO-ONOInOTeUHAs
cucrema. — URL.: https://e.lanbook.com/journal/issue/311268 (mara obparmenus: 01.09.2023). —
Pexwum nocTyma: 1jsi aBTOpU3. MOJIb30BATEINEH. .

2) Kmypog, /1. b. [IporpaMmMHo-anmapaTHbie CpeACTBA 3alTUTHI HHPOPMAIIHH :
yuebnoe nocooue / /1. b. Kmypos, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — TekcT : aneKTpoHHBIH // JIaHb : 3JIEKTPOHHO-OMOIMOTEYHAsI CUCTEMA.
— URL: https://e.lanbook.com/book/336515 (nara obpamenus: 01.09.2023). — Pexum gocryma:
JUIS1 aBTOPH3. MOJIB30BATEIIEH.

3) Bytun, A. A. TIporpammHoO-anmapaTHbie CPeICTBA 3aIUTHI HHPOPMAIIUH : y4eOHOE
nocobue / A. A. byrun, H. U. I'myxos, C. . HockoB. — 2-e u3., mepepad. u morm. — MpKyTCK :
UpI'YIIC, 2022. — 92 ¢. — TekcT : 31eKTpoHHBIN // JIaHb : 31eKTpOHHO-0MOINOTEeYHAs CUCTEMA.
— URL.: https://e.lanbook.com/book/342113 (nara obpamienus: 01.09.2023). — Pexxum gocryma:
JUISL aBTOPHU3. TI0JIb30BATEIICH.

4.4 JnekTpoHHBIE 00pPa30BaTeIbHbIE PECyPChI
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1. ®enopos H.B. . [IporpamMmmHo-amnmapaTHbie CpeCTBa 3aIUTH HHGOPMAITIH.
DneKkTpoHHBINH 00pa3oBaTenbHbIi pecypc. Mockosckuil [Tonutex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=495

Secret Net Studio https://www.securitycode.ru/products/secret-net-studio/

3. Infotecs https://infotecs.ru/products/filter/type-is-33/apply/

no

4.5 JInneH3n0HHOE H CBOOOTHO PACIIPOCTPaHsAEeMOe TPOrpaMMHOe
odecreueHue

[1O «ViPNet Administrator 4»

DnexTpoHHbI 3aMoK "Co601b".

Cucrema 3anuts "Secret Net Studio”.

ITAK 3ammmiennoro xpanenust unpopmanuu «Cekpetr Ocoboro Haznauenus»
Kommnekc cpencts 3amutel unpopmanmu ot HCJ «Axkopa—AM/I3»

I[TAK 3amuTsl nH(MOpMALIUK OT HECAHKIIMOHUPOBAHHOTO JJOCTYyTa
«AKKOPI-Win64» (Bepcus 5.0).

S e S

4.6 CoBpemeHHbIe MPO(ecCHOHATbHBbIE 0a3bI IAaHHBIX U HH(OPMAIIMOHHBIE
CIIPABOYHbIE CHCTEMbI

JlokanbHBI  Hay4yHO-00pa30BaTENbHBIA KOMIUIEKC 10 jaucuuminae "lIporpammHO-
arnmapaTHas 3amura naHopmanuu'.

5 MarepuajibHO-TEXHHYECKOE o0ecriedyeHue

Jlyis mpoBeneHUs BCEX BHJIOB 3aHATHH HEOOXOIMMO TPE3CHTAIMOHHOE O0OpYI0BaHHE
(MyJIbTUMEIUWHBINA TTPOCKTOP, IKpaH) — | KOMIUIEKT.

Jns  mpoBeneHus: 1a0OpaTOPHBIX 3aHATHI HEOOXOIMMO HAMYKME KOMIBIOTEPHBIX KJIACCOB
000pyZI0BaHHBIX COBPEMEHHOI BBIYMCIUTEIHHON TEXHUKOM M3 pacueTa OJHO pabodee MecTo Ha
OJIHOTO 00y4aeMoro.

6 Metoanuyeckue peKoMeH/1aluu

6.1 MeToanueckne peKoOMeHIAIMH IS MPENOaBaTeNs M0 OPTraHN3aluu
o0yueHus

1. [Ipy MOATOTOBKE K 3aHATHSIM CIEAYET MPeABAPUTEIBHO MTPOpadoTaTh MaTepHall 3aHATHS,
IPEyCMOTPEB €ro MoJlady TOYHO B OTBEJEHHOE JJIS 3TOr0 BpeMs 3aHATHdA. CienyeT MoAroToBUTh
HEoOXO/lMMBbIe MaTepHajbl — TEOPETUYECKHE CBEAEHUs, 3a1auu u jp. [Ipu nmpoBeneHuun 3aHATHA
cllelyeT KOHTPOJIMPOBATh MOJadyy Marepuaja U pelleHHe 3aJaHuil ¢ y4eToM yuyeOHOro BPEMEHH,
OTBEJIEHHOTO ISl 3aHATHSL.

2. Ilpm npoBepke pabOT M OTYETOB CJENYET YYHUTHIBaTh HE TOJBKO IPAaBUIBHOCTH
BBINOJIHEHHS 33JlaHU, HO W ONTHUMAIBHOCTh BBIOPAaHHBIX METOJIOB pEIEHUs, MPaBUIBHOCTb
BBITIOJIHEHMSI BCEX €T0 I11aroB.

6.2 MeToanuyeckue yKazaHus JJis1 00y4AKOIIHUXCS 10 OCBOCHH IO TUCIUIITHHBI


https://lms.mospolytech.ru/course/view.php?id=495
https://www.securitycode.ru/products/secret-net-studio/
https://infotecs.ru/products/filter/type-is-33/apply/
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N3yyeHne TuCIUIUIMHBI OCYIECTBISIETCS B CTPOIOM COOTBETCTBHUU C 1I€JIEBOI YCTaHOBKOM B
TECHON B3aUMOCBS3M y4eOHbIM MIaHOM. OCHOBOM TEOPETHYECKOM M MPAaKTUYECKOH MOATOTOBKU
CTYZCHTOB SIBJISIFOTCS JIEKIIUH U JTA0OPATOPHBIE PAOOTHI.

B mpouecce camocTosTENbHONM pPabOThl CTYIEHTHI 3aKPEIUISIOT M YIUIyOJsIOT 3HaAHMSA,
MIOJIyYE€HHBIE BO BpeMsl ayJUTOPHBIX 3aHATHI, FOTOBATCS K SK3aMEHY, a TAKKE€ CaMOCTOSTEIbHO
U3Yy4aloT OT/AEJbHbIE TeMbl Y4EeOHOM MPOTrpaMMBl.

7 DoH/1 OLIEHOYHBIX CPEICTB
7.1 MeTobl KOHTPOJISI U OLIEHUBAHMS Pe3YJIbTATOB 00yUeHUsl

B npornecce oOydeHMsT UCIONB3YIOTCS CIEAYIONIME OIICHOYHBIE (hOPMBI CaMOCTOSTEIbHON
paboThl CTY/ICHTOB, OLICHOYHBIE CPEICTBA TEKYIIETO KOHTPOJS YCIEBAEMOCTH U MPOMEKYTOUYHBIX
aTTeCTalMM:

- TpoBeleHHE JTa0OpaTOpHBIX paboT (MPAKTUYECKUX 3aHATUH C HCIOJIB30BAHUEM
CIICLITEXHUKH) U UX 3aIIUTa;

- CAaMOCTOSITEJIbHAS TOATOTOBKA U ITPOBECHHUE MPE3CHTALMI 110 TEMAM JUCUUILIAHBL

- DK3aMCH.

7.2 llIkajia M KPUTEPUH OLIEHUBAHUSA Pe3yJbTATOB 00yUeHUsI
dopMa NpOMEKYTOYHON aTTECTALUU: SIK3aMEH.

IIo uroram HpOMC)KYTO‘{HOfI aTreCTaluu 110 JUCLHHUITIIIMHE (MOIIYHIO) BBICTABJIACTCA OLICHKA
COTIIMYHO», «XOPOII0», «KyAOBJICTBOPUTCIBHO» HUIIN «HCYAOBJICTBOPUTCIIHLHOY.

Ixana oueHuBaHuA Onucanue

Beimonnensl Bce BHIbI y4eOHOW paboOThl, NpeayCMOTPEHHBIE
y4eOHbIM Tu1aHOM. CTYAEHT IEMOHCTPUPYET COOTBETCTBHE 3HAHHM,
YMEHHUH, HaBBIKOB TIPUBEJIEHHBIM B TaOiMLax IOKa3aTenei,
0 ornepupyer NpUOOPETEHHBIMU 3HAHUSIMHU, YMEHHUSIMH, HaBBIKAMH,
IO MPUMEHSIET UX B CUTYallUAX MOBBIIIEHHON cioxkHocTU. [lpu sTOoM
MOTYT OBITh JOIYIICHBbl HE3HAUYMTENbHbIE OIMIMOKH, HETOYHOCTH,
3aTPyAHEHUS NPU aHATUTUUYECKUX ONepalusix, NepeHoce 3HaHUN U

yMCHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTyalluU.

BemmonHeHsr Bce BHIBI y4eOHOW pabOThI, TPEIyCMOTPEHHBIE
yueOHbIM 11aHoM. CTyJICHT IEMOHCTPHUPYET HETIOJHOE, IPaBHIILHOE
Xoporo COOTBETCTBHUE 3HAHWI, YMEHUH, HABBIKOB IIPUBE/ICHHBIM B TaOIHIIaX
nokaszarenei, auM00 ecad Tpu ITOM OBUIM JONMyIEeHbl 2-3
HECYIIECTBEHHBIE OITUOKHU.

Bbimonnensl Bce BHIbl y4eOHOW pabOThl, NpPEeayCMOTPEHHBIE
Y 10BAETBOPUTENBHO | Yy4eOHBIM Iu1aHOM. CTYACHT IEMOHCTPUPYET COOTBETCTBHE 3HAHHIA,
B KOTOPOM OCBeIlleHa OCHOBHas1, HanboJiee BakHasl YacTh MaTepuana,
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HO HOpHU 3STOM [JOIIyHICHA OJHA 3HAYUTCIIbHaA omuOKa WIH
HCTOYHOCTD.

HeynosnerBopurensHo

He BemonHeHn onuH wim Oojiee BUIOB Yy4eOHOM pPabOTHI,
MPEIyCMOTPCHHBIX Y4eOHBIM IIaHOM. CTYISHT JCMOHCTPHPYET
HEMOJIHOE COOTBETCTBUE 3HAHUM, YMEHUIA, HABBIKOB IPUBEICHHBIM B
TabIuuax TMokas3areneil, OOMyCKaloTCS 3HAYUTENbHBIE OIINOKH,
MPOSIBIISICTCS. OTCYTCTBUE 3HAHWUH, YMEHHU, HABBIKOB TIO PsIY
MOKA3aTeNei, CTYJEHT WCIBITHIBACT 3HAYUTEILHBIC 3aTpPyJIHCHUS
IIPH ONIEPUPOBAHHMH 3HAHWSAMH M YMEHHUSMHU IIPH HX TIEPEHOCE HA
HOBBIC CUTYAIINH.

7.3 OueHoYHbBIE CPeACTBA

OI_ICHOLIHLIe cpeacTBa Ajist TeKymeﬁ aTTeCTalu

KomnbrorepHoe TectupoBanme.

OI_ICHOLIHLIe cpeacTBa Ajist HpOMe)KYTOqHOﬁ aTTeCTalinun

IK3aMeEH.

Crucox BOIIPOCOB JIA DK3aMCHA MO JUCHUIIIINHC

RBOo~NooaMwNE

0.

KomneioTepHas cucreMa Kak 00beKT 3aluThl HH(OpMaLIUn

[Tonsitue yrpo3s! nHpopmarmonHoi 6e3onacHoctu B KC

Knaccudukanus n o06mmii ananus yrpo3 uHpopManronHon 6e3onacHocta B KC
Cryyaiinblie yrpo3sl nHpopManoHHoi 6ezonacHoctu KC

[Tpennamepennslie yrpo3sl nHpopmannonHoi 6e3onacnoct KC

Pa3paboTtka nonmutrku nHpopmaoHHo# 6ezonacnoctu KC

MeTto0510T1sl TOTUTHKY 6€30MaCHOCTH KOMITBIOTEPHBIX CUCTEM

OcHOBHBIE TIOJI0KEHUS TOIUTUKK HHPOpMaLmoHHOM 6e3omacHocTr KC
JKusHeHHBIH MUK MOJIUTHKH Oe3ommacHoct KC

@yHKIMOHATbHAs MOJIENb CUCTEMBI 3aUThl. COCcTaB M Ha3HAYEHUE

(GYyHKIIMOHAJIBHBIX OJIOKOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

[TonsiTe nocTyna 1 MOHUTOpA 0€30MacHOCTH

Merononorus NpoeKTUPOBaHUS TapaHTUPOBAHHO 3anuieHHbIX KC

Meroz reHepanuu U30JIUPOBAHHON IPOTPAMMHOM CPEIbI

Mopens AJIEIIT-50

[TsaTMepHOE MPOCTPAHCTBO OE30MACHOCTH XapTCTOHA

MasnpatHas MOJENb JOCTyNa

Mogens bemna-Jlanagyna

WUnentuduxanus u ayreHtuduxanus. OCHOBHBIE MOHITHS U KiIacCUPUKALIUS
[IpocTas ayrenTrduKanms

DnekTpoHHBIH 3aMok "Co6op"

Buomerpuueckas uneHTH(GUKALNSA U ayTEHTU(DHUKAIHS [TOJIb30BaTeeH
Crporas ayreHTUUKALINS

[IpoTOKOIIBI ayTEHTUDHUKALIMH C CHMMETPUYHBIMH aITOPUTMaMU MU(PPOBAHHS




24.

byHKIHI

25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
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HpOTOKOJ'IBI, OCHOBAHHBIC HA UCITIOJIb30BAHUH OJJHOHAIIPABJICHHBIX KIIFOYCBBIX XOIII-

AyTeHTH(HKAIHS C UCTIOJIb30BAaHHEM aCHMMETPUYHBIX aITOPUTMOB UG POBAHHS
AyTeHTH(UKaLMs, OCHOBAHHAs HA UCIOJIb30BaHUU LU(POBOM moanucu
[IpoTokomnsr ayTeHTU(DUKAIIMY C HYJIEBOU TIepeaadeit 3SHaUCHHUI

VYnpoieHHas cxeMa ayTeHTU(UKALUK ¢ HYJIeBOU Mepenadyei 3HaHuH
[TapannensHas cxema ayTeHTH(UKAIIMY C HYJIEBOH Mepenayeii 3HaHUM

[Tpotokoin ayrentudukanuu Kerberos

[Tporoxon uaentudukanuu u ayrentupukanuu B OC Windows

CoxpaHHOCTb ITapOJIEH YUETHBIX 3alUCen

3ammra uaopmanuu B ¢aitnoBoi cucreme NTFS

HIudpyromas ¢aitiosas cuctema (EFS) Encrypting File System
B3aumogpeiicTBue (aiinnooii cuctemsl 3ammthl NTFS 1 3ammts! pecypca obiero

noctyna (Sharing)

36.
37.
38.
39.
40.
41.
42.
43.
44,
45.
46.

AnmuHUCTpUpOoBaHue AUCcKoB B Windows

Windows : 3amuTa naponei

Bo3MoskHOCTH cTaHAapTHOH cucTeMbl pasrpanuueHus qoctyna OC Linux
Cucrema LIDS

dopmar cepTH(PHUKATOB OTKPHITHIX Kitodei X.509
HNHdpacTpyKTypa OTKPBITBIX KIHOUei

Teopernueckre MPUHIMIIBI TOCTPOSHUSI OMOMETPUIECKUX CUCTEM
Bekrop napameTpoB npu aHajnu3e pyKOIMCHOIO oYepKa

3amuTa Ha ypoBHe pacupenuit BIOS

3amuTa Ha ypOBHE 3arpy34MKOB ONEPALMOHHON CUCTEMBI
Ceprudukar oTKpBITHIX Kitodei X.509

[Ipumep Ounera.

1.
2.
3.

KommnsrorepHoe TecTupoBaHue.
AyTeHTH(HKALNA C UCIIOJIb30BaHUEM aCUMMETPUYHBIX QJIFOPUTMOB LIU(PPOBAHMUS.
IIpakTrueckas HaCTpOWKa IPOrPAMMHO-AIIIAPATHBIX CPEACTB 3aILUTHI.



