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1 *5;8, 7040G8 8 ?;0=8@C5<O5 @57C;PB0BO >1CG5=8S ?> 48AF8?;8=5  
  

� BEAB6AO@ J9?S@ BE6B9A<S 8<EJ<C?<AO «�9;BC4EABEFP E9F9= Q?9>FDBAAOI 
6OK<E?<F9?PAOI @4L<A» E?98G9F BFA9EF<:  

• F9BD9F<K9E>4S < CD4>F<K9E>4S  CB87BFB6>4 EC9J<4?<EFB6 6 B5?4EF< 
CBEFDB9A<S E9F9= 1�  < B59EC9K9A<S 59;BC4EABEF< CD< Q>EC?G4F4J<< E9F9= 1� .  
  

 � BEAB6AO@ ;484K4@ BE6B9A<S 8<EJ<C?<AO «�9;BC4EABEFP E9F9= Q?9>FDBAAOI 
6OK<E?<F9?PAOI @4L<A»  E?98G9F BFA9EF<:  

• B6?489A<9 @9I4A<;@4@< CBEFDB9A<S E<EF9@ 59;BC4EABEF< E9F9= 1� .  



4   
  

� D9;G?PF4F9 BE6B9A<S 8<EJ<C?<AO «�9;BC4EABEFP E9F9= Q?9>FDBAAOI 6OK<E?<F9?PAOI 
@4L<A» G B5GK4RM<IES HBD@<DGRFES E?98GRM<9 >B@C9F9AJ<< < 8B?:AO 5OFP 8BEF<7AGFO 
E?98GRM<9 D9;G?PF4FO B5GK9A<S >4> QF4C HBD@<DB64A<S EBBF69FEF6GRM<I >B@C9F9AJ<=:  

"#�-1.2. %CBEB59A 48@<A<EFD<DB64FP ED98EF64 ;4M<FO <AHBD@4J<< 6 >B@CPRF9DAOI 
E<EF9@4I < E9FSI.  

;A4FP:  
CD<AJ<CO CBEFDB9A<S < HGA>J<BA<DB64A<S, CD<@9DO D94?<;4J<= EB6D9@9AAOI  

?B>4?PAOI < 7?B54?PAOI >B@CPRF9DAOI E9F9=; BEAB6AO9 
CDBFB>B?O E9F9= 1� ;  
QF4?BAAGR @B89?P 6;4<@B89=EF6<S BF>DOFOI E<EF9@;  
BEAB6AO9 >D<CFB7D4H<K9E><9 @9FB8O, 4?7BD<F@O, CDBFB>B?O, <ECB?P;G9@O9 8?S  

B59EC9K9A<S 59;BC4EABEF< 6 E9FSI 1� ; CBE?98B64F9?PABEFP < EB89D:4A<9 QF4CB6 CBEFDB9A<S 
>B@CPRF9DAOI E9F9=; G@9FP: CDB9>F<DB64FP < 48@<A<EFD<DB64FP >B@CPRF9DAO9 E9F<, 
D94?<;B6O64FP CB?<F<>G  

59;BC4EABEF< >B@CPRF9DAB= E9F<; CDB6B8<FP @BA<FBD<A7 G7DB; 
59;BC4EABEF< >B@CPRF9DAOI E9F9=;  
QHH9>F<6AB <ECB?P;B64FP D4;?<KAO9 @9FB8O < ED98EF64 ;4M<FO <AHBD@4J<< 8?S   

>B@CPRF9DAOI E9F9=; 6?489FP:  
ECBEB5ABEFPR 48@<A<EFD<DB64FP E<EF9@G <AHBD@4J<BAAB= 59;BC4EABEF<; 

ECBEB5ABEFPR 6OCB?ASFP CB?AO= B5N9@ D45BF, E6S;4AAOI E D94?<;4J<9= K4EFAOI CB?<F<> 
<AHBD@4J<BAAB= 59;BC4EABEF< 46FB@4F<;<DB64AAB= E<EF9@O, BEGM9EF6?SFP @BA<FBD<A7 < 
4G8<F 59;BC4EABEF< 46FB@4F<;<DB64AAB= E<EF9@O  

"5GK9A<9 CB 8<EJ<C?<A9 «�9;BC4EABEFP E9F9= Q?9>FDBAAOI 6OK<E?<F9?PAOI @4L<A» 
A4CD46?9AB A4 HBD@<DB64A<9 G B5GK4RM<IES E?98GRM<I >B@C9F9AJ<=:  

�>4 8 =08<5=>20=85 :><?5B5=F89  �=48:0B>@O 4>AB865=8S :><?5B5=F88  

O#K-1.2. %CBEB59A  
48@<A<EFD<DB64FP ED98EF64  ;4M<FO 
<AHBD@4J<< 6  >B@CPRF9DAOI 
E<EF9@4I < E9FSI  

�"#�-1.2.1.�A49F CD<AJ<CO  
BD74A<;4J<< <AHBD@4J<BAAOI  
E<EF9@ 6 EBBF69FEF6<< E  
FD95B64A<S@< CB ;4M<F9  
<AHBD@4J<<, >D<CFB7D4H<K9E><9  
EF4A84DFO < >4> <I <ECB?P;B64FP 6  
<AHBD@4J<BAAOI E<EF9@4I;  �"#�-

1.2.2.'@99F D4;69DFO64FP,  
>BAH<7GD<DB64FP < A4EFD4<64FP  
6OK<E?<F9?PAO9 E9F<,  
HBD@G?<DB64FP < A4EFD4<64FP  
CB?<F<>G 59;BC4EABEF<   
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 D4ECDBEFD4A9AAOI BC9D4J<BAAOI  
E<EF9@, 4 F4>:9 ?B>4?PAOI  
6OK<E?<F9?PAOI E9F9=,  
CBEFDB9AAOI A4 <I BEAB69,  
CD<@9ASFP BF9K9EF69AAO9 <  
;4DG59:AO9 EF4A84DFO 6 B5?4EF<  
>D<CFB7D4H<K9E><I @9FB8B6  
>B@CPRF9DAB= 59;BC4EABEF< 8?S  
CDB9>F<DB64A<S, D4;D45BF>< <  
BJ9A>< ;4M<M9AABEF<  
>B@CPRF9DAOI E<EF9@;  
�"#�-1.2.3.�?4899F A46O>4@<  
<ECB?P;B64A<S F<CB6OI  
>D<CFB7D4H<K9E><I 4?7BD<F@B6.  

  

  

2  5AB> 48AF8?;8=O 2 AB@C:BC@5 >1@07>20B5;P=>9 ?@>3@0<<O  
  

�<EJ<C?<A4 «�9;BC4EABEFP E9F9= Q?9>FDBAAOI 6OK<E?<F9?PAOI @4L<A»  BFABE<FES > 
K<E?G CDBH9EE<BA4?PAOI GK95AOI 8<EJ<C?<A B5S;4F9?PAB= K4EF< J<>?4 (�1.1) BEAB6AB= 
B5D4;B64F9?PAB= CDB7D4@@O (�1.1.30).   

�;GK9A<9 8<EJ<C?<AO BC<D49FES A4 ;A4A<S, G@9A<S < A46O><, CD<B5D9F9AAO9 6 
CD98L9EF6GRM<I 8<EJ<C?<A4I: «"EAB6O ��&», «"EAB6O 695-F9IAB?B7<=», «"EAB6O E9F96OI 
F9IAB?B7<=», «%<EF9@O GCD46?9A<S 54;4@< 84AAOI».  

  

3 %B@C:BC@0 8 A>45@60=85 48AF8?;8=O   
  

"5M4S FDG8B9@>BEFP 8<EJ<C?<AO EBEF46?S9F 4 ;4K9FAOI 98<A<JO, F.9. 144 

4>489@<K9E><I K4EB6 (?45BD4FBDAO9 ;4ASF<S 3 72 K4E,  E4@BEFBSF9?PA4S D45BF4 - 72 K4EB6, 
HBD@4 >BAFDB?S 3 Q>;4@9A) 6 4 E9@9EFD9.  

  

3.1 �84O CG51=>9 @01>BO 8 B@C4>5<:>ABP   
(CB HBD@4@ B5GK9A<S)  

  

3.1.1 "KA4S HBD@4 B5GK9A<S  
  

№  
?/?  �84 CG51=>9 @01>BO  �>;8G5AB2>  

G0A>2  
%5<5AB@O  

    

1  �C48B>@=O5 70=SB8S   72      

  � FB@ K<E?9:        

1.1  �9>J<<  -  -  -  

1.2  %9@<A4DE><9/CD4>F<K9E><9 ;4ASF<S        

1.3  �45BD4FBDAO9 ;4ASF<S  72  4  1-19  

2  %0<>AB>SB5;P=0S @01>B0  72      

  � FB@ K<E?9:        
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2.1  %$%  72  4  1-19  

3  #@><56CB>G=0S 0BB5AB0F8S        

  �4K9F/8<H.;4K9F/Q>;4@9A   -  4  #B 
D4EC<E4A<R  

  �B>3>  144      

  

3.2 &5<0B8G5A:89 ?;0= 87CG5=8S 48AF8?;8=O  
(CB HBD@4@ B5GK9A<S)  

  

3.2.1 "KA4S HBD@4 B5GK9A<S  
  

№  
?/?  $0745;O/B5<O 48AF8?;8=O  

&@C4>5<:>ABP, G0A  

�A53>  

�C48B>@=0S @01>B0  
%0<>A 
B>SB5 
;P=0S  
@01>B 
0   

�9> 
J<<  

%9@<A4D 
E><9/  
CD4>F<K9 
E><9 
;4ASF<S  

�45BD 
4FBDA 
O9  
;4ASF< 
S  

#D4>F 
<K9E>4 
S  

CB87BF 
B6>4  

1  %0<>AB>SB5;P=0S @01>B0  72          72  

1.1  "EAB6O EB6D9@9AAOI E9F96OI 
F9IAB?B7<=.  

2          2  

1.2  %I9@4 6;4<@B89=EF6<S E 
WebE9D69DB@. $4ECD989?9AA4S 
B5D45BF>4 <AHBD@4J<< A4 BEAB69 
@<7D<DGRM<I CDB7D4@@. �BEFGC > 
D9?SJ<BAAO@ 54;4@ 84AAOI.  

2          2  

1.3  �9;BC4EAB9 @4ELF45<DB64A<9 
>B@CPRF9DAOI E9F9=.  
�ECB?P;B64A<9 CB6FBD<F9?9=. 
%97@9AF4J<S E9F< E CB@BMPR 
@BEFB6.  

2          2  

1.4  #D<@9A9A<9 >B@@GF4FBDB6. 
#BEFDB9A<9 @4DLDGF<;<DB64AAOI 
E9F9=. �?7BD<F@O < CDBFB>B?O 
@4DLDGF<;4J<<.  

2          2  

1.5  %CBEB5O A4C489A<= A4 
>B@CPRF9DAO9 E9F<.  

2          2  

1.6  %CBEB5O A9E4A>J<BA<DB64AAB7B 
8BEFGC4 > <AHBD@4J<< 6 
>B@CPRF9DAOI E9FSI. !4C489A<S A4 
CB?<F<>G 59;BC4EABEF< < 
CDBJ98GDO 48@<A<EFD4F<6AB7B 
8BEFGC4.  

2          2  

1.7  !4C489A<S A4 CBEFBSAAO9 
>B@CBA9AFO E<EF9@O ;4M<FO. 

2          2  
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!4C489A<S A4 E@9AAO9 Q?9@9AFO 
E<EF9@O ;4M<FO.  

1.8  !4C489A<S A4 CDBFB>B?O 
<AHBD@4J<BAAB7B 6;4<@B89=EF6<S. 
!4C489A<S A4 HGA>J<BA4?PAO9 
Q?9@9AFO >B@CPRF9DAOI E9F9=.  

2          2  

1.9  �4M<F4 BF A9E4A>J<BA<DB64AAB7B 
@9:E9F96B7B 8BEFGC4.  

2          2  

1.10  (GA>J<< @9:E9F96B7B 
Q>D4A<DB64A<S A4 D4;?<KAOI  

2          2  

 

 

GDB6ASI @B89?< OSI. (<?PFD4J<S 
FD4H<>4. �OCB?A9A<9 HGA>J<= 
CBED98A<K9EF64. �D<F9D<< BJ9A>< < 
>?4EE<H<>4J<S @9:E9F96OI Q>D4AB6. 
"5;BD EB6D9@9AAOI E<EF9@ 
FireWall.  

   

 

 

 

1.11  #BEFDB9A<9 ;4M<M9AAOI 
6<DFG4?PAOI E9F9=  

2          2  

1.12  �6989A<9 6 ;4M<M9AAO9 
6<DFG4?PAO9 E9F<. &GAA9?<DB64A<9 
A4 >4A4?PAB@ GDB6A9. �4M<F4 
6<DFG4?PAOI >4A4?B6 A4 E9F96B@ 
GDB6A9.  

2          2  

1.13  #BEFDB9A<9 ;4M<M9AAOI 
6<DFG4?PAOI E9F9= A4 E94AEB6B@ 
GDB6A9. $4ECD989?9A<9 
>D<CFB7D4H<K9E><I >?RK9= < 
EB7?4EB64A<9 C4D4@9FDB6 
;4M<M9AAOI FGAA9?9=.  

2          2  

1.14  �9;BC4EABEFP G84?9AAB7B 8BEFGC4 > 
?B>4?PAB= E9F<. "5;BD ED98EF6 
CBEFDB9A<S ;4M<M9AAOI 
6<DFG4?PAOI E9F9=.  

2          2  

1.15  CMS, E4@O9 D4ECDBEFD4A9AAO9 
CMS, Drupal.  

2          2  

1.16  'S;6<@BEF<, I4D4>F9DAO9 8?S 
695CD<?B:9A<=, BEB59AABEF< 8?S 
CMS.  

2          2  

1.17  'S;6<@BEF< Drupal.  2          2  

1.18  �<8O F9D@<A4?B6 G84?9AAB7B 
8BEFGC4 Telnet < SSH, EIB8EF64 < 
D4;?<K<S.  

2          2  

1.19  &<CB6O9 BL<5>< 59;BC4EABEF< 
<ECB?P;B64A<S SSH, best practice.  

2          2  
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1.20  �AEFDG@9AFO 8?S 4F4> CB E?B64DR < 

5DGFHBDE4, ECBEB5O ;4M<FO BF A<I.  
2          2  

1.21  "5A4DG:9A<9 CD<;A4>B6 4F4> A4 
E9D6<EO A4 GDB6A9 IBEF4, A4 GDB6A9 
E9F<.  

2          2  

1.22  )4D4>F9DAO9 89=EF6<S A4DGL<F9?S. 
"5A4DG:9A<9 CD<;A4>B6 4F4> A4 
GDB6A9 E9F<. "5A4DG:9A<9 
CD<;A4>B6 4F4> A4 GDB6A9 IBEF4.  

2          2  

1.23  "EAB6AO9 GS;6<@BEF< 
695CD<?B:9A<=. OWASP TOP 10.  

2          2  

1.24  'S;6<@BEFP SQL-<AN9>J<S. %GFP. 
�<8O. '7DB;O.  

2          2  

1.25  +FB F4>B9 695-L9?? < >4> <I <E>4FP.  2          2  

1.26  (<L<A7. "EAB6AO9 ECBEB5O 4F4>< 
A4 CB?P;B64F9?S.  

2          2  

1.27  #DBFB>B? RDP. !4;A4K9A<9, 
GS;6<@BEF< < ECBEB5O 
>BAH<7GD<DB64A<S.  

2          2  

 

1.28  �4;B6O9 CBASF<S Active Directory. 
'CD46?9A<9 CB?P;B64F9?S@< Active 
Directory.  

2          2  

1.29  �B7<DB64A<9 EB5OF<= 6 695E9D69D9. 
�4><9 84AAO9 ID4ASFES 6 ?B74I.  

2          2  

1.30  "EAB6AO9 E6989A<S CB 4A4?<;G 
?B7B6 695-E9D69D4. !4 KFB E?98G9F 
B5D4M4FP 6A<@4A<9.  

2          2  

1.31  �4> CDB6B8<FP 4A4?<; 54;O 84AAOI 
695-D9EGDE4, A4 KFB EFB<F B5D4M4FP 
6A<@4A<9.  

2          2  

1.32  "EAB6AO9 E6989A<S B CBKFB6B@ 
E9D69D9 MS Exchange.  

2          2  

1.33  +FB F4>B9 Outlook Web Access < 
>4><9 G7DB;O BA A9E9F.  

2          2  

1.34   4DLDGF<;4FBD. !4;A4K9A<9 < 
6OCB?AS9@O9 HGA>J<<, ECBEB5O 
>BAH<7GD<DB64A<S.  

2          2  

1.35  #DBFB>B? SMB. "EAB6AO9 E6989A<S 
< CD<@9A9A<9.  

2          2  

1.36  �?46AO9 <;69EFAO9 GS;6<@BEF< 
CDBFB>B?4 SMB.  

2          2  

2  �01>@0B>@=O5 @01>BO  72      72      

2.1  �AF9DH9=E Cisco Packet Tracer.  
�?46AB9 B>AB  Cisco Packet Tracer. 

"5BDG8B64A<9 < ?<A<< E6S;< 6 Cisco 

8      8      
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Packet Tracer. (<;<K9E>4S 
>B@C?9>F4J<S B5BDG8B64A<S.  

2.2  $9:<@ E<@G?SJ<< 6 Cisco Packet 

Tracer.  

6      6      

2.3  %9F96O9 E?G:5O. !4EFDB=>4 E9F96OI 
E9D6<EB6.  

8      8      

2.4  "EAB6AO9 >B@4A8O BC9D4J<BAAB= 
E<EF9@O Cisco IOS.  

8      8      

2.5  %F4F<K9E>4S @4DLDGF<;4J<S. 
!4EFDB=>4 EF4F<K9E>B= 
@4DLDGF<;4J<<. #BEFDB9A<9 F45?<J 
@4DLDGF<;4J<<.  

8      8      

2.6  �<A4@<K9E>4S @4DLDGF<;4J<S. 
!4EFDB=>4 CDBFB>B?4 RIP. 
!4EFDB=>4 CDBFB>B?4 RIP 6 
>BDCBD4F<6AB= E9F<. !4EFDB=>4 
CDBFB>B?4 OSPF.  

8      8      

2.7  %?G:54 NAT. #D9B5D4;B64A<9 
E9F96OI 48D9EB6 NAT.  

6      6      

2.8  �<DFG4?PAO9 ?B>4?PAO9 E9F< VLAN. 
!4EFDB=>4 VLAN A4 B8AB@ 
>B@@GF4FBD9 Cisco. !4EFDB=>4 
VLAN A4 86GI >B@@GF4FBD4I Cisco. 
!4EFDB=>4 VLAN 6 >BDCBD4F<6AB= 
E9F<.   

8      8      

2.9   AB7BCB?P;B64F9?PE><= D9:<@ 
D45BFO.  

6      6      

2.10  %C<E>< GCD46?9A<S 8BEFGCB@ ACL 
(Access Control List).  

6      6      

 �B>3>  72      72      

  

�B>3>  144      72    72  

  

3.3 %>45@60=85 48AF8?;8=O  
  

&9@4 1. "EAB6O EB6D9@9AAOI E9F96OI F9IAB?B7<=.  
&9@4 2. %I9@4 6;4<@B89=EF6<S E Web-E9D69DB@. $4ECD989?9AA4S B5D45BF>4 

<AHBD@4J<< A4 BEAB69 @<7D<DGRM<I CDB7D4@@. �BEFGC > D9?SJ<BAAO@ 54;4@ 84AAOI.  
&9@4 3. �9;BC4EAB9 @4ELF45<DB64A<9 >B@CPRF9DAOI E9F9=. �ECB?P;B64A<9 

CB6FBD<F9?9=. %97@9AF4J<S E9F< E CB@BMPR @BEFB6.  
&9@4 4. #D<@9A9A<9 >B@@GF4FBDB6. #BEFDB9A<9 @4DLDGF<;<DB64AAOI E9F9=.  

�?7BD<F@O < CDBFB>B?O @4DLDGF<;4J<<.  
&9@4 5. %CBEB5O A4C489A<= A4 >B@CPRF9DAO9 E9F<.  
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0   
&9@4 6. %CBEB5O A9E4A>J<BA<DB64AAB7B 8BEFGC4 > <AHBD@4J<< 6 >B@CPRF9DAOI E9FSI. 

!4C489A<S A4 CB?<F<>G 59;BC4EABEF< < CDBJ98GDO 48@<A<EFD4F<6AB7B 8BEFGC4.  
&9@4 7. !4C489A<S A4 CBEFBSAAO9 >B@CBA9AFO E<EF9@O ;4M<FO. !4C489A<S A4 E@9AAO9 

Q?9@9AFO E<EF9@O ;4M<FO.  
&9@4 8. !4C489A<S A4 CDBFB>B?O <AHBD@4J<BAAB7B 6;4<@B89=EF6<S. !4C489A<S A4 

HGA>J<BA4?PAO9 Q?9@9AFO >B@CPRF9DAOI E9F9=.  
&9@4 9. �4M<F4 BF A9E4A>J<BA<DB64AAB7B @9:E9F96B7B 8BEFGC4.  
&9@4 10. (GA>J<< @9:E9F96B7B Q>D4A<DB64A<S A4 D4;?<KAOI GDB6ASI @B89?< OSI. 

(<?PFD4J<S FD4H<>4. �OCB?A9A<9 HGA>J<= CBED98A<K9EF64. �D<F9D<< BJ9A>< < 
>?4EE<H<>4J<S @9:E9F96OI Q>D4AB6. "5;BD EB6D9@9AAOI E<EF9@ FireWall.  

&9@4 11. #BEFDB9A<9 ;4M<M9AAOI 6<DFG4?PAOI E9F9=  
&9@4 12. �6989A<9 6 ;4M<M9AAO9 6<DFG4?PAO9 E9F<. &GAA9?<DB64A<9 A4 >4A4?PAB@ 

GDB6A9. �4M<F4 6<DFG4?PAOI >4A4?B6 A4 E9F96B@ GDB6A9.  
&9@4 13. #BEFDB9A<9 ;4M<M9AAOI 6<DFG4?PAOI E9F9= A4 E94AEB6B@ GDB6A9. 

$4ECD989?9A<9 >D<CFB7D4H<K9E><I >?RK9= < EB7?4EB64A<9 C4D4@9FDB6 ;4M<M9AAOI 
FGAA9?9=.  

&9@4 14. �9;BC4EABEFP G84?9AAB7B 8BEFGC4 > ?B>4?PAB= E9F<. "5;BD ED98EF6 CBEFDB9A<S 
;4M<M9AAOI 6<DFG4?PAOI E9F9=.  

&9@4 15. CMS, E4@O9 D4ECDBEFD4A9AAO9 CMS, Drupal.  
&9@4 16. 'S;6<@BEF<, I4D4>F9DAO9 8?S 695-CD<?B:9A<=, BEB59AABEF< 8?S CMS.  
&9@4 17. 'S;6<@BEF< Drupal.  
&9@4 18. �<8O F9D@<A4?B6 G84?9AAB7B 8BEFGC4 Telnet < SSH, EIB8EF64 < D4;?<K<S.  
&9@4 19. &<CB6O9 BL<5>< 59;BC4EABEF< <ECB?P;B64A<S SSH, best practice.  
&9@4 20. �AEFDG@9AFO 8?S 4F4> CB E?B64DR < 5DGFHBDE4, ECBEB5O ;4M<FO BF A<I.  
&9@4 21. "5A4DG:9A<9 CD<;A4>B6 4F4> A4 E9D6<EO A4 GDB6A9 IBEF4, A4 GDB6A9 E9F<.  
&9@4 22. )4D4>F9DAO9 89=EF6<S A4DGL<F9?S. "5A4DG:9A<9 CD<;A4>B6 4F4> A4 GDB6A9 

E9F<. "5A4DG:9A<9 CD<;A4>B6 4F4> A4 GDB6A9 IBEF4.  
&9@4 23. "EAB6AO9 GS;6<@BEF< 695-CD<?B:9A<=. OWASP TOP 10.  
&9@4 24. 'S;6<@BEFP SQL-<AN9>J<S. %GFP. �<8O. '7DB;O.  
&9@4 25. +FB F4>B9 695-L9?? < >4> <I <E>4FP.  
&9@4 26. (<L<A7. "EAB6AO9 ECBEB5O 4F4>< A4 CB?P;B64F9?S.  
&9@4 27. #DBFB>B? RDP. !4;A4K9A<9, GS;6<@BEF< < ECBEB5O >BAH<7GD<DB64A<S.  
&9@4 28. �4;B6O9 CBASF<S Active Directory. 'CD46?9A<9 CB?P;B64F9?S@< Active  

Directory. &9@4 29. �B7<DB64A<9 EB5OF<= 6 695-E9D69D9. �4><9 84AAO9 ID4ASFES 6 
?B74I.  
&9@4 30. "EAB6AO9 E6989A<S CB 4A4?<;G ?B7B6 695-E9D69D4. !4 KFB E?98G9F B5D4M4FP 

6A<@4A<9.  
&9@4 31. �4> CDB6B8<FP 4A4?<; 54;O 84AAOI 695-D9EGDE4, A4 KFB EFB<F B5D4M4FP 

6A<@4A<9.  
&9@4 32. "EAB6AO9 E6989A<S B CBKFB6B@ E9D69D9 MS Exchange.  
&9@4 33. +FB F4>B9 Outlook Web Access < >4><9 G7DB;O BA A9E9F.  
&9@4 34.  4DLDGF<;4FBD. !4;A4K9A<9 < 6OCB?AS9@O9 HGA>J<<, ECBEB5O 

>BAH<7GD<DB64A<S.  
&9@4 35. #DBFB>B? SMB. "EAB6AO9 E6989A<S < CD<@9A9A<9. &9@4 
36. �?46AO9 <;69EFAO9 GS;6<@BEF< CDBFB>B?4 SMB.  
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3.4 &5<0B8:0 A5<8=0@A:8E/?@0:B8G5A:8E 8 ;01>@0B>@=OE 70=SB89  
  
3.4.1 �45BD4FBDAO9 ;4ASF<S  
  

�45BD4FBDA4S D45BF4 №1. $9:<@ E<@G?SJ<< 6 Cisco Packet Tracer  
�45BD4FBDA4S D45BF4 №2. !4EFDB=>4 E9F96OI E9D6<EB6  
�45BD4FBDA4S D45BF4 №3. �A4>B@EF6B E >B@4A84@< IOS  
�45BD4FBDA4S D45BF4 №4. !4EFDB=>4 EF4F<K9E>B= @4DLDGF<;4J<<  
�45BD4FBDA4S D45BF4 №5. #BEFDB9A<9 F45?<J @4DLDGF<;4J<<  
�45BD4FBDA4S D45BF4 №6. !4EFDB=>4 CDBFB>B?4 RIP  
�45BD4FBDA4S D45BF4 №7. !4EFDB=>4 CDBFB>B?4 RIP 6 >BDCBD4F<6AB= E9F<  
�45BD4FBDA4S D45BF4 №8. !4EFDB=>4 CDBFB>B?4 OSPF  
�45BD4FBDA4S D45BF4 №9. #D9B5D4;B64A<9 E9F96OI 48D9EB6 NAT �45BD4FBDA4S 
D45BF4 № 10. !4EFDB=>4 VLAN A4 B8AB@ >B@@GF4FBD9 Cisco  

�45BD4FBDA4S D45BF4 № 11. !4EFDB=>4 VLAN A4 86GI >B@@GF4FBD4I Cisco  
�45BD4FBDA4S D45BF4 № 12. !4EFDB=>4 VLAN 6 >BDCBD4F<6AB= E9F<  
�45BD4FBDA4S D45BF4 № 13.  AB7BCB?P;B64F9?PE><= D9:<@ D45BFO  
�45BD4FBDA4S D45BF4 № 14. %C<E>< 8BEFGC4  
  

3.5 &5<0B8:0 :C@A>2OE ?@>5:B>2 (:C@A>2OE @01>B)  
  
�GDEB6B9 CDB9>F<DB64A<9 CB 84AAB= 8<EJ<C?<A9 GK95AO@ C?4AB@ A9 ;4C?4A<DB64AB.  
  

4 'G51=>-<5B>48G5A:>5 8 8=D>@<0F8>==>5 >15A?5G5=85   
  

4.1 !>@<0B82=O5 4>:C<5=BO 8 �"%&O  
  
#DB7D4@@4 EBEF46?9A4 6 EBBF69FEF6<< E (989D4?PAO@ 7BEG84DEF69AAO@ 

B5D4;B64F9?PAO@ EF4A84DFB@ 6OEL97B B5D4;B64A<S CB A4CD46?9A<R CB87BFB6><  54>4?46DB6 
10.03.01 «�=D>@<0F8>==0S 157>?0A=>ABP».  

  

  

  

  

4.2 "A=>2=0S ;8B5@0BC@0  
  

1. �BDB5P96, %. #. �B@CPRF9DAO9 E9F< < E9F964S 59;BC4EABEFP : GK95AB9 CBEB5<9 / 
%. #. �BDB5P96, %. !. ,<DB5B>B64, $. �. �<F6S>. 4 !B6BK9D>4EE> : 2$�#' (!#�), 2022. 4 

216 E. 4 ISBN 978-5-9997-0805-2. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S 
E<EF9@4. 4 URL: https://e.lanbook.com/book/292247. (84F4 B5D4M9A<S: 01.09.2022)  

2. (<?<CCB6, �. �. �AHBD@4J<BAA4S 59;BC4EABEFP. "EAB6O A489:ABEF< ED98EF6 
E6S;< : GK95A<> / �. �. (<?<CCB6, ". �. ,9DEFA964. -  BE>64 : �<D9>F- 98<4, 2019. - 240 E. - 
ISBN 978-5-4475-9823-5. - &9>EF : Q?9>FDBAAO=. - URL:  

https://znanium.com/catalog/product/1908083. (84F4 B5D4M9A<S: 01.09.2022)  

https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
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3. �<D9A59D7, �. �. %<EF9@AB9 48@<A<EFD<DB64A<9 < <AHBD@4J<BAA4S 

59;BC4EABEFP E9F9= 1�  : GK95AB9 CBEB5<9 / �. �. �<D9A59D7. 4 �9@9DB6B : �G;�&' <@9A< 
&.(. �BD54K964, 2022. 4 120 E. 4 ISBN 978-5-00137-292-9. 4 &9>EF : Q?9>FDBAAO= // �4AP : 
Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: https://e.lanbook.com/book/257564. (84F4 
B5D4M9A<S: 01.09.2022).  

  

4.3 �>?>;=8B5;P=0S ;8B5@0BC@0  
  

1. #DBIBDB64, ". �. �AHBD@4J<BAA4S 59;BC4EABEFP < ;4M<F4 <AHBD@4J<< / ". �. 
#DBIBDB64. 4 5-9 <;8., EF9D. 4 %4A>F-#9F9D5GD7 : �4AP, 2023. 4 124 E. 4 ISBN 978-5-507- 

46010-6. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 URL: 

https://e.lanbook.com/book/293009. (84F4 B5D4M9A<S: 01.09.2022).  
2. �D4>B6E><=, 2.  .  9FB8O ;4M<FO <AHBD@4J<< : GK95AB9 CBEB5<9 8?S 6G;B6 / 

2.  . �D4>B6E><=. 4 3-9 <;8., C9D9D45. 4 %4A>F-#9F9D5GD7 : �4AP, 2021. 4 236 E. 4 ISBN 

978-5-8114-5632-1. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S E<EF9@4. 4 

URL: https://e.lanbook.com/book/156401. (84F4 B5D4M9A<S: 01.09.2022).  
3. �BDB5P96, %. #. �B@CPRF9DAO9 E9F< < E9F964S 59;BC4EABEFP : GK95AB9 CBEB5<9 / 

%. #. �BDB5P96, %. !. ,<DB5B>B64, $. �. �<F6S>. 4 !B6BK9D>4EE> : 2$�#' (!#�), 2022. 4 

216 E. 4 ISBN 978-5-9997-0805-2. 4 &9>EF : Q?9>FDBAAO= // �4AP : Q?9>FDBAAB-5<5?<BF9KA4S 
E<EF9@4. 4 URL: https://e.lanbook.com/book/292247. (84F4 B5D4M9A<S: 01.09.2022).  

  

4.4 Э;5:B@>==O5 >1@07>20B5;P=O5 @5AC@AO  
  
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html  

  

  

4.5 �8F5=78>==>5 8 A2>1>4=> @0A?@>AB@0=S5<>5 ?@>3@0<<=>5 
>15A?5G5=85  

  

1. �95-5D4G;9D Chrome  
2. Microsoft Office  

3. Cisco Packet Tracer  

4. Wireshark  

5. Cisco Network Academy  

6. VBox  

  

4.6 %>2@5<5==O5 ?@>D5AA8>=0;P=O5 107O 40==OE 8 8=D>@<0F8>==O5  
A?@02>G=O5 A8AB5<O  

  
�B>4?PAO= A4GKAB-B5D4;B64F9?PAO= >B@C?9>E CB 8<EJ<C?<A9 «�9;BC4EABEFP E9F9= 

Q?9>FDBAAOI 6OK<E?<F9?PAOI @4L<A».  
  

5  0B5@80;P=>-B5E=8G5A:>5 >15A?5G5=85  
  

https://e.lanbook.com/book/257564
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
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�?S CDB6989A<S 6E9I 6<8B6 ;4ASF<= A9B5IB8<@B CD9;9AF4J<BAAB9 B5BDG8B64A<9 

(@G?PF<@98<=AO= CDB9>FBD, Q>D4A) 3 1 >B@C?9>F.  
 �?S   CDB6989A<S  ?45BD4FBDAOI ;4ASF<= A9B5IB8<@B A4?<K<9 >B@CPRF9DAOI >?4EEB6 

B5BDG8B64AAOI EB6D9@9AAB= 6OK<E?<F9?PAB= F9IA<>B= <; D4EK9F4 B8AB D45BK99 @9EFB A4 
B8AB7B B5GK49@B7B.  

6  5B>48G5A:85 @5:><5=40F88   
  

6.1  5B>48G5A:85 @5:><5=40F88 4;S ?@5?>4020B5;S ?> >@30=870F88 
>1CG5=8S  

  
1. #D< CB87BFB6>9 > ;4ASF<S@ E?98G9F CD9864D<F9?PAB CDBD45BF4FP @4F9D<4? 

;4ASF<S, CD98GE@BFD96 97B CB84KG FBKAB 6 BF6989AAB9 8?S QFB7B 6D9@S ;4ASF<S. %?98G9F 
CB87BFB6<FP A9B5IB8<@O9 @4F9D<4?O 3 F9BD9F<K9E><9 E6989A<S, ;484K< < 8D. #D< CDB6989A<< 
;4ASF<S E?98G9F >BAFDB?<DB64FP CB84KG @4F9D<4?4 < D9L9A<9 ;484A<= E GK9FB@ GK95AB7B 
6D9@9A<, BF6989AAB7B 8?S ;4ASF<S.  

2. #D< CDB69D>9 D45BF < BFK9FB6 E?98G9F GK<FO64FP A9 FB?P>B CD46<?PABEFP 
6OCB?A9A<S ;484A<=, AB < BCF<@4?PABEFP 6O5D4AAOI @9FB8B6 D9L9A<S, CD46<?PABEFP 
6OCB?A9A<S 6E9I 97B L47B6.  

  

6.2  5B>48G5A:85 C:070=8S 4;S >1CG0RI8EAS ?> >A2>5=8R 48AF8?;8=O  
  

�;GK9A<9 8<EJ<C?<AO BEGM9EF6?S9FES 6 EFDB7B@ EBBF69FEF6<< E J9?96B= GEF4AB6>B= 6 
F9EAB= 6;4<@BE6S;< GK95AO@ C?4AB@. "EAB6B= F9BD9F<K9E>B= < CD4>F<K9E>B= CB87BFB6>< 
EFG89AFB6 S6?SRFES ?9>J<< < ?45BD4FBDAO9 D45BFO.   
� CDBJ9EE9 E4@BEFBSF9?PAB= D45BFO EFG89AFO ;4>D9C?SRF < G7?G5?SRF ;A4A<S, 

CB?GK9AAO9 6B 6D9@S 4G8<FBDAOI ;4ASF<=, 7BFB6SFES > Q>;4@9AG, 4 F4>:9 
E4@BEFBSF9?PAB <;GK4RF BF89?PAO9 F9@O GK95AB= CDB7D4@@O.  

  

7 (>=4 >F5=>G=OE A@54AB2   
  

7.1  5B>4O :>=B@>;S 8 >F5=820=8S @57C;PB0B>2 >1CG5=8S   
  

� CDBJ9EE9 B5GK9A<S <ECB?P;GRFES E?98GRM<9 BJ9ABKAO9 HBD@O E4@BEFBSF9?PAB= 
D45BFO EFG89AFB6, BJ9ABKAO9 ED98EF64 F9>GM97B >BAFDB?S GEC9649@BEF< < CDB@9:GFBKAOI 
4FF9EF4J<=:  

- CDB6989A<9 ?45BD4FBDAOI D45BF (CD4>F<K9E><I ;4ASF<= E <ECB?P;B64A<9@ 
EC9JF9IA<><) < <I ;4M<F4;  
- E4@BEFBSF9?PA4S CB87BFB6>4 < CDB6989A<9 CD9;9AF4J<= CB F9@4@ 
8<EJ<C?<AO; - Q>;4@9A.  
  

7.2 ,:0;0 8 :@8B5@88 >F5=820=8S @57C;PB0B>2 >1CG5=8S  
(BD@4 CDB@9:GFBKAB= 4FF9EF4J<<: Q>;4@9A.   

#B <FB74@ CDB@9:GFBKAB= 4FF9EF4J<< CB 8<EJ<C?<A9 (@B8G?R) 6OEF46?S9FES BJ9A>4  
«BF?<KAB», «IBDBLB», «G8B6?9F6BD<F9?PAB» <?< «A9G8B6?9F6BD<F9?PAB».  
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,:0;0 >F5=820=8S  "?8A0=85  

"F?<KAB   

�OCB?A9AO 6E9 6<8O GK95AB= D45BFO, CD98GE@BFD9AAO9 
GK95AO@ C?4AB@. %FG89AF 89@BAEFD<DG9F EBBF69FEF6<9 ;A4A<=, 
G@9A<=, A46O>B6 CD<6989AAO@ 6 F45?<J4I CB>4;4F9?9=, 
BC9D<DG9F CD<B5D9F9AAO@< ;A4A<S@<, G@9A<S@<, A46O>4@<, 
CD<@9AS9F <I 6 E<FG4J<SI CB6OL9AAB= E?B:ABEF<. #D< QFB@ 
@B7GF 5OFP 8BCGM9AO A9;A4K<F9?PAO9 BL<5><, A9FBKABEF<, 
;4FDG8A9A<S CD< 4A4?<F<K9E><I BC9D4J<SI, C9D9ABE9 ;A4A<= < 
G@9A<= A4 AB6O9, A9EF4A84DFAO9 E<FG4J<<.   

)BDBLB   

�OCB?A9AO 6E9 6<8O GK95AB= D45BFO, CD98GE@BFD9AAO9 
GK95AO@ C?4AB@. %FG89AF 89@BAEFD<DG9F A9CB?AB9, CD46<?PAB9 
EBBF69FEF6<9 ;A4A<=, G@9A<=, A46O>B6 CD<6989AAO@ 6 F45?<J4I 
CB>4;4F9?9=, ?<5B 9E?< CD< QFB@ 5O?< 8BCGM9AO 2-3 

A9EGM9EF69AAO9 BL<5><.  

'8B6?9F6BD<F9?PAB   

�OCB?A9AO 6E9 6<8O GK95AB= D45BFO, CD98GE@BFD9AAO9 
GK95AO@ C?4AB@. %FG89AF 89@BAEFD<DG9F EBBF69FEF6<9 ;A4A<=, 
6 >BFBDB@ BE69M9A4 BEAB6A4S, A4<5B?99 64:A4S K4EFP @4F9D<4?4, 
AB CD< QFB@ 8BCGM9A4 B8A4 ;A4K<F9?PA4S BL<5>4 <?< 
A9FBKABEFP.  

!9G8B6?9F6BD<F9?PAB  

!9 6OCB?A9A B8<A <?< 5B?99 6<8B6 GK95AB= D45BFO, 
CD98GE@BFD9AAOI GK95AO@ C?4AB@. %FG89AF 89@BAEFD<DG9F 
A9CB?AB9 EBBF69FEF6<9 ;A4A<=, G@9A<=, A46O>B6 CD<6989AAO@ 6 
F45?<J4I CB>4;4F9?9=, 8BCGE>4RFES ;A4K<F9?PAO9 BL<5><, 
CDBS6?S9FES BFEGFEF6<9 ;A4A<=, G@9A<=, A46O>B6 CB DS8G 
CB>4;4F9?9=, EFG89AF <ECOFO649F ;A4K<F9?PAO9 ;4FDG8A9A<S CD< 
BC9D<DB64A<< ;A4A<S@< < G@9A<S@< CD< <I C9D9ABE9 A4 AB6O9 
E<FG4J<<.  

  

  

7.3 "F5=>G=O5 A@54AB20  
  

7.3.1 "J9ABKAO9 ED98EF64 8?S F9>GM9= 4FF9EF4J<<  
  

�><?PRB5@=>5 B5AB8@>20=85.  
  

7.3.2 "J9ABKAO9 ED98EF64 8?S CDB@9:GFBKAB= 4FF9EF4J<<  
  

Э:70<5=.  
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%C<EB> 6BCDBEB6 8?S Q>;4@9A4 CB 8<EJ<C?<A9  
  

1. �<8O E9F96OI 4F4> < 6D98BABEAOI CDB7D4@@, @9I4A<;@ D94?<;4J<< <   
E9F964S GS;6<@BEFP.  

2. �?4EE<H<>4J<< ECBEB5B6 A9E4A>J<BA<DB64AAB7B 8BEFGC4 > E9F96B= 
<AHBD@4J<<.  

3. "EAB6AO9 @9I4A<;@O CDB6989A<S E9F96OI 4F4> A4 D4;?<KAOI GDB6ASI 
@B89?< ISO/OSI.  

4. #DB5?9@O B59EC9K9A<S >BAH<89AJ<4?PABEF<, J9?BEFABEF< < 
8BEFGCABEF< <AHBD@4J<< A4 D4;?<KAOI GDB6ASI @B89?< ISO/OSI (E?G:5O 59;BC4EABEF< 
< @9I4A<;@O <I D94?<;4J<<).  

5. 1F4CO CBEFDB9A<S E<EF9@O <AHBD@4J<BAAB= 59;BC4EABEF<.  
6. %CBEB5O A9E4A>J<BA<DB64AAB7B 8BEFGC4 > <AHBD@4J<< 6 >B@CPRF9DAOI 

E9FSI.  
7. !4C489A<S A4 CB?<F<>G 59;BC4EABEF< < CDBJ98GDO 48@<A<EFD4F<6AB7B 

8BEFGC4.  
8. !4C489A<S A4 CBEFBSAAO9 >B@CBA9AFO E<EF9@O ;4M<FO.  
9. !4C489A<S A4 E@9AAO9 Q?9@9AFO E<EF9@O ;4M<FO.  
10. !4C489A<S A4 CDBFB>B?O <AHBD@4J<BAAB7B 6;4<@B89=EF6<S.  
11. !4C489A<S A4 HGA>J<BA4?PAO9 Q?9@9AFO >B@CPRF9DAOI E9F9=.  
12. (GA>J<< @9:E9F96B7B Q>D4A<DB64A<S A4 D4;?<KAOI GDB6ASI @B89?< OSI.  
13. (<?PFD4J<S FD4H<>4.  
14. (GA>J<< CBED98A<K9EF64.  
15. �D<F9D<< BJ9A>< < >?4EE<H<>4J<S @9:E9F96OI Q>D4AB6.  
16. "EB59AABEF< D45BFO @9:E9F96OI Q>D4AB6 Q>EC9DFAB7B GDB6AS.  
17. 'EF4AB6>4, >BAH<7GD<DB64A<9  < A4EFDB=>4 E<EF9@ ;4M<FO FireWall.  
18. �4M<F4 <AHBD@4J<< 6 CDBJ9EE9 C9D984K< CB E9F< (F9IAB?B7<S VPN).  
19. &GAA9?<DB64A<9 A4 >4A4?PAB@ GDB6A9.  
20. �4M<F4 6<DFG4?PAOI >4A4?B6 A4 E9F96B@ GDB6A9.  
21. #BEFDB9A<9 ;4M<M9AAOI 6<DFG4?PAOI E9F9= A4 E94AEB6B@ GDB6A9.  
22. �<8O, D4ECD989?9A<9 >D<CFB7D4H<K9E><I >?RK9= < EB7?4EB64A<9 

C4D4@9FDB6 ;4M<M9AAOI FGAA9?9=.  
23. �9;BC4EABEFP G84?9AAB7B 8BEFGC4 > ?B>4?PAB= E9F<.  
24. �4M<F4 <AHBD@4J<< BF A9E4A>J<BA<DB64AAB7B 8BEFGC4 (@9:E9F96O9 

Q>D4AO).  
25. &D95B64A<S > "% >B@CPRF9D4, A4 >BFBDO= GEF4A46?<649FES 5DQA8@4GQD.  
26. �4><9 Q?9@9AFO 6AGFD9AA9= CB?<F<>< 59;BC4EABEF< E9F< CD98CD<SF<S 

CB;6B?S9F BD74A<;B64FP <ECB?P;B64A<9   1, < >4><@ B5D4;B@?  
27. %CBEB5O BD74A<;4J<< ;4M<M9AAOI 6<DFG4?PAOI >4A4?B6.  
28. �4D<4AFO F9IA<K9E>B= D94?<;4J<< VPN-E9F9=.  
29. �4M<F4 6AGFD<E9F96B7B FD4H<>4.  
30. �BEFB<AEF64 < A98BEF4F>< 4GF9AF<H<>4J<< A4 D4;?<KAOI GDB6ASI @B89?< 

ISO/OSI.  

31.  9:E9F96O9 Q>D4AO.  
32. �484K< @9:E9F96OI Q>D4AB6 6 B59EC9K9A<< E9F96B= 59;BC4EABEF<.  
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33. �?4EE<H<>4J<S @9:E9F96OI Q>D4AB6.  
34. #BEFDB9A<9 CD46<? H<?PFD4J<<.  
35. &D95B64A<S > @9:E9F96O@ Q>D4A4@.  
36. ,?R;O GDB6AS CD<?B:9A<=.  
37. 1>D4A<DGRM<= @4DLDGF<;4FBD (C4>9FAO= H<?PFD).  
38. 1>D4A<DGRM<= FD4AECBDF (L?R; E94AEB6B7B GDB6AS).    

  

39. �B@C?9>EAO9 @9:E9F96O9 Q>D4AO.  
40. $94?<;4J<S E9F96B= CB?<F<>< 59;BC4EABEF< E <ECB?P;B64A<9@.  
41.  9FB8O B5IB84 @9:E9F96OI Q>D4AB6  
42. "EAB6AO9 6B;@B:ABEF< < EI9@O D4;69DFO64A<S @9:E9F96OI Q>D4AB6.  
43. �BEFB<AEF64 < A98BEF4F>< @9:E9F96OI Q>D4AB6.  
44. %CBEB5O <;B?SJ<< CBFB>B6 <AHBD@4J<< 6 E9F<.   

  

  


