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1. Heau 1 3a1a4u AMCHUTNITAHBI

K 0CHOBHBIM meJIsiM OCBOCHMS JUCHUIUIMHBI «OCHOBBI MH(pOpPMaLMOHHAs 0E€30MacCHOCTH
CJIETyeT OTHECTH:
® DAcKpBITHE CYNTHOCTH WM 3HaYeHHsS MH()OPMAIMOHHOW OE30MacHOCTH M METOJIOB 3a-
IIUTHl HHGOPMALMK B NPAKTUYECKUX 3a/1a4aX M UX MECTO B CHCTEME HaIlMOHAJIBbHOM
0e301acHOCTH;
e (dopMupoBaHHE y CTYJCHTOB HAyYHOTO MUPOBO33PECHHUS, MOHUMAHHsI BA)KHOCTH Hayd-
HO 00OCHOBAHHBIX METOJIOB Ul PeLIeHUs NpodecCuoHaNbHbIX 331a4 B o0nactu 0e3-
OIMaCHOCTH MH()OPMAIIIOHHBIX TEXHOJIOTHIA.
K ocHOBHBIM 3a1a4aM OCBOEHUs AUCHUIUIMHBI « OCHOBBI HH(OPMAITMOHHON 0€30MacCHOCTI
CJIeTyeT OTHECTH:

e OBJIQJICHWE CTYACHTAMH IMOHATUHHBIM ammapatoM B o0xacTé WH()OPMAIMOHHON
0€30IaCHOCTH W 3aIIUThl MH(GOpPMALMK; YCTAHOBJICHHE U PACKPBITHE CTPYKTYPHI
yIpo3 3amuiiaeMoi napopmaIuu;

e u3yuyeHHe 0A30BbIX COJAEPIKATEIIbHBIX MMOJOKEHUHM B 00JaCTH HHPOPMAIIMOHHOM 0€3-
OTAaCHOCTH M 3aIIUTHI HH()OPMAITUH; PACKPBITHE COBPEMEHHON JOKTPUHBI HHPOpMa-
IIMOHHOM 0€30I1aCHOCTH;

® packpbITHE pa3IM4YHbIX (HOpM IpeacTaBieHus HHGopMauu B npobiemax obdecre-
YeHUs1 THPOPMALIMOHHOM O€30MaCHOCTH.

e O3HAKOMJICHHE C COBPEMEHHBIMHU IMOJIXOAAMHU K PEIICHHIO OOIIeH 3a1aud — co3fa-
HUIO KOMIUIEKCHOM(-BIX) CUCTEMBI(-€M) 3alIiThl HHpOpMauu

2. Mecrto aucuunimabl B ctpykrype OIl

Jucuumimmna «OcHOBBI MH(OPMAITMOHHONW 0€30MacHOCTHY» OTHOCUTCS K YHCITY IMpogeccHo-
HAJIBHBIX y4YeOHBIX JUCHUIUIMH Oa30Boil yactu 1ukina b.1.1 oOpasoBarenbHOM mporpammsbl Oaka-
naBpuata (b.1.1.5) u B3aumMocCBsi3aHa JOTUYECKU U COACP>KATEIbHO-METOIUYECKH CO CIEAYIOIMIUMHU
muctumuinHamMu 1 npaktukamu Ol OpranuzannoHHOE U TIpaBoBoe obecriedeHne NHPOPMAITMOHHON
6e3onacHoctu , Kpunrorpadgudeckre MeTop! 3amuThl HHPOpManuu, TexHudeckas 3ammra nHpop-
Mmarm, [IporpaMMHo-anmapaTHblie cpeacTBa odecneueHust nH(HOPMAIIMOHHON 0€30MacHOCTH.

3. IlepevyeHb MJIAHUPYEMBIX Pe3yJbTATOB O0yYeHHUs] MO TUCIUIIHHE, COOTHECEHHBIE C
IUVIAHMPYEMbIMHU Pe3yJibTATAMHU OCBOCHUS 00pa30BaTeILHON NPOrPaMMbl

B pesynbrare 0CBOCHUS JAUCHHUIUIMHBI Y O0YYarOIIUXCsl (POPMHUPYIOTCS CICAYIOUINE KOMIICTECHIIMH U
JIOJDKHBI OBITH TJOCTUTHYTBHI CIICAYIOUIUE PE3yJIbTaThl 00yUeHUS Kak dTarn (OpMHUPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIIUH:

B pesynbrare ocBoeHuUs 00pa-

Ko komme- 30BATEIILHOM IIPOrPAMMBI IlepeueHp TUIaHUPYEMBIX PE3YJIBLTATOB OOYUYEHMSI 110 IUC-
TCHIMA  |00yYarONIMIACS TOJKEH 00J1a- | [UTLTMHE

aTh




CITOCOOHOCTBIO IMOHUMATh
COIUAITbHYTO 3HAYMMOCTE
cBoell Oynymieit npodeccun,
00agaTh BBICOKOM MOTHBA-

3HATh:
3HaueHHe WH(OpPMAIMK B Pa3BUTUU COBPEMEHHOTO OOIIIe-
CTBa; WH(OPMAIIMOHHBIE PECYpPCHI, MOIJICKALINE 3alINTe,

. yrpo3bl 0e30macHoCTH HH(pOpMaIuy;
[MeH K BBIOJTHEHUIO TTpodec-

. yMeThb:
Ok-5  [HOHAIBHOM JCATEABHOCTH B nnenenaTh nHOPMALHOHHBIE PECYPCHI, MOMUICKAIINE 3a-

obracTi  obecmeueHUA  MH4 yre, 1 yrpossl 6e301aCHOCTH HH(OPMALILL
(bOopMalOHHOM 6€3011aCHOCTH| BJIA/IETD:

M 3alIMThl MHTCPECOB JIMYHO- BRICOKOW MOTHBAIMEH K BBIMOJHEHHUIO MPO(hecCHOHANTBHOM
CTH, OOLIECTBA U FOCYAAPCTBA,| NEATEILHOCTH B 00acTH obecreueHus HH(OOPMALUOHHON
coOmoaTh HOpPMBI Tpodec{ OE30MacCHOCTH U 3aIIUTHl UHTEPECOB JIMYHOCTH, OOIIeCTBa
CUOHAJIBHOW ITUKH A rocyiapCTBa,

4. CTpPYKTYypa U cojiep:KaHue TUCIHHIIHHbI

OO0miast TpyJJ0EMKOCTh AUCIUIUIMHBI COCTABISET 4 3aueTHbe equHuUIlbl, T.e. 144 akanemuue-
ckue Jaca (Jexiuu - 36 JacoB, JlabopaTopHbIC 3aHATHS - 36 4acoB, caMOCTOsTENbHAs padora — 72
qaca, (hopma KOHTpOJIS - 3a4eT) B 1 cemectpe.

Conep:xanue pa3ies10B IMCUUILUINHBI

CtpykTypa M coaepkaHue AUCUUILINHBI «OCHOBBI MH(OPMALMOHHON O€30MacHOCTH» IO
CpOKaM U BuJaM pabOThl OTPaXKEeHbI B IPUIOKEHUH.

IlepBblii cemecTp

Tema 1. Beeoenue. Ilpenmer, coaep:kanue U 3a1a4u Kypca, €ro MECTO Cpelid APYTUX JTUCIIH-
IUTHH y4eOHOoro maaHa. @opMbl OTYETHOCTH, OCHOBHAS U IONOJTHUTENbHAS JIUTEpaTypa.

Tema 2. 3auwuma ungpopmayuu Kax 06veKMuUEHAA 3aKOHOMEPHOCHb IGONIOUUU NOCHUHOY-
cmpuanvhozo oouwecmea. iudopmarust 1 ee poiab B COBpPEMEHHOM 00IIeCTBE. DBOJIONHS UHPOP-
MAaI[MOHHBIX TMPOILIECCOB M MH(POPMAIMOHHBIX OTHOIICHUH. CyIIHOCTh M LIeTH HH()OpMaTH3AIIH.
I'mobGanm3anus nHGOpMaMOHHBIX OTHOIIeHUH. MHpopmanmonusie TexHonoruu. MHdopmannon-
HbIe pecypcbl yernyra. O0beKTUBHAsT HE0OOXOTUMOCTh U OOIIECTBEHHAS MOTPEOHOCTh B 3aIUTE HH-
¢dopmanmu. CymHOCTh 3amuThl HHGOpMarwu. [IpaBoBoe peryimpoBaHHE BOIPOCOB 3aIMTH HH-
bopmanmu.

Tema 3. Unugpopmayuonnasn o6ezonacnocms auyHocmu, oduiecmea u 20cyoapcmed: coyu-
anvno-npaeosvie acnekmel. [IpaBo Ha WHPOPMALKIO B CHUCTEME TPAaXIAHCKUX IPaB JHUYHOCTH.
Bo3MmoskHble orpannueHus. MaccoBas uH(opManus M UHPOpPMALUsS OrPAaHUYEHHOIO JOCTyIa.
HenpukocHOBEHHOCTh YaCTHOM KM3HU, IEPCOHANIbHBIE JaHHbIe. Buasl TaliH. Kommepueckas TaliHa.
I'ocynapctBeHHas TaiiHa. JlokyMeHTUpOBaHHas HMH(popMalMs Kak OOBEKT MpaBa COOCTBEHHOCTH.
WNudopmanmonnas 6e30macHOCTh KaK COCTABIIAIONIAS HAIMOHANBbHOW Oe3omacHocTn P®. Mubop-
MaIOHHbIE BOWHBI, HH(opMalmonHoe opyxue. JlokTpuHa nHdopmarmonHoi 6e3onacHocT PO.

Tema 4. Yepo3zvt ungpopmayuonnoit 6e3onacnocmu 6 Komnoviomeprovix cucmemax. Koms-
forepHas cucrema (KC) kak o0bekt 3ammrtel uHopManuu. [ToHaTue yrpo3sl MHPOPMALMOHHON
6e3onacaoctu B KC. Knaccudukanus n o0muii aHamu3 yrpo3 WHPOPMAMOHHON 0€301MacHOCTH B




KC. Cnyuaiinbie yrpo3sl nHpopManmoHHoi 6e3onacHoctu. [lpeanamepentsie yrpo3sl HHopMaru-
OHHOM 06€3011aCHOCTH.

Tema 5. Oowasa xapakmepucmuka cpedcme u Memoooé 3auiumsl UHGopmayuu. IBOIIO-
1M KOHIIETIMH WH(GOPMAIIMOHHONW 0€30MacCHOCTH B KOMITBIOTEPHBIX cHcTeMax. Peanmuzamus yrpos
MHPOPMALMOHHOM 0€30MacHOCTH MyTEM HECAaHKIIMOHUPOBAHHOTO JocTyna. Mo/iesb NoBeIeHHs 110-
TeHUUaNbHOro Hapymwurenas OOO0OIIEHHbIE MOJENM CUCTEM 3aluThl MHPopManuu. OCHOBHBIE
NpUHIUIB 0OecnieueHust nHPpopmannonHoit 6e3onacHoctu B KC. IToHsATHE KOMITJIEKCHON CUCTEMBI
3amuThl nHpopmanuu (KC3N).

Tema 6. Opcanuzayuonno-npasoeoe obecneuenue 3augumol uHGopmayuu. OO XapaK-
TEPUCTUKA OPTraHU3AIMOHHOTO obecmedeHus 3amuTbl uHpopManuu. OCHOBHBIE 3a7a4d CIY>KOBI
6e3omacHocty npeanpuatus. OpraHu3aloOHHBIE MEPOIPUATHS, 00ECTIEYNBAIOIINE 3ALTUTY HHPOP-
Maruu. HeoO0XoIMMOoCTh TTPaBOBOTO PETYJIMPOBAHUS B 00JIACTH 3alIUTHl HHPOPMAIUK. 3aKOHOJ1a-
TenbcTBO PD B 3101 obnactu. Cranmaptuzanus B obmactu obecriedueHuss MHPOPMAITMOHHON 0e3-
OTIACHOCTH; MEKTyHAPOIHBIC U OTCYCCTBCHHBIC HOPMATHUBHBIC U PYKOBOISIIUE JTOKYMCHTEHI.

Tema 7. 3awguma ungpopmayuu 6 KoMnvIOMeEPHLIX cucmemax om cayuainwvix yepo3. llo-
BBIIIICHUE dKCIUTyaTannoHHoi HajaexxkHoctu KC. Coou u oTkasel. O0mmMe CBeACHUS 0 Kojax sl 00-
HapYXCHUSI U UCIIPABJICHUS CIIyYalHbIX omuOoK. JlybnmupoBanue mHpOpManmu U pe3epBUPOBAHUE
TEXHUYECKUX CPEACTB. bIOKHMpOBKa OMMOOYHBIX omepamnuii. MUHUMU3aNKs ymepoa OT aBapuil u
CTUXUMHBIX O€ICTBUI.

Tema 8. Oxpana oovekmoe KC u cpeocmea 3auwumol ungpopmayuu om ymeuxku no mex-
Huueckum kananam. Cucrema oxpanbl 00bekTOB KC. OCHOBHBIC BHJIBI TEXHUYCCKUX KAHAIOB yTeU-
Kk uHpOpManuK. TexHHKa MPOMBIIIICHHOTO MIMHOHaxa. [IpoTuBoaeiicTBUE HAOIIOIEHUIO B OITH-
4yecKkoM auanasone. [IpotuBoelicTBre MOACTyIIMBaHUIO. METOIBI M CPEJICTBA 3AIUTHI OT MOOOYHBIX
ANEKTPOMATHUTHBIX M3TYYSHHUH U HABOJIOK.

Tema 9. 3awpuma KomnviomepHuvix cucmem om HECAHKUUOHUDPOBAHHO20 8Meulamellb-
cmea. Monenu yrpasienus noctynom kK nHpopmanuu B KC. Mnentudukanus u ayTeHTHQUKAIUSL
MOJIB30BaTEIEH U pa3rpaHUYEHUE MX JIOCTyIa K KOMIBIOTEPHBIM pecypcaM. 3aiuTa IporpaMMHBIX
CPEICTB OT HECAHKIIMOHMPOBAHHOTO KOIMUPOBAHUS U MCCIEIOBAaHUA. 3allUTa OT HECAHKIIMOHUPO-
BaHHOTO U3MeHeHus cTpykTypbl KC B nponecce skcruryaranuu. KOHTposIb 11eT0CTHOCTH MPOrpaMM U
JIAHHBIX B MPOLECCE IKCIUTyaTalluu. Perucrpanus u KOHTPOJIb IEMCTBUM MOJIb30BATEIICH.

Tema 10. Kpunmozpaghuueckue memoowt 3auumot ungpopmayuu. OCHOBHBIC TOHITHUS U
aTamnbl pa3Butus kpunrorpaduu. Knaccudukanus kpunrorpaduueckux cpeacts. OCHOBHBIE METOIbI
mmdposanus. 1ludpoBanne meromamu 3aMeHBI U TEPECTAHOBKH. AHAIWTHYECKUE W AJIUTHBHBIC
MeTo bl IuppoBaHusi. CHCTEMBI IMUGPOBAHUS C OTKPBITHIM KITFOUOM.

Tema 11. Komnvromepnwie eupycel u cpeocmea anmueupycnoiu 3aujumot. O01INIE CBEICHUS
0 KOMIBIOTEPHBIX BHpycax. Kiaccudukaius KOMIBIOTEPHBIX BUPYCOB. MeXaHU3MBI 3apaKCHHUS
KOMITHhIOTEPHBIMH BUpycaMu. MeTObI M CPE/ICTBA 3AIUTH OT KOMIBIOTEPHBIX BUPYCOB. [Ipoduak-
THKA 3apaKeHUs] BUPYCAMH KOMIIBIOTEPHBIX CUCTEM

Tema 12. Komnnexcnaa 3awuma ungpopmayuu 6 komnvromepuolx cucmemax. Konuenims
co3nanusi KC3U B KC. Texnomorus pa3zpabotkun KC3U. ®yHKIHMOHUPOBAHNWE KOMIUJICKCHBIX CUCTEM
3amuThl nHGopMaruu. Aynut B 3antuiieHHbsx KC. Opranuzarnmonnas ctpykrypa KC3U.



5. Obpa3oBaTe/ibHbIE TEXHOJIOTHH

Mertoarka mpenosaBaHus AUCHUILIMHBI «OCHOBBI MH()OPMAIIMOHHON 0€30MacCHOCTH» U pea-
JU3alMs KOMIIETEHTHOCTHOTO MOJXO0/a B M3JIOXKEHUU M BOCIPHUATUU MaTepuasa MperlycMaTpuBaeT
HCIOJIb30BAHUE CIEAYIOIINX aKTUBHBIX M MHTEPAKTUBHBIX (POPM MPOBEACHUS TPYIIOBBIX, UHIUBU-
IyalbHbIX, ayAUTOPHBIX 3aHATUI B COUETAHUU C BHEAYAUTOPHOM pabOTOM C 11ebt0 POPMUPOBAHUS U
pa3BUTH IPO(HECCHOHABHBIX HABBIKOB 00YYaIOIINXCS:

- IOJITOTOBKA K BBIMOJIHEHUIO MPAKTUYECKUX U JOMAIIHUX padoT;

- IPOBE/ICHNE UHTEPAKTUBHBIX JEKIIMOHHBIX 3aHATUH.

VY nenbHbIN Bec 3aHATHHA, TPOBOJUMBIX B MHTEPAKTUBHBIX (hopMax IO AUCLUIIMHE, COCTaBIIA-

eT 25 % ayAuTOpPHBIX 3aHATUH. 3aHATHUS JIGKIMOHHOTO TN cocTaBIioT 50 % ot oObeMa ayauTop-
HBIX 3aHATHUU.

6. OneHOYHBIE CPEACTBA /ISl TEKYIIEr0 KOHTPOJISA YCIIeBAEMOCTH, IPOMEKYTOYHOM aT-
TeCTAILMM 110 HTOTaM OCBOCHUSI JUCHHMINIMHBI M y4eOHO-MeToAuYecKoe obecneyeHue
CaMOCTOSITEIbHOM PadoThI CTYICHTOB

B nponiecce 00ydeHHst UCTIOJIB3YIOTCS CICAYIOITUE OIICHOYHBIE (DOPMBI CAMOCTOSATEIILHOM pa-
OOTBI CTY/ICHTOB, OLIEHOYHBIE CPEACTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MTPOMEKYTOUYHBIX aTTe-
CTalMi:

- YCTHBIH OIIpOC;
- IPOBEPKA JOMAIHUX 3aJaHUl;
- 3a4€T.

O6p33L[BI TCCTOBBIX 3aI[aHI/II71, KOHTPOJIBHBIX BOIIPOCOB IPOBCACHUA TCKYHICTO KOHTPOJIA H
3auéTa MPUBCACHLI B IIPHUJIOKCHUH.

6.1. ®oH/1 OLIEHOYHBIX CPEICTB JIsl POBEAECHUsI MPOMEKYTOUYHOM ATTECTAIUN 00y4aI0IIMXCS
1o AMCUUIJINHE (MOLYJII0)

6.1.1. [lepevyenb KOMIETEHIMII ¢ YKa3aHMEM 3TANOB UX ()OPMHUPOBAHUSA B IpoLecce
O0CBOEHHUS 00pa30BaTEJIbHON MPOrpaMMbl

B pe3ynbraTe ocBOEHUS AUCUUIUIMHBI (MOAYJIs) GOPMUPYIOTCS ClIEAYyIOIIas KOMIIETEHITHS:

Kon xomme- B pesynbraTe ocBOeHHs 00pa30oBaTeIbHOI MPOrpaMMbl 00y4YaIOIINICS J0JKeH
TeHOHus  |00J1ajaTh

CIOCOOHOCTBIO NMOHMMATh COLMATBHYIO 3HAYUMOCTh CBoed Oynymieil mpodeccun, 00
OK-5 TagaTh BBICOKOM MOTHMBALMEl K BBINOJHEHUIO MPOQPECCHOHATIHHON NEATENFHOCTH B
] obnactu obecriedyeHUsT HHPOPMAITMOHHOW 0€30MacHOCTH U 3aIUTHl HHTEPECOB JTNYHO-
CTH, OOIIECTBAa U TOCYJapCTBa, COOII0IaTh HOPMBI TPO(PECCHOHATEHON 3THKH.




B npouecce peannzaruu 00pa3oBaTebHON MPOrpaMMbl OCBAaUBAETCS JaHHAS KOMIICTEHIINS, B
TOM YHCJIe ¢€ OTJeIbHBIE KOMIIOHCHTHI, KOTOPBIe ()OPMHUPYIOTCS TIOITAITHO B X0JI¢ OCBOCHUS 00y4Ja-
IOIMUMHUCA OUCHUIIIINH (MOI[}IJ'ICI\/JI), IMPAKTUK B COOTBCTCTBUHU C yLIC6HI)IM IJIAaHOM M KaJICHAAPHBIM
rpadukoM yueOHOro Imporecca.

6.1.2. Onucanue nokaszareJieid 1 KpUTEpPUeB OLlEHUBAHUS KOMIIeTeHIIMA, GOpMHUPYeMbIX
110 UTOraM OCBOEHMS THCIUILIUHBI, ONUCAHHE IIKAJ OLleHUBAHUSA

ITokazaremem OLICHHUBAHU KOMHeTeHLII/Iﬁ Ha PAa3jiIMYHbIX 3Talax ux (bOpMI/IpOBaHI/IH SABIIACTCA OOCTH-
KEHHUC 06y‘laIOIJ_II/IMI/ICSI IJIAHUPYEMBIX pPE3yJIbTATOB O6y'{€HI/I}I IO JUCIUIITINHE.

OK-5 cmoco6HOCTHI0O MOHMMATH CONMAIBHYIO 3HAYHMOCTH CBOeil Oyayuieii mpodeccuu, 06;1aaaTh BHICOKOI MOTHBanHed
K BBINOJHEHUI0 MPO(ecCHOHAILHOI esiTeIbHOCTH B 00J1acTH o0ecnieyeHUs] HHPOPMAILMOHHON 0€30MaCHOCTH M 3allUTh
HHTEPECOoB JIMYHOCTH, 001eCTBA H FOCYyAapCcTBAa, c00JII0JaTh HOPMBI IPOeCCHOHAIBHON 3THKH.

Kpurtepnu onennBanns

Iloka3arenn
2 3 4 5
3HATH: OO6yyaromuiics OO6yuaromuiics neMoHCTpupyeT|O0yJaronuiics aeMOHCTPHU-|O0yYalOIHiCsS  TeMOH-
JICMOHCTPUPYET  |HEMOJHOE COOTBETCTBHE CJie-|pyeT YACTHYHOE COOTBET-|CTPUPYET MOJHOE COOT-
SHaueHHe MHQOP- |10 o OTCYT-|AyIOIIMX 3HAHUI: 3HAYCHHE|CTBHE CIICAYIOLIMX 3HAHWIL:|BETCTBUE  CIIEAYIOLIMX
MALMI B PasBUTHIorppe pnm Hemo- nHpOpMalMU B Pa3BUTHH CO-|3HA4YeHHe WHGOPMAlMK B|3HAHWH: 3HAUYEHHE WH-
COBPCEMCHHOTO CTaTOYHOEC  COOT-|BPEMEHHOTO O0IIEeCTBA; pa3BUTHH COBPEMEHHOr0 (popMalii B pa3BUTHU
obmectsa; BETCTBUE  CIIENy- obiecTBa;  MH(OPMAIUOH-|COBPEMEHHOTO obie-
HHGOPMALIHOHHbIE FOLINX snapmit:[1HPOPMALMOHHBIE  PECYPCEL, | 1o pecypebl, MOJUIeKAIINe|CTB, HHPOPMAIIMOHHBIE
PCCYPCBL TOMIC- lapauenne  unop- | TOATCKALMIC SAMUTE,  YIPO3B|3a1yme, yrpossl Ge3omacHo-|pecypebl, — MOUIEKAIIUe
PKalle sariuTe, Mallid B Pa3BUTHU Gesomachocty nuopmatan. ., uHGOpPMALIUK, HO J0-|3allUTe, Yrpo3bl  0e3-
Yrpose! besonacko- COBPEMEHHOTO JlonycKaroTesi  3HAuMTENbHBIe [IYCKAIOTCS HE3HAYHTEbHBIE OMTACHOCTH “HpOpMAIHH,
CTH MH(OPMAIIH. o0mecTBa; OIHOKH, TPOSIBISETCH HETO- OUIMOKH, HETOYHOCTH, 3a-|CBOOOHO ornepupyer
ibopwatomHse [CTATOTHOCT 3HAHMIA, 1O pany ziﬁi}i)e;:;; I':/I[;I;I( aHaIUTHYe- Eil:;ipeTeHHmMn 3Ha-
pecypehi,  mopyte- [TOKA3ATENC, oOyuaromuiics panusx. .
KaIEe 3aInmTe, HUCIIBIThIBACT 3HAYUTCIIbHBIC
yrpossl  Gesomac-|ATPYAHCHIA IIPH . ONEpHpOBa-
HOCTH  WH(OpMa-| Y SHAHIMH P HX IEpeHO-
. CE Ha HOBBIC CHTYaI[HH
YMeTh: Obyuaronmniics He|OOygarommuiics geMoHCcTpupyeT|OOydaromuiicss AeMOHCTpH-|OOyJaromuics  1eMOH-
yMEeT WM B HEJO-HEMOJIHOE COOTBETCTBHE CJie-|pyeT YacCTHYHOE COOTBET-|[CTPUPYET MOJHOE COOT-
oTIpenesATh HHPOP- o o o
CTaTOYHOH CTENe-AyIOUNX YMEHHH: ONPEACNATH|CTBUE CICAYIOIUX YMEHHM:|BETCTBHE  CIEIYIOIINX
MAIMOHHEIC PECYDP- 4y ymeer ompese-MHGOPMAMOHHEBIE  PeCYpCHL, |ONMpenensTh HHMOPMAIHOH- |yMEHHiA:
ChL, MOMVICKALMIC 1707y, padoOpMAIM-TOIEKAIIHE 3AIIUTE, yIPO3BI|[HBIE PECYPCHI, MOUTEKAIIIE
3alluTe, yTPO3bI OHHBIE  PECypPChI0E30MacHOCTH  MH(OPMAIIHL [3aIUTe, Yrpossl GesomacHo-|[OTPEACTATE uHpopma-
GesonacnocTs HE- nojrexame  3a-J{0MyCKAlOTCA  3HAYMTEIbHbIE|CTH HHpopMarm. Ymenus | OHHPIC PECYPCRL, O~
bopmarun; TIUTe, YrpO3BIOMMOKH, TPOSBISETCS HEIO-|0CBOCHBI, HO pomycKarorcs | o KALME 3ALUTE, yrpo-
6e30macHOCTH CTATOYHOCTH YMEHHH, 10 sy [HE3HAUNTEIbHbIE — OLIMOKH, | GesonacrocTi  MH-
uHGOOPMALIUH. nokaszareneid,  OOyYaIOIIUKCS |HETOYHOCTH,  3aTPYAHCHHS bopmamin.  CoGozo
HCTIBITHIBAET 3HAYMTENBHBIC|IPH AHAIMTHYECKHX ornepa-|°cPHPYeT nproGperen-

3aTpyAHEHUS] TP ONEPUPOBA-
HUHM YMEHHSIMHU IIPU UX TIEPEHO-
C€ Ha HOBBIE CUTYyAallHN.

LUsAX, IEPEHOCE YMEHUH Ha
HOBBEIC, HECTaHAAPTHBIC
CHUTYaIIH.

HbIMH YMEHUSIMHU, MpH-
MEHSET MX B CHUTYAIlsIX
MOBBIIIEHHONH  CJIOKHO-
CTH.




BJIAJ1€Th:

BBICOKOH MOTHBa-
LKEH K BBIIOJIHE-
HUIO podeccuo-
HaJIbHOM JesATEelIb-
HOCTH B 00JIaCTH
o0ecreyeHus uH-
(hopMarroHHOI
0e30ITacHOCTH U
3aIUTHl HHTEPECOB
JIMYHOCTH, 001IIE-
CTBa U rocyaap-

CcTBa,

OOyuaromuiics He

BIaJlcET WIH B
HEJIOCTAaTOYHOM
CTEIICHU  BJIAJIEET

BBICOKOW MOTHBA-
Uell K BBIIOJHE-
HUIO Tpodeccuo-
HaJIbHON JIesTCIb-
HOCTH B 001acTu
obecneyeHus
nH(pOpPMaIMOHHON
0e30MacHOCTH |
3al0IUTHl  WHTEpe-
COB JINYHOCTH,
oOImecTea U TOCY-
apcTBa.

OOyyaroluiics BiageeT BbICO-
KOW MOTHBAIlMEH K BBINOJIHE-
HUIO TPO(PECCHOHANBHON Jes-
TEIBHOCTH B 00JacTH obecrie-
YeHUs: WHPOpMaIMOHHON Oe3-
OMACHOCTH W 3aIlUThl UHTEpE-
COB JIMYHOCTH, OOIIECTBA U
rocymapctBa.  OOydaromruiics
HCTIBITHIBACT 3HAYUTEIBHEIC
3aTpyIHEHUs TPH TPHUMEHEHUH
HaBBIKOB B HOBBLIX CUTYyallUAX

OOyJarouuiicss ~ 4acTHYHO
BIIAJICCT BBICOKOH MOTHBA-
LMEH K BBIIOJIHEHHUIO IPO-
(heccHOHATBHON JESTEbHO-
CTH B 00JacTH oOecreueHus
nHPOPMAIIMOHHOH Oe3o1ac-
HOCTH M 3alIUThl UHTEPECOB
JTMYHOCTH,  OOIeCcTBa
roCylapCTBa, HABBIKU OCBO-
€HbI, HO JOIyCKAa[oTCs He-
3HAYUTCIIbHBIC OINOKH,
HETOYHOCTH,  3aTPyJAHCHUSI
[PU AHATUTUYECKUX OIepa-
LUsAX, IEPEHOCE YMEHUH Ha
HOBBIE, HECTaHIapTHEIC
CHUTYAIUH.

u

OOy4aromHiics B TOJTHOM
o0beMe BIaJeeT BBICO-
KOM MOTHBAallU€Nl K BBI-
MOJHCHUIO  TpOdeccro-
HaJbHOU JESITEILHOCTH B
obnactu obecrneueHus
nHpOpMaMOHHOW  0e3-
OTIACHOCTH 3aLUTEL
UHTEPECOB JINYHOCTH,
obmecTtea © rocynmap-
CTBa, CBOOOJHO TMpHUMe-
HSET IOJyYCHHBIC HABBI-
KM B CHUTyalUsX IIOBBI-
IIEHHOM CI0KHOCTHU

u

[IIxans! OLleHUBaHUS PE3YJIbTATOB IPOMEXKYTOUYHON aTTECTALMU U UX ONUCAHUE!

dDopmMa NPOMEKYTOYHOM aTTEeCTALMH: 3a4eT

[TpomerxyTouHas arrectanus o0yvaromuxcs B ¢popme 3auéTa MPOBOAUTCS MO pe3yJIbTaTaM BbI-
MIOJTHEHUSI BCEX BUIOB y4eOHOM paloThl, MPelyCMOTPEHHBIX YUEOHBIM IIJIAHOM IO JaHHOM AMCLU-
IUTMHE (MOJYJII0), IPH 3TOM YUUTBIBAIOTCS PE3yJIbTaThl TEKYIIEr0 KOHTPOJS YCIEeBaeMOCTH B Teue-
Hue ceMecTpa. OLeHKa CTeNeH:! TOCTHKEHUST 00yUYaroIUMUCS ITIAHUPYEMBIX Pe3yJIbTaTOB 00yUYSHHS
JUCHMILIMHE (MOJYJII0) IPOBOAUTCS MPENOIaBaTeIeM, BEAYIIIMM 3aHATHS M0 ATUCLHHUIUIMHE (MOIYJIIO)
METOJIOM 3KCIEepTHOU oneHKH. [Io uToram npomexyTo4HON aTTeCTalluy MO JUCHUILIMHE (MOIYJIIO)

IIxajxa onenn-
BaHuA

Onucanmne

3auTeHo

BeinonHeHb! Bce BUIbI Y4eOHOM paboThl, MpeyCMOTPEHHbIE Y4eOHbIM Tu1aHoM. CTy/IeHT Jie-
MOHCTPHPYET COOTBETCTBUE 3HAHUH, YMEHUI, HABBIKOB, IPUBEACHHBIM B Ta0NHUIIaX MMOoKa3are-
JIel, oTepupyeT MpHOoOPETEHHBIMH 3HAHUSIMHU, YMEHHSMHE, HAaBBIKAMH, IPUMECHSET UX B CHTY-
aIMAX MOBBIIICHHONW CI0XHOCTH. [Ipr 3TOM MOTYT OBITH AOMYIICHBI HE3HAUYUTEIBHBIE OLITHO-
KW, HETOUYHOCTH, 3aTPYJHEHMsI IPU AHAIIUTUYECKUX OINepalysX, IEPEeHOCE 3HAHUW U YMEHUMN
Ha HOBbIE, HECTAHJAPTHBIC CUTYAlLlUH.

He 3aureno

CUTYallUU.

He BeimonHeH ogue wiu 6oee BUIOB Y4eOHOH pabOTHI, MPEIyCMOTPEHHBIX yUeOHBIM ILIa-
HOM. CTY/IEHT JIEMOHCTPUPYET HEMOJHOE COOTBETCTBHE 3HAHMH, YMEHHWi, HaBBIKOB, MpHBeE-
JICHHBIM B Ta0JMIaX MOKa3aTelsei, OMyCKAlTCs 3HAYUTENbHbIE OMIMOKH, MPOSIBISETCS OT-
CYTCTBHE 3HaHUH, yMEHHUH, HABBIKOB T10 sy TTOKa3aTeseil, CTyZASHT UCIBITHIBACT 3HAUYNTEIIb-
HbIE 3aTPYJHEHMs NPU ONEPUPOBAHUU 3HAHWAMU U YMEHUAMH IIPU UX MEPEHOCE HA HOBBIC

BBICTABJIICTCA OLICHKA «3AaYTCHO» HIIN «HE 3aYTECHO».

@DOHIBI OLIEHOYHBIX CPEICTB MPECTABIEHBI B IPUJIOKEHUH K paboueit mporpaMme.




7. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 0O0ecnevyeHHe TUCHUILTUHBI
a) OCHOBHasl JUTepaTypa:

1. ®enopos H.B. OcHoBBI HH(pOpMAIIMOHHON 0€301MacCHOCTH. DIEKTPOHHBIA 00pa30BaTEIbHbIN
pecype. Mockosckwii [Tomutex, 2020- https://Ims.mospolytech.ru/course/view.php?id=561

0) /[ONOJIHHUTEJbHAs JIUTEepaTypa:

1. UYepnora, E. B. NUudopmannonnas 6e30macHOCTh 4esloBeKa : yueOHoe rmocobue s By30B / E.
B. UepnoBa. — 2-e u3n., ucnp. u gon. — Mocksa : M3narensctBo IOpaiit, 2020. — 243 c. —
(Bsicmiee o6pazoBanue). — ISBN 978-5-534-12774-4. — Texct : anekrponHsiit // 9bC HOpaiit
[caiiT]. — URL: https://urait.ru/bcode/449350.

2. Bmayxkos, A. A. 3amura napopmarm : yaeOHoe mocobue st By30B / A. A. BHykoB. — 3-¢ u3.,
nepepad. u gomn. — Mocksa : UznatensctBo FOpaiit, 2020. — 161 ¢. — (Bricmiee o6pa3oBanue). —
ISBN 978-5-534-07248-8. — Tekcr : anekrponnsiii // OBC FOpaiir [caiit]. — URL:
https://urait.ru/bcode/422772

3. Bayxkos, A. A. OcHoBbI HH(POPMAITMOHHON 0E€30MaCHOCTH: 3alUTa HHPOPMALUH : yueOHOe I10-
coOue amst cpeqHero npodeccruoHanbHoro oopaszoanus / A. A. BHyKoB. — 2-€ U31I., UCIIP. U JOI. —
Mocksa : U3narensctBo FOpaiit, 2020. — 240 c. — (IIpodeccuonansuoe odpasosanue). — ISBN
978-5-534-10711-1. — Texkcrt : anexkrponnslii // ObC KOpaiir [caiiT]. — URL:
https://urait.ru/bcode/456793

4. Kazapun, O. B. OcHOBbI HHPOpMAIIMOHHOI 0€3011aCHOCTHU: Ha/I€KHOCTh U OE€3011aCHOCTD MPO-
rpaMMHOT0 o0ecreueHus : yaeOHoe mocooue s cpeanero npodeccruonansuoro oobpazosanus / O.
B. Kazapun, 1. b. llyounckuii. — Mocksa : M3narensctBo FOpaiit, 2020. — 342 ¢. — (Ilpodeccu-
oHanbHOE oOpa3oBanue). — ISBN 978-5-534-10671-8. — Tekcr : anextponssiii // OBC FOpaiit
[caiir]. — URL.: https://urait.ru/bcode/456792

5. Iernos, A. 1O. 3ammra nHopmMaun: OCHOBBI TEOPHH : yUeOHUK AJIs OakajgaBpuaTa U Maru-
crpatypsl / A. 1O. Illernos, K. A. lllernoB. — Mocksa : U3natensctBo FOpaiit, 2020. — 309 ¢. —
(bakanaBp u maructp. Akagemuueckuit kype). — ISBN 978-5-534-04732-5. — Texkcr : anekTpoH-
ueiii // OBC HOpaiir [caiiT]. — URL: https://urait.ru/bcode/449285

6. Kazapun, O. B. TlporpaMmMHO-anmapaTHBIE CPEICTBA 3aIUTH HH(POpMaIuy. 3ammra npo-
IrPaMMHOT0 o0ecreueHus : yueOHUK U pakTUKyM 171 By3oB / O. B. KazapuHn, A. C. 3a0a0ypun. —
Mocksa : U3natenscTBo FOpaiit, 2020. — 312 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-9916-
9043-0. — Tekcr : anektponnsiii / OBC IOpaiit [caiir]. — URL.: https://urait.ru/bcode/452368

7. Bnyxkos, A. A. 3amuTa nnpopmaiu B 6aHKOBCKUX CUCTEMax : yueObHoe rmocodue st Oaka-
nmaBpuara u Maructparypsl / A. A. BHykoB. — 2-¢ u3J., ucrp. u gor. — Mocksa : 31areascTBo
HOpaiit, 2018. — 246 c. — (bakanaBp u maructp. Akagemudeckuit kypc). — ISBN 978-5-534-
01679-6. — Texcrt : anexkrponnsii // DBC FOpaiir [caiiT]. — URL: https://urait.ru/bcode/414083

8. OpraHu3zaMoHHOE H MTPaBoBoOe obOecreueHne NHHOPMAIIMOHHON O€30MMaCHOCTH : YUCOHUK U
MPAaKTUKYM JUIsl cpeliHero npogeccruoHanbsHoro oopasosanus / T. A. Ilonsikoa, A. A. Ctpenbuos, C.
I'. UyGykoBa, B. A. Huecos ; orBercTBeHHbIH penaktop T. A. IlonsikoBa, A. A. CTpenbLoB. —
Mocksa : U3narensctBo FOpaiit, 2020. — 325 ¢. — (IIpodeccuonansnoe odpasopanue). — ISBN
978-5-534-00843-2. — Texkcrt : anexrponnslii // ObC KOpaiir [caiiT]. — URL:
https://urait.ru/bcode/451933



9. Kpunrorpaduueckue MeTOIbI U cpeicTBa 3amuThl HHPopmanuu. byrakosa H.I'., ®enopos H.B.
- Cankr-IlerepOypr: UL "Unrepmenus”, 2019

10. Parosun 1O. H. UnxeHepHO-TeXHUYECKas 3amuTa nHpopManuu: yaeoHoe mocoodue - CaHKT-
[TerepOypr: UL "Untepmenns", 2018

11. Cemenenko B.A. Nudopmannonnas 6e30nacHOCTb : yued. mocoOue /it By30B. - 3-€ U3AaHue
I'pud YMO, 2012

12. Mamtok A.A. MadopmaronHas 6e30mMacHOCTh: KOHLIETITyalIbHbIE U METOJI0JIOTUYECKUE OCHOBBI
3amuThl HHGOpMaIUu: yued. mocodue s By30B. - M.: T'opsiuas nunus-Tenexkom, ['pud MO.

13. NudopmannonHas 6e3onacHoctsb: yuebnoe nocooue / T.JI. ITapteika, .W. ITonos. - 5-e u3.,
nepepad. u gorm. - M.: ®opym: HUL] UHDOPA-M, 2014. - 432c.

14. CrpensuoB A.A. Obecnieuenue nudopmannonHon 6ezonacnoctu Poccuu. Teopernueckue u me-
Tonndeckue ocHoBel. MI'TY, 2009 - 367cC.

B) mnporpamMmMHoe odecrieyenue u UHTepHeT-pecypcehi:

http://bibliotekar.ru/biznes-29/index.htm

http://citforum.ru/security/

http://www.itsec.ru/main.php

http://www.securrity.ru/

JlokanpHBIA 37EKTPOHHBIA yueOHMK 1o HampasieHuio «MHpopmanmonHas 0e30macHOCT» s Oaka-
naBpoB u criermanuctoB. @egopos H.B. CBuaeTenscTBO 0 rocy1apcTBEHHON perucTpanyy nporpaMmMbl
it OBM Ne 2013610300.

6. Omnepanunonnas cucrema Windows 7(wu Hmke) — Microsoft Open License.

Jlnnensust Ne 61984214, 61984216,61984217, 61984219, 61984213, 61984218, 61984215.

agrOdNE

7. Oducusre mpunoxenwns, Microsoft Office 2013 (unm mmxe) — Microsoft Open License.
JInuensusg Ne 61984042.

8. MaTepnajibHO-TeXHHYECKOE 00ecTieYeHre T CIHIIHHbI

s mpoBeleHHs BceX BUAOB 3aHATHH HEOOXOJMMO NMpPE3EHTAHOHHOE 000pyJoBaHHE (MYJIbTUMEINII-
HBIH POEKTOP, KOMIIBIOTED, 3KpaH) — 1 KOMIUIEKT.

I[J'IH MNpOBEACHUSA IMPAKTHICCKUX 3aHITUH H€O6XOZ[I/IMO HaJIMYKUC KOMIBIOTCPHBIX KJIACCOB 060pyz[0BaH—
HBIX COBpGMeHHOﬁ BBIYHMCIUTEIIBHON TEXHUKOW U3 pacueTa OAHO pa60qee MECTO Ha OJHOI'O 06yqaeM0ro.

9. MeToau4eckne peKOMeHIAIUH 1JIsI CAMOCTOSITEIbHON PadoThI CTY/IEHTOB

M3yueHue JUCHUILIMHBI OCYIIECTBIISIETCA B CTPOIOM COOTBETCTBUHU C 11€JIEBOM YCTAaHOBKON B TECHOMU
B3aMMOCBS3U yueOHBIM M1aHOM. OCHOBOM TEOPETHUYECKOM MOJTOTOBKHU CTYICHTOB SIBJISIOTCS JICKIIUU.

B mpormecce caMocTOATENbHOM pabOThI CTYASHTHI 3aKPEIUISIOT M yIIyOJIsIIoT 3HAHUS, TIOJyYeHHBIE BO
BpeMsl ayJIUTOPHBIX 3aHATHUH, TOpaOATHIBAIOT KOHCHEKTHI JIEKIHUH, TOTOBATCS K 3auéTy, a TakXKe CaMOCTOS-
TEJIHHO U3y4aloT OTAEIbHbIE TEMBbI Y4eOHOM MPOrpaMMBl.

Texymuil KOHTPOJIb OCYIIECTBISETCA HAa MPAKTHYECKUX 3aHATHAX, MPOMEKYTOUHBIM KOHTPOIbL OCY-
HIECTBIISIETCS HA 3a4eTe B MMCbMEHHOW M YCTHOU (opme.


http://bibliotekar.ru/biznes-29/index.htm
http://citforum.ru/security/
http://www.itsec.ru/main.php
http://www.securrity.ru/

10. MeTonnyeckue peKOMeHIAIUM AJs MpenoaaBaTesis

[Iporpamma cocraBieHa B cooTBeTcTBHU ¢ DeeparbHBIM TOCYAaPCTBEHHBIM 00pa30BaTellb-
HBIM CTaHAAPTOM BBHICIIET0 00pa3oBaHMs MO HampaBlIeHUIO MoAroToBku Oakamaspos 10.03.01
«MHpopManmoHHas 0€30ACHOCTBY.

IIporpammy coctaBuia: npod. @enopos H.B.

HporpaMMa YTBEPIKIAC€HA HA 3aC€JaHUH Ka(l)e)lpbl «I/IH(l)OpMaIII/IOHHaﬂ 0€30IacHOCTb»

«29» aBrycra 2020 r., mportokou Ne 1

3aBenyromnuit kadenpoit
«MupopmarronHast 6€30MacHOCTb

mpod. K.T.H., H.B. ®enopos



CTpyKTypa U cofepKaHHe TN CHUIITHHbBI

«OcHOBBI HH(POPMALMOHHOH 0€30IACHOCTH»

10.03.01 «MupopManoHHasi 0€30MACHOCTHY

HanpaBnenue noaroToBku

(dbaxanaBpmar)
O6pasoBarenbHas nporpamMmma (mpoduib)
«be30nacHOCTh KOMIIBIOTEPHBIX CHCTEM
(kndep0e30macHOCTL HOBOW MH(OPMAITMOHHOI Cpebl)»
®opma o0yuenusi: Ounasi

Buabl yue6Hoii padoThl, BKJIIOYAS

=l Buasbl camocrosiTe/ibHOM padoThl cTyieH- | Dopmbl
S| 5 g | camocrosiTeabHyio paGoTy cTyaeH-
n/n Paznen | 55 = TOB M TPYA0eMKOCTh B 4acax ToB prrectaium
o| T J | II/C | Jla6. |CPC| KCP |K.P. | K.I. PI'P | Pedepar | K/p 9 3
IlepBblii _cemecTp
1 Tema 1. [Ipenmer, copepkanue U 3ala4l Kypca, €ro MecTo cpeiu
MPYTUX JUCHUILUIMH yueOHoro miaHa. ®@opMbl OTYETHOCTH. 1 0.5 1 ) 2
Tema 2. 3ammra nHpopMannu Kak 0ObEKTHBHAs 3aKOHOMEPHOCTh
2 ABOJTIOLUH TIOCTHHYCTpHaIbHOTO obmecTBa. Hpopmanus u ee pons | 1 25 3 2 6
B COBPEMEHHOM OOIIECTBE.
3 Tema 3. Nadopmanuonnas 06€30MacHOCTh JTMYHOCTH, O0IIECTBA U 1 355 2 2 6
rOCy/apcTBa: COIMAIbHO-TIPABOBBIC ACHEKTHI ’
Tema 4. KomnbprotepHas cucrema (KC) kak 00BEKT 3alIUTHI WH-
4 (hopmarin. YTpo3sl HHPOPMALIMOHHONW OE30MTaCHOCTH B KOMITBIOTEP- 1 6 3 4 8
HBIX CHCTEMaXx.
Tema 5 Dposronius KOHIEIMH WHPOPMAIIMOHHOM 0€30MacHOCTH
> KOMITBIOTEPHBIX cucTeMax. OO0Imas XapakTepucTHKa cpeacTB U Me- | 1 7-8 2 4 8
[TOZI0B 3aLIUThI HH)OPMALIHIH.
Tema 6. O0mas xapakTeprcTHKa OpraHU3allMOHHOTO o0ecreueH s
6 ammTel  MHGopMmanuu. OpraHu3alMOHHO-TIpaBoBoe obOecredyenue | 1 9 2 2 6
AIINTH HHPOPMAIIHH.
7 Tema 7. IoBbienue sxcrutyaTaiiioHHoi HaaexkHoctu KC. 3amum- 1 10 3 2 6
ra MHPOPMALUK B KOMIIBIOTEPHBIX CHCTEMaX OT CIIy4alHbIX yrpo3.
8 Tema 8. . Oxpana o6bekroB KC 1 cpenctpa 3ammutel ”HPOPMALTUT
1] 11-12 4 4 8

OT YT€YKH 110 TEXHUYCCKHUM KaHaliaM. HpOTHBOHCﬁCTBHC nmoacrymm-

11




BaHWUI0. MeTonbl U cpeacTBa 3amuThl KC 0T MOOOYHBIX dJIeKTpoMar-
HUTHBIX U3JIyYCHUI U HABOJIOK.

Tema 9. 3amura KC oT HeCaHKIIMOHMPOBAHHOTO BMELIATEIbCTBA.

9 Mopenu ynpasnenus gocrynom k uHpopmarmu B KC. Mnentuduka- 13-14 4 4 4
U ¥ ayTeHTH(HUKANUS T0Ib30BaTeNNell U pa3srpaHudeHNe UX J0CTyIa
K KOMIIBIOTEPHBIM pecypcam
10 Tema 10 Kpunrorpaduyeckne MeTOAbI 3alIUTHl WHGOPMAIHH. 15 4 4 6
(OCHOBHBIE TIOHSTHUS X METOBI NIH(POBAHUSL.
Tema 11 KommbroTepHble BUPYCH U CPEICTBa aHTUBUPYCHOH 3a-
11 muThl. OOIIMe CBEACHUsI 0 KOMIIBIOTEPHBIX Bupycax IIpodumakrika 16 4 4 6
Bapa)XeHHs BUPYCaMH KOMITBIOTEPHBIX CUCTEM
Tema 12 KomriekcHas 3ammrta MHGOPMAIMKM B KOMIBIOTEPHBIX
12 cucremax (KC3UM). Konuenims cosmanus KC3U B KC. ®yHKIMOHHU- 17-18 4 4 6
oBanue KC31.
Dopma ammecmayuy
Bcero yacoB no AMCHUILIIMHE B IEPBOM CEMECTPE 144 36 36 72
Bcero 4acoB 1o JUCHUILUIMHE 144 36 36 72

12




MHHHUCTEPCTBO HAYKHU U BBICILIEI'O OBPA3OBAHUS
POCCHUIMCKOU ®EJIEPALTUN
®EJIEPAJIBHOE I'OCYJIAPCTBEHHOE BIOJDKETHOE OBPA30OBATEJIbHOE YUPEXJIEHWUE
BBICIIIEI'O OFPA3OBAHMS
«MOCKOBCKHM MOJIUTEXHUYECKHAN YHUBEPCUTET»
(MOCKOBCKHWH IMOJIUTEX)

Hanpasnenue noarorosku: 10.03.01 « Angopmanuonnas 6e30macHOCTb
OII (mpo¢uiip): «be30nacHOCTh KOMIIbIOTEPHBIX CHCTEM
(kubep0Oe30nacHOCTH HOBOM MH(POPMALMOHHOM Cpeabl)»

®opma o0yyeHUs: OUHasA

Bun npodeccnonanbHoi e TENbHOCTH: SKCILTyaTalllOHHAS; IPOEKTHO-TEXHOJIOTMYECKast; IKCIIEPH-
MEHTAJIbHO-UCCIIEI0BATEIbCKAS; OPraHU3allMOHHO-YIIPABIICHYECKasl.

Kadenpa: «TapopmanronHas 6€30macHOCTb»

®OH/I OHEHOYHbIX CPEJICTB
MO JUCHUTIJIMHE

«OcHOBbI HHGOPMALMOHHOM 0€30I1aACHOCTID)

Cocras: 1. IlacopT poHIa OIEHOYHBIX CPEICTB

2. OnucaHue OLEeHOYHBIX CPEJICTB:

CocraBureiib:
npog. ®exopos H.B.

Mockaa, 2020 rog
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Taomauua 1

MMOKA3ATEJb YPOBHSI COOPMUPOBAHHOCTH KOMIIETEHIIUIA

Be3onacHocTh KOMNIBIOTEPHBIX cUcTeM (KHOepOe30nacHOCTh HOBOI HH(OPMALIMOHHOI cpeabl)

®I'OC BO 10.03.01 «<Mupopmanmonnas 6e30MacHOCTH»

B mporiecce 0CBOCHHUS TaHHON TUCIHUILIMHBI CTYICHT (JOPMHUPYET U JIEMOHCTPUPYET CICAYIOIINE
00IMe KOMIIETEHINH

KOMIIETEHIINN TexHoJi0rus ®opma one- .
WH Crenend ypoBHeil 0CBOEHHsI KOMITe-
- DOPMY IHPOBKA TepeyeHb KOMIOHEHTOB (GopMUpOBaHHSI | HOYHOIO e
AEKC KOMIIeTeHIUi cpencTs
Ba3zoBblii ypoBeHb
-3HaTh
CIIOCOOHOCTBIO OHUMATh 3Ha4YeHHE MH(POpMAINK B Pa3BUTHH CO-
COLMANBHYIO 3HAYMMOCTb IHATE: BPEMEHHOTO OOIIECTBA; MHPOPMAIIUOHHBIE
cBOCH Oyymieit IpoQeccHy, | spauerme MHGOPMAIMHE B PA3BUTHH COBPEMEHHOT PECypChl, MOVICHALLHC -3aLINTE, YTPO3bI
06sanath BHICOKOH MOTHBA- |o0I1ecTBa; MH(OPMAIMOHHBIE PECYpPCHI, TOJIEXKA GesomacHocTu HHGOpMALHH
LUEe K BBIOJIIHEHUIO IIPO- | [[HE 3alKTe, yrpo3bl 0e30macHoCTH HHpopMaIum; “YyMCETb
(hecCHOHATBHO AeSTEBHO- yMeTh: Jgeé(unen, C&;V[O— e OTpenensTh I/IH(bopMauHOHng pecypehl,
TOATENbHAS KOJUIOKBHYM | [10UTesKaIy HTE, YIPO3bI aCHO-
OK-5 | cru B o0nactu obecnieyeHyst |ONPENCIATE HHPOPMAIHOHHBIC PECYPCHI, MOICKA paboTa, 7a60- sauer y OJUIEIKAIIHME 3AIUTE, YTPO3bI OE30MACHO
9

nHOpPMaMOHHOH Ge3omac-
HOCTH M 3aLIHATHI HHTEPECOB
JIMYHOCTH, OOIIIECTBA U T'OC-
ynapcTBa, coOoaaTh Hop-
MBI TpoeCCHOHANEHOI TH-
KH

IIHe 3allIUTe, U YTPO3bI O€30MaCHOCTH HHPOPMAIIUH;
BJIAJ€eTh:

BBICOKOM MOTHBAIIUECH K BBIMOJIHEHHUIO TPOdECCHo-

HAJBHON IESTEIFHOCTH B 00J1aCTH 00EeCIIEYEHUS

“H)OPMAITMOHHON O€30MaCHOCTH M 3aIIUThI HHTE-

PECOB JIMYHOCTH, OOILECTBA U TOCYIAPCTBA;

paTopHBIE 3a-
HATHSA

CTH MH(OPMALIH.
- BIIAJICTh

IloBbIlIEHHBbIN YPOBEHb

BBEICOKOHW MOTHBAIMEH K BBIIIOJTHCHUIO
po(heCCHOHATBFHON IeATENEHOCTH B 00-
jacTy obecredeHnst HH(pOPMaIHOHHON
0€30TMaCHOCTH | 3aIIUThI HHTEPECOB
JNYHOCTH, 00IIeCTBA M TOCYJapCTBa, CO-
0Jr01aTh HOPMBI MPO(HECCHOHATEHON
3TUKHU
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11.

12.

13.
14.

OneHo4HbIe cpeacrea aJis Telcymeii aTrTeCTalum
OneHo4HbIe cpeacrea aJis Telcymeii aTrTreCTalnmum

DJIEeKTPOHHBII TecT

OueHoYHBIE CPeICTBA /1JIsl MPOMEKYTOUHOI aTTecTAlNU
3auer.

Coucokx BOIIPOCOB JIUIA 3a4€Ta 110 JUCHUIIJINHE.

WNudopmanus Kak cpeicTBO OTPAKEHHsI OKPYIKAIOIIEr0 MUpa U KaK CPeJICTBO €ro MO3HaHUS.
KosnyecTBeHHbIE OLICHKH U IIOKA3aTeIN KayecTBa HHPOpMALIUK.

OBosonus MHGOPMAIIMOHHBIX MpolieccoB B obuiecTBe. MH(popMaTH3anys 1 KOMIbIOTEpU3a-
usi. HpopMalmonHsle pecypebl, TPOIyKThl U yciayrd. OObeKTHBHAS HEOOXOIUMOCTh U 00-
IeCTBEHHAsI MOTPEOHOCTH 3aIIUTHI HHPOPMALIUH.

Nudopmannonnas 6€30macHOCTh JIMYHOCTH, OOIIECTBAa U TocyaapcTBa. MaccoBasi U KOH(H-
JeHIanbHas nHbopManus. Busl TaitH.

NudpopmanronHas 0e30macHOCTh KaK COCTaBJISIIOIIAs HAllMOHAJIbHOM Oe3omacHOCTU. 3agauu
rocynapcTBa B 3Toi obnactu. MHpopManmonHoe opysxue, HHPOPMAIMOHHbIE BOWHBI U TEp-
popusM. I'ocynapctBenHble opransl PO, peanusyronme pyHKuun odbecnedyeHus: nHpopmanu-
OHHOM 6€301acHOCTH.

Kommreiorepnas cucrema (KC) kak 00beKT 3amuThl HHGOpMAUU. YTPO3bl HHPOPMAITMOHHOM
6e3onacHoctu B KC. Knnaccugukanus yrpos.

OO01mas XxapakTeprCcTHKA CIIyd4alHBIX yrpo3 nHpopMannoHHoi 6e3omacHoctu B KC.

OOm1ast xapakTepuCcTHKa MTpeTHAMEPEHHBIX Yrpo3 nHpopMarmonHoi 6e3onacuoctu B KC.
OBoJrouUs KoHLEeNIuu uHpopmaironHoit 6e3onmacHocty B KC. OcHOBHbBIE MPUHIUIBI 0Oec-
neyeHus nadopmannonHon 6eszonacuoct B KC. Tlonutuka 6e3o0macHoCTH.

Peanuzanus yrpo3 uHdopmarmonHoi 6e3onacHocty B KC myTeM HecaHKIIMOHHMPOBAHHOTO
noctyma (HCJ). Knaccudukamms xkanamoB HCJI. CoOupaTenbHblii 00pa3 MOTEHIIMAIBHOTO
HapyIIUTeNs.

O06o0uienHble Mosienu cucTteMsbl 3amuThl nHpopmanuu B KC. OnHOypoBHEBBIE, MHOTOYPOB-
HEBBIE U MHOTO3BEHHBIE Mojenu. OOmas XapakTepucTUKa CPeICTB M METOJIOB 3aIIUTHI WH-
¢dopmanuu B KC.

OOmas xapakTepUCTHKa OPraHMU3allMOHHBIX MEpPONpUATHH, 00ecCreunBamnX HHPOpMaIH-
onHyto 6e3zonacHocTs KC. OcHOBHBIE 3a71aui CITyKObI 0€3011aCHOCTH.

Heo6xoaumMocTh MpaBoBOro peryjavpoBaHus B 00sacTH 3amuThl HHGopMarun. Mudopmarus
Kak OOBEKT mpaBa COOCTBEHHOCTH. [IpaBOOTHOIIEHHSI COOCTBEHHHKA, M IMpaBooOIagaTesns
WH(OPMALIMOHHBIX PECYPCOB.

OTeyecTBEHHOE 3aKOHOJATEIBCTBO B 00JaCTH MHPOPMALIMH U 3aIUTHI HH(POPMAIIHH.
OTBETCTBEHHOCTH 3a MIPABOHAPYIICHUS ITPU PAbOTE C KOMIBIOTEPHBIMU CUCTEMAMHU.
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OkcmutyataniMoHHas HaJaeXHOCTh KC Kak MCTOYHUK BO3HUKHOBEHUS CIyYallHBIX YIpo3 HMH-
dbopmarmonHoir 6e3omacHoctH. Ilytm ee moBbimeHUs. Pe3epBupoBaHME TEXHUYECKHUX
cpeacts. [IporpamMmMHO-anmapaTHbiii KOHTPOJIb U TECTUPOBAHMUE.

OnTtumuzaius B3auMoaencTBus noinb3oBatenst ¢ KC kak cpeacTBO MperoTBpAIEHUS OIIH-
OOUYHBIX OIEepaluil cIy4aiHOro Xxapakrepa.

[TomexoycroitunBoe KoaupoBaHue. M30bITOUHBIE KOABI Ui OOHApY)KEHUS U HCIPABICHUS
cirydaitHbIX omuook B padote KC.

Hyb6nupoBanue nHdopmaimm Kak cpeicTBO napupoBanus yrpo3 6e3zonacHoctu B KC. MHo-
roypoBHeBoe ayonupoBanue. Texnomorus RAID.

Munumuzanus ymep0a, Hanocumoro KC aBapusiMu ¥ CTUXUMHBIMH O€CTBHUSIMH.

Cucrema oxpanbsl 00bekToB KC.

OO11ast xapakTepuUCTHKa TEXHUYECKUX KaHaJIoB yTeuku uHpopmarmu B KC.

Mertoab! u cpencTBa 3amuThl nHGopMauu B KC oT yTeuku 1o kaHajgam MoOOYHBIX 3JIEKTPO-
MarHMTHBIX U3Jy4YE€HUN U HaBOJOK.

CpencTBa MpOTHUBOJACHCTBUS MOACTYIIMBAHNS U TUCTAHIMOHHOMY HAOJIIOICHHIO.

ba3oBble NpUHIUIIEBL, JIEKaIIMEe B OCHOBE Mojeneil nonmutuku 6ezonacHoctd B KC. Matpuu-
Has (IMCKpELUMOHHAs) MOJIEb M MaHIaTHAas (TIOJTHOMOYHAs) MOJIENb YIIPABIECHUS JOCTYIIOM K
pecypcam KC.

Wnentuduxanus u ayrentuduxaims cyorexkroB gocryna k pecypcam KC. ITaponbabie MeTo-
IIbl U OLIeHKa UX 3P peKTuBHOCTU. bruomeTpruyeckue MeTobl.

CpenctBa n MeTOBI pasrpaHudeHus gocryna k pecypcam KC.

3amuTa nporpaMmubsIx cpencts KC OoT HECaHKIIMOHMPOBAHHOIO KOIIMPOBAHMS U UCCIIE0BA-
HUS.

3amuTa OT HECaHKIIMOHUPOBAHHOT O M3MeHeHus cTpykTypsl KC B npornecce akcmtyaranuu.
KoHTpoJIb IETOCTHOCTH MTPOrpaMM U JaHHBIX B mporecce 3kcruryaranuu KC.

OO011ue NoHATHS, UICTOPHS Pa3BUTUA U KJIacCU(pUKALUs KPUNTOrpapUuecKux CpecTB.

OO0mas xapakTepucTUKa pa3NuYHbIX MeToJ0B mudpoBanus. Kpunrocroiikocts. Hludpona-
HUE C CHMMETPUYHBIM U HECUMMETPUYHBIM KITFOUaMHU.

[udpoanue metogoM 3amensl. [IpocTas, nonauandaBuTHAs 1 MHOTO3HAYHAs 3aMEHA.
[HudpoBanre METO0M MepecTaHOBKH. MapiipyTHbIe IepecTaHOBKU. [I0BOPOTHBIE pEIIETKH.
AHaIUTHYECKHE METO/IbI IH(PPOBAHHUS.

udpoBaHre METOIOM TaMMHUPOBAHHSI.

Cucrempl mudpoBaHUsl C OTKPBITHIM KitoUuoM. OIHOCTOPOHHHE (YHKUIUHU. DIEKTPOHHAs
uugposas noanuch. Anroput™ mudponanus RSA.

OTteuecTBeHHBIE U 3apyOEKHBIE CTAHIAPTHI MIU(POBAHUS.

OO1as xapakTeprcTUKa U KilacCU(pUKaIKs KOMIIBIOTEPHBIX BUPYCOB.

Mexanu3m 3apaxeHus (paiaoBbIMU U 3arpy304HbIMU Bupycamu. OCOOEHHOCTH MaKpOBHPY-
COB.

CpenctBa, ucnoab3zyemsble 1Ji1 00HapYKEHUSI KOMIIbIOTEPHBIX BUPYCOB.

[TpodunakTrka 3apakeHUss KOMITBIOTEPHBIMEI BUPYCaMH.

AHTUBUPYCHBIE CPEACTBA ISl JICUEHUS M YJAICHUS KOMITbIOTEPHBIX BUPYCOB. [Iporpammei-
nonudaru. DBpUCTUYECKUE aHATTU3ATOPHI.

UYem BbI3BaHA HEOOXOIMMOCTh Pa3pabOTKU CTaHAAPTOB 1Mo 3anuTte nHpopmanun? Oxapaxre-
pHU3yiiTe OTeueCcTBEHHbIE HOPMATUBBI U 3apyOeKHbIE CTAaHIAPTHI B 3TON 00IaCTH.
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CopnepxaTenbHbli CMBICT MOHATHS KOMIUIEKCHON cucTeMbl 3amuThl nHPopmanuu (KC31) B
KOMIIBIOTEPHBIX cUcTeMax. OCHOBHbIE MPUHLUIIBI U MOJIOKEHUS, peaIU3yIOInue CUCTEMHBIN
noaxon k noctpoenuto KC3U.

OyHKIMKM ¥ 33124 3aIUThl, MEXaHU3MBbl 3alUTHl, YPOBEHb 3alMIICHHOCTH, yNpaBIICHUE
3alIUTOM U Apyrue 6a30Bble MOHATHUS, UCIIONB3yeMble TpH (popmupoBanuu KC3U.
OomiereopeTrueckas mocraHoBka 3anaun ontummuzanun KC3M Ha ocHOBE BHIOPAaHHOTO KpH-
Tepust 3PpPEKTUBHOCTH 3alTUTHI.

OcHoBHbIE TeXHOJOrHYeckue 3tamnsl pazpadorku KC3U.

CpenctBa MosienupoBaHus, NpuMensieMble 11t ontumuzanuu KC3U.
OpraHu3alMOHHO-TEXHUYECKUE MEPONPUATHs, MPOBOAMMBIE B IIPOLECCE HKCIUTyaTallH
KC3H.

3azauu, pemaeMsble OACUCTEMOM ayauTa B cocTtase 3amunieHHbx KC.
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