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1 Hexau, 327241 ¥ NVIAHKPYeMble pe3yJbTAThI 00y4YeHH M0 AUCHHMILIMHE

K ocHOBHBIM meJassM OCBOCHHMA JHCIHUIIIMHBI «OCHOBEI CETEBBIX TCXHOJIOTHM» cJIceayer
OTHECTU:

° YCBOCHHUC MMOHATUH U METOOJO0B JUCHUIIIIMHBI.

K ocHOBHBIM 3agadaM OCBOCHUA MUCHUIIINHBI «OCHOBBI CETEBBIX TCXHOJIOTHI CIIeayeT

OTHECTH:
. 03HAaKOMIJICHHE CTYJICHTOB C IIPUHLNAIIAMH ITIOCTPOCHHUSI KOMIIBIOTEPHBIX CETEH;
. n3ydyeHue npuHuuIoB [P-agpecanny;
. (hopMHpOBaHHME HABBIKOB aIMUHUCTPUPOBAHMSI KOMITBIOTEPHBIX CETEH.

OOyuyenne 1o gucnuiuiiHe «OCHOBBI CeTeBBIX TEXHOJOTrMi» HANpaBlIeHO Ha
dhopmupoBaHue y 00yqarOMMUXCs CASAYIOMMNX KOMITETSHITHH:

Koa n HanmeHoBaHne KoMIeTeHIMi NuankaTopsl 10CTHKEHUS] KOMIIETEeHIHH
OIIK-2. CnocoOeH MpUMEHSITh 3HATD:
WH(POPMAITMOHHO-KOMMYHUKAITHOHHBIE ®  NPUHUMIB! QYHKIMOHUPOBAHUS

BBIYHCIIMTEIBHBIX CETEH U KOMIIJICKCOB,
° OCHOBHBIC PCHICHUSA 10 TOCTPOCHUTO
(1)1/131/1‘{60](01"0, KaHaJIbHOT'O, CETEBOI'O U

TEXHOJIOTHUH, IPOTPAMMHBIC CPEACTBA
CUCTCMHOI'O Y IPUKJIAJHOTO Ha3HAYCHUS, B

TOM YHUCJIC OTCHYECTBCHHOI'O IIPOU3BO/JICTBA, TPaHCIOPTHOTO ypOBHefi;

JUTSI pelieHus 3a1a4 mpoPeCcCHOHATbHON ®  OCHOBHBIC CTAHJIAPTHI B 00IACTH

NEATENbHOCTH UH(PDOKOMMYHHUKAIIHOHHBIX CHCTEM U CETEBBIX
TEXHOJIOIHiA;

®  [IPUHIMIIBI HOCTPOCHUS COBPEMEHHBIX
KOMITBIOTEPHBIX CETEH U OCOOEHHOCTH UX
9KCILTYyaTaluH;

®  METOABI U CIIOCOOBI MPOrPaMMHOI peanu3aluu
CETEBOr0 B3aMOJCHCTBUS B BHIUUCIUTEIBHBIX
CeTsIX;

®  METOABI IPOEKTUPOBAHUS JTOKAIBHBIX U
KOPIOPaTHBHBIX BBIUUCIUTENbHBIX CHCTEM;

®  OCHOBBI CEpPBUCHO-IKCILTYaTal[MOHHON

JACATCIIbHOCTH.
OIIK-7. CiocoOeH HCHOJIb30BaTh SI3BIKU yMeTh:
MIPOrPaMMUPOBAHUS U TEXHOJIOTHH ®  HacTpauBaTh Pa3IMYHOE CETEBOE
pa3pabOTKH MPOrpaMMHBIX CPEJICTB JIJIs obopynoBaHue.
penieHus 3a1a4 npodeccuoHaTbHON BJAaJETD:
NeSITeTbHOCTH ®  HaBbIKaMH (HOPMHUPOBAHUSA OACETEN.

2 MecTo TMCUMILIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOI NPOrpaMMbl

JucuuruinHa «OCHOBBI CETEBBIX TEXHOJIOTMI» OTHOCUTCA K YHUCITY MpPO(hecCHOHAIbHBIX
y4eOHBIX TUCHMIUIMH oO0s3aTesibHON yacTu 1ukia (b.1) ocHOBHOM 00pa3oBaTesbHON MPOrpaMMbl
(b1.18).

W3yueHne AMCHUIUIMHBI ONMHMPACTCd Ha 3HAHMS, YMEHHS M HaBBIKHM, MPHOOpPETEHHBIE B
MPEIIECTBYIOUINX TUCHUITTMHAX: « OCHOBBI HH(OpMaIMOHHOM Oe3omacHocTH», «OcHOBBI MKTH.



3 CrpykTypa u coiepKaHue TUCUUILTHHBI

OOmass TPyIOEMKOCTh JUCHHIUIMHBI COCTAaBJIsIeT 4 3aueTHBIX eAWHUIBL, T.e. 144
aKaJIeMUYeCKUX 4acoB (JlaboparopHble 3aHATHA — 72 Yac, caMOCTOsITeNbHas pabora - 72 4acos,

(hopMa KOHTPOJISI — IK3aMEH) B 2 ceMeCTpe.

3.1 Buabi yueoHoii padoThl H TPYA0EMKOCTb

(mo ¢popmam oGyueHUs )

3.1.1 Ounas ¢popma oOyueHus

Ne CemecTpsl
. KounuecTBo
n/n Bua yueOHoii paGoThl Cemectp Henens
4acoB
cemecTpa
1 | AyauTopHblie 3aHATHSA 72 2 1-18
B ToMm uucne:
1.1 | Jlexuun
1.2 | CemuHapckue/mpakTUIECKUE 3aHATHS
1.3 | JIabopaTopHbIe 3aHATHS 72 2 1-18
2 | CamocTrosiTeabHas padoTa 72 2 1-18
3 | IlpoMexxyTOUYHAsI ATTECTAIHUSA 2 19-21
DK3aMeH
Hroro: 144




3.2 TemaTnuyecKuii MJIaH U3yYeHUS TUCIIUTIHMHBI

(o ¢popmam o0yueHust)

3.2.1 Ounas ¢popma oOyueHus

TpyroeMkKocThb, Yac

AynuTopHas padora

Camoc
J:/') Pa3nenbl/TeMbl CeMHH/ap Jlabop | Ilpaxt TOSATE
AUCHMILTUHBI Bceero | Jlex CKHC ATOPH | MHCCK | 1y has
n MpakThye| ble A
11501 padort
CKH€ | 3aHATH | MOJTOT a
3aHATHUS s OBKa
1 | Co3manue u HacTpoilka OJHOPAHTOBOM 8 4 4
CeTH
2 | Co3gaHue KOMIIBIOTEpHON ceTH ¢ 8 4 4
MTOMOIIBI0 MapIIyTU3aTOPa
3 | 3HaKOMCTBO C OCHOBHBIMU CETEBBIMH 8 4 4
cIryx06amMu
4 | YcraHoBKa u HacCTpoika OECTIPOBOIHOM 8 4 4
CeTH
5 | Hacrpoiika 6e301macHOCTH 8 4 4
KOMIIBIOTEPHOU CETH
6 | [louck wu ycrpanenue mnpoOneM B 8 4 4
KOMIBIOTEPHBIX CETAX
Co3nanue CXEMBI IO IKJIIOUYEHU N
7 | mocraBmmka ycayr HWarepHera mpu 8 4 4
ITOMOIIIN cpencTBa TPacCUpPOBKHU
Mapuipyra Traceroute
8 | Co3nganue noacere 8 4 4
9 | llepBuunas HacTpoMKa 8 4 4
MapuIpyTHu3aropa
Hactpoiika MapuIpyTu3aropa c
10 HCIIOJIb30BaHUEM uHTepdeiica 8 4 4
KomaHJIHOU cTpoku [0S
11 | Hacrpoiika kommyTraTopa 3 4 4
12 | IlnanupoBanue moaepuuzanuu WAN 8 4 4
Hacrpoiika YIaIIEHHOTO
13 MapIIpyTH3aTopa C MIOMOIIBIO 8 4 4
nporokosa SSH
14 | Pabota c¢ IP wmapmpytusanueii wu 8 4 4
MPOTOKOJIAMUA MAPHIPYTU3ALUH
15 | Pabora ¢ cucremoil NOMEHHBIX HUMEH
8 4 4
DNS. IIpocMoTp Be6-3amIpOCOB.
16 | Hcnons3oBaHue 3x0-3ampoca. 3
17 | llouck wu ycTpaHeHue mpodIEM B 8 4 4

paboTe ceTu.




18 | Padora ¢ IP wmapmpyrusanueir wu 8 4 4
POTOKOJAMHU MapUIPYTH3ALUU
HTroro 144 72 72

4 Y4eOHO-MeTOANYECKOE U HH(POPMAITMOHHOE 00ecTiedeHue

4.1 OcHoBHasi IuTEpaTypa

CeT M TeNEKOMMYHHKALUMHU : Y4eOHMK U mpakTukym s By3oB / K. E. Camyiinos [u
np.] ; mox penakmueii K. E. Camyitnosa, U. A. lllamumoga, /. C. Kyns6oBa. — 2-¢ u3j.,
nepepad. u gon. — Mocksa : M3zngarensctBo IOpaiit, 2023. — 464 c. — (Bricuee
obpazoBanme). — ISBN 978-5-534-17315-4. — Tekct : OSIeKTPOHHBIH //
OopazoBarenbHas wiathopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/532855.
CeTH ¥ TEIIEKOMMYHHKAIINH : YIEOHUK M MPAKTHKYM JJISI CPEAHETr0 MPOPECCHOHATHLHOTO
ob6pazoBanust / K. E. CamyiinoB [u ap.] ; non pemakuueir K. E. Camyiinosa, 1. A.
Mamumosa, JI. C. KynsboBa. — 2-e u3n., nmepepad. u jgon. — Mocksa : M3natenscTBo
IOpaiit, 2023. — 464 c¢. — (IIpodeccuonanproe odpazoBanue). — ISBN 978-5-534-
17310-9. — Tekcr : amexTpoHHEIH // OOpa3zoBarenbHas iardgopma FOpaiit [caiiT]. —
URL: https://urait.ru/bcode/532849

Tpodumon, B. B. TI'noGanbHble M JOKaldbHBIE CETH : yueOHMK i By30B / B. B.
Tpodumos, M. U. bapabanosa, B. 1. KusieB. — 4-e uzn., nepepad. u gon. — Mockaa :
MznarensctBO FOpaiit, 2023. — 162 ¢. — (Bricmiee o6pazoanue). — ISBN 978-5-534-

17504-2. — Texcr : snektpoHnHsbIil // OOpa3zoBarenbHas 1iargopma FOpait [caiT]. —
URL.: https://urait.ru/bcode/533206
3amsarura, O. M. BoluncnurenbHble CUCTEMBI, CETH W TEJIEKOMMYHHUKAIIUH.

MogenupoBanue cereit : yueOHoe mocodue ais By3oB / O. M. 3amsaruna. — Mockaa :
MznarensctBO FOpaiit, 2023. — 167 ¢. — (Bricmiee oo6pazoanue). — ISBN 978-5-534-
16305-6. — Texcr : anmekrpoHnHsbIil // OOpa3zoBaTenbHas miatdopma FOpaiT [calT]. —
URL.: https://urait.ru/bcode/530772.

4.2 JlonoiHUTEIbHASA JTUTEPATYypa

. HpOMBIH_IJ'IeHHBIC BBIYMCIIUTCIIBHBIC CCTH: y‘l€6H06 OJICKTPOHHOE H3IaHHUC y‘l€6H06

nocobue : [16+] / U.A. Enuzapos, B.H. Hazapos, B.A. Iloronun, A.A. TpeThsKoB ;
MunuctepctBo oOpa3oBanusi u Hayku Poccuiickoit ®enepanuu, TamO0oBCKHit
rOCyJapCTBEHHbIM TexHu4yeckuil yHuBepcurer. — Tam6oB : ®I'BOY BIIO "TI'TV",
2018. — 162 c. : Tabmn., rpad., cxem., un. — Pexum pocryna: mo momamucke. — URL:
http://biblioclub.ru/index.php?page=book&id=570443 (mara obpamenus: 18.08.2019). —
bubmuorp.: c. 156-157. — ISBN 978-5-8265-1933-2. — TekcT : 3eKTpOHHBII.

. I'mankux, T.B. MndopmanrionHsie cucTeMbl U ceTH : yuebHoe nocodbue / T.B. ['maakux,

E.B. BoponoBa ; MuHnucrepctBo oOpa3oBanuss u Hayku P®, Boponexckuii
rOCYJApCTBEHHBIM YHUBEPCUTET MHKEHEPHBIX TEXHOIOIUN. — BopoHex : Boponexckuii
rOCyZIlapCTBEHHBIN YHUBEPCUTET MHXKEHEPHBIX TexHosorui, 2016. — 88 c. : cxem., ui.,
TabII. — Pexum JOCTyHa: mno MOMUCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=481994 (nata obpamenus: 18.08.2019). —
bubGmuorp. B ku. — ISBN 978-5-00032-189-8. — TekcT : 31€KTpOHHBIH.



https://urait.ru/bcode/532855
https://urait.ru/bcode/532849
https://urait.ru/bcode/533206

3. Kosran, H.M. Komnbsiorepnsie cetn : yuebHoe mocodbue : [12+] / H.M. Kosran. —
Munuck : PUIIO, 2014. — 180 c. : cxem., ui., Tabn. — PexxuM qocTyma: mo MOJIIMHICKe. —
URL:  http://biblioclub.ru/index.php?page=book&id=463304 (mara  oOpaineHus:
18.08.2019). — bubauorp. B ku. — ISBN 978-985-503-374-6. — TekcT : 3J1eKTPOHHBIN.

4. TIlyroBkun, A.B. Cern mnepemaun JaHHbIX :@ ydyeOHoe mocobue / A.B. IlyroBkuH ;
MunucrepctBo  oOpasoBanusi u  Hayku Poccmiickoit  ®epeparmmm, Tomckwuii
lNocynapcrBennsiii Yuusepcuter CucteM Ynpasnenus u Paguosnekrponuku (TYCVYP).
— Tomck : @akynbreT auctaniuonHoro ooyuenust TYCYPa, 2015. — 138 c. : cxem. ,ui.,
TadI. — Pexum JOCTyTa! o TIO/IMTHCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=480793 (nara oopamenus: 18.08.2019). —
bubmmorp.: ¢. 131-132. — TekcT : 3MeKTPOHHBIN.

4.3 DJ1eKTpOHHBbIE 00pa3oBaTe/IbHbIC PECYPCHI

DneKTpOHHBIN 00pa30BaTeNbHBIN pecypc Ha pa3paboTKe.
5 MarepuanbHO-TeXHHUYECKOE o0ecneuyeHue

Jlnst mpoBefieHUST BCEX BHUOB 3aHATHH HEOOXOAMMO TMPE3eHTAIlMOHHOE O000OpyIOBaHHUE
(MynbTUMEIUNHBIN IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jlia mpoBeneHus: 1a00paTOPHBIX 3aHATUN HEOOXOIMMO HaJIMuKe KOMIbIOTEPHBIX KJIACCOB
000pYIOBaHHBIX COBPEMEHHOW BBIYMCIIMTEILHON TEXHMKOW M3 pacdyeTa OJHO pabodee MECTO Ha
0JIHOTO 00y4aemMoro.

OobopynoBanue u annmaparypa:
Kommnrsrorep ¢ onepanmonHoi cucremoit Microsoft Windows.
KommyTtaTop, mapmipyrusaTop.

IIporpaMmmHoOe oOecriedyeHUe U HHTEPHET-PeCypPChl:
1. Be6-6payzep Chrome.
2. Microsoft Office.
3. Cisco Packet tracer.
4. Wireshark.

6 Meroanueckue peKoMeHaaluU

6.1 MeTonnuyecKkne peKOMeHAAINH JIJIsl IIPENoAaBaTeNs 0 OPraHu3aluu
00y4eHus

HpI/I MOATOTOBKE K 3aHATHAM CJIICAYCT MPCABAPUTCIBHO npopa60TaTL MaTepuall 3aHATUA,
npeaAyCcMOTpeB €ro noJgady ToO4HO B OTBCACHHOC JJId 3TOI'O BpEMs 3aHATHA. CJ'IC,Z[yeT IHOATOTOBUTH
HeO6XOI[I/IMBIe MaTepuajibl — TCOPETUUYCCKUC CBCACHHA, 3ada4u U Jp. HpI/I IMPOBCACHUUN 3aHATHA
CJICAYCT KOHTPOJUPOBATH MOAAYy MaTepuajla U pPCUHICHUC 3aJlaHuM C y4€TOM yqe6H0r0 BpPEMCHU,
OTBCACHHOI'O IJIs 3aHATHA.

HpI/I IIPOBEPKE pa60T N OTUYCTOB CJICAYCT YYHUTBHIBATH HC TOJIBKO IMPABUJIIBHOCTDH BBITIOJIHCHU A
3a,[[aHPII>i, HO W OIITHUMAJIbHOCTH BBI6paHHLIX MCTOHOB PCIICHUSA, ITPABUIIBHOCTD BBIINIOJIHCHHA BCEX
€ro maros.



6.2MeT0m/lqec1me YKazaHust AJast oﬁyqamumxca 10 OCBOCHHIO JUCHHUIIJINHBI

HSy‘-IGHI/Ie AUCHUIUIMHBI OCYHICCTBJIIACTCA B CTPOTOM COOTBETCTBUU C I.[CJICBOFI yCTaHOBKOﬁ B

TECHOM B3aUMOCBSI3U y4yeOHbIM IJJaHOM. (OCHOBOH TEOPETUYECKON IOATOTOBKU CTYIEHTOB

SABJIAIOTCA JICKIIUU.

B mpormecce camocTOSITENBEHOW pabOTHI CTYACHTHI 3aKPEIUISAIOT W YIIyOJsIOT 3HAHWS,

IMOJIYYCHHBIC BO BpPCMA ayJUTOPHBIX BaHﬂTI/H\/JI, TFOTOBATCA K 3K3aMCHY, a4 TAaKKE CaMOCTOATCIbHO

U3Y4aloT OTAEJIbHbIE TEMbl YU€OHOM POrpaMMBl.

7/ MoHJ OLIEHOYHBIX CPEJCTB

7.1 MeToabl KOHTPOJIS U OLlECHNBAHUSA Pe3y/JIbTAaTOB 00yUeHHUs

B mponecce 00ydeHuUs: MCMOJIB3YIOTCA CIEYIOLINE OLICHOYHbIE (OPMBI CAMOCTOSITEIBHOMN

paboThl CTYIEHTOB, OLICHOYHbBIE CPEJICTBA TEKYLIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXKYTOUHBIX

aTTEeCTAllUuN:

® BBINOJIHEHHE J1a00PaTOPHBIX padoT;

® DK3aMCH.

7.2 llkana u KpUTEpPHUHN OLleHUBAHUSA Pe3yIbTATOB 00yUeHHUS

[lokazarenem oOlEHUBaHUS KOMIIETEHLMH Ha pa3IMYHBIX J3Tanax WX Q(OpPMUPOBAHUS

SABJIACTCA OOCTUIKCHUC O6y‘IaIOHII/IMI/IC$[ IIaHUPYEMBIX PE3YIIBTATOB o6yquH$[ 10 AUCHHUIIIINHE

(Momyi0):

OlIK-2 Cnoco6eH npuMeHATh HHPOPMALMOHHO-KOMMYHUKAIIMOHHbIE TeXHOJIOTMH, TPOIPAMMHBIE CPeICTBA
CHCTEMHOI0 M NPUKJIATHOI0 HA3HAYEHMsI, B TOM YMcJIe 0Te4eCTBEHHOI 0 IPOM3BOJICTBA, VISl PelleHUs 3214
11podecCHOHAJILHOI AesITeTbHOCTH

Kputepun onennBanus
IToka3zaTein
2 3 4 5
3HATh: OOyyaromuiics OOyuaromuiics OOyuaromuiics OOyuarommiics
3HATh: JEMOHCTPHPYET JEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
. TIPUHLUIIBI MIOJIHOE  OTCYTCTBHE | HEMOIHOE COOTBETCTBHE | YaCTHYHOE MIOJIHOE COOTBETCTBHE
(YHKIIMOHNPOBAHUS WIA HEIOCTaTOYHOE | CIEAYIOIIMX 3HaHMIL: COOTBETCTBHE CJIEYIOLINX 3HAHHH:
BBIYHCITUTEIBHBIX COOTBETCTBHE 3HATh: CIIENYIOLINX 3HAHUH: | 3HATh!
ceTell 1 KOMIUIEKCOB; | CIEAYIOIIMX 3HaHMM: | ® TPUHIIAIIBI 3HATh: . TIPUHIIUIIBI
. OCHOBHBIE . 3HATh: (hyHKIIOHNPOBAHUS . TPUHIIUIIBI (YHKIIOHUPOBAHHUS
peneHus m | * TIPUHLIUIIBI BBIUHCIIUTENbHBIX CeTell | (D)YHKIMOHHUPOBAHUS | BBIYUCIMTEIBHBIX
IIOCTPOCHHIO (YHKIIMOHMPOBAHUS | M KOMIUIEKCOB; BBIYHMCITUTEIBHBIX ceTell 1 KOMIIJIEKCOB;
¢usmueckoro, BBIYHCITUTETBHBIX . OCHOBHBIE ceTeil 1 KOMIIJIEKCOB; | * OCHOBHBIE
KaHaAJIHOTO, CETEBOT0 | CETeW M KOMIUIEKCOB; | PELICHHS MO . OCHOBHBIE pemIeHust o
u TPAHCIIOPTHOTO | * OCHOBHBIE MTOCTPOEHHIO pemieHus 0 | MOCTPOEHHIO
YpOBHEH; perreHus mo | (hu3H9IecKoro, TTOCTPOCHHIO (U3NIECKOro,
. OCHOBHBIE TIOCTPOCHHIO KaHAJIHOTO, CETEBOTO M | (hPHU3UUECKOrO, KaHaJIbHOTO, CETEBOT0
CTaHAAPTHI B 00NacTH | (U3MIECKOro, TPaHCIIOPTHOTO KaHaJIbHOTO, U TPAHCIIOPTHOT'O
WHPOKOMMYHHUKAIINO | KaHAIBHOTO, YpOBHEM; CETEBOrO U | YpOBHEW;
HHBIX ~ CHCTEM U | CETEBOTO uj-e OCHOBHBIE TPaHCIIOPTHOT'O . OCHOBHBIE
CETEBBIX TEXHOJNIOTHH; | TPAHCHOPTHOTO CTaH/apTHl B 00IaCTH YPOBHEH; CTaH/APTHI B 00IACTH
. TIPUHIUTIBI YPOBHEIH; MHQOKOMMYHUKAIIMOHH | * OCHOBHBIE MH()OKOMMYHHKAITHO
TIOCTPOCHHUS . OCHOBHBIE BIX CHCTEM M CETEBBIX CTaH/IaPTHI B 00JACTH | HHBIX CHCTEM U
COBPEMEHHBIX CTaH/apTHl B 00JIaCTH | TEXHOJOTHIA; MH()OKOMMYHHKAIIO | CETEBBIX TEXHOJIOTH;
KOMITBIOTEPHBIX CeTel | MH)OKOMMYHHUKAIMO | ® TPUHIIATIBI HHBIX  CHCTEM | | * TIPUHIUIIBI




B OCOOEHHOCTH HX
SKCIUTyaTaIlVH;

. METOBI u
CIIOCOOBI
IIPOrpaMMHOU
pean3anui CeTeBOro
B3aUMOJCHCTBUS B
BBIYHCTUTENBHBIX
CeTAX;

. METOBI
MIPOCKTHPOBAHUS
JIOKaJILHEBIX "
KOPITOPaTHBHBIX
BBIYHCIUTENBHBIX
CHCTEM,;

d OCHOBEI
CEepBUCHO-
SKCIUTyaTalMOHHON
JIeITEIbHOCTH.

HHBIX
CETEBBIX
TEXHOJIOT U]

. TIPHUHITATIEL
TTOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX
ceTell 1 0COOEHHOCTH
WX SKCIUTYaTaIlHH;

. METOOLl U
CITOCOOBI
MIPOrpaMMHOM
peanu3aluu CeTeBOro
B3aUMOJCHCTBUI B
BBIYUCITUTELHEBIX
ceTsX;

. METO/IBI
MPOCKTUPOBAHUS
JIOKAJILHEIX u
KOPIIOPATUBHBIX
BBIYUCITUTEILHBIX
CHCTEM;

* OCHOBBI
CepPBUCHO-
JKCIUTyaTalluOHHON
JIEATEIHLHOCTH.

CHUCTEM u

TTOCTPOCHHUS
COBPEMEHHBIX
KOMIBIOTEPHBIX CeTed 1
0COOEHHOCTH UX
IKCIUTyaTaIlHH;

. METOJEI H
CIIoco0BI POrpaMMHON
peanu3anuu CeTeBOro
B3aUMOJICUCTBUS B
BBIYMCITUTEIIBHBIX CETSX;
. METOJIBI
MIPOCKTHPOBAHUS
JIOKaJbHBIX U
KOPITOPaTUBHBIX
BBIUHCITUTEIBHBIX
CHCTEM;

. OCHOBBI
CEPBHCHO-
JKCILTyaTallMOHHON
JICSITeIIBHOCTH.
Homyckarorcs
3HAYMTENBHBIE OIIMOKH,
TMPOABJIACTCA
HEIOCTATOYHOCTh
3HAHUH, 110 PNy
ToKa3aTene,
o0yyaromuiics
HUCIBITBIBACT
3HAYHTEbHBIE
3aTpyAHEHUS TIPH
OIIEepPUPOBAHUH
3HAHUSAMHU TIPH UX
TIepeHoce Ha HOBBIC
CHUTYaIWH.

CETEBBIX
TEXHOJIOT Ui

. TIPUHITHTIBI
MTOCTPOCHHUS
COBPEMEHHBIX
KOMITBFOTEPHBIX
ceTelt 1 0COOEHHOCTH
UX SKCIUTyaTallHu;

. METOObl |
CIIOCOOBI
MIPOrpaMMHON
peanuzaium ceTeBOro
B3aMMOJICHCTBUS B
BBIYHMCIUTEIbHBIX
CeTsIX;

. METO/IbI
MPOCKTHPOBAHUS
JIOKAJIbHBIX u
KOPITOPATHBHBIX
BBIYMCIUTEIbHBIX
CHUCTEM;

® OCHOBBI
CEpPBHUCHO-
9KCIUTYaTallMOHHOM
HEATEIILHOCTH. , HO
JIOITYCKArOTCsI
HC3HAYUTCIIbHBIC
OIIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
AHAJTMTHYECKUX
orepanusx.

npu

MTOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX CeTei
1 OCOOCHHOCTH HX
IKCIUTyaTaIlHH;

. METOJIbI 1
CIIOCOOBI
IIPOrpaMMHON
peau3aIuy CETeBOro
B3aMMOJICHCTBUS B
BBIYHCIUTEIBHBIX
CeTsIX;

. METOIbI
MIPOCKTHPOBAHHUS
JIOKAJBbHBIX U
KOPITOPaTHBHBIX
BBIYHCIUTENBHBIX
CHUCTEM;

. OCHOBBI
CEpPBHUCHO-
JKCIUTyaTaIlMOHHOM
JIEATEINBHOCTH.

, CcBOOOJIHO
orepupyer
NPUOOPETEHHBIMU
3HAHUAMMU.

OlIK-2 Cnoco6en npuMeHATh HHPOPMALMOHHO-KOMMYHUKAIIMOHHbIE TeXHOJIOI'HH, TPOrPaMMHBI€e CPeACTBA
CHCTEMHOI0 M NPUKJIATHOI0 Ha3HAYEHMsI, B TOM YHcJIe 0Te4eCTBEHHOI0 IPOM3BOICTBA, /Uil PelleHUs 32124
1podecCHOHANILHOI AesITeTbHOCTH

Kputepun ouennBanusi

Iloxka3aTeanb
2 3 4 5

3HATh: OObyuarommiics Obyuarormmiics Ob6yuatormmiics OObyuatommiics
3HATh: JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET
. TIPUHITATIBL MOJTHOE  OTCYTCTBHE | HEIOIHOE COOTBETCTBHE | YACTHIHOE IIOJIHOE€ COOTBETCTBHE
(G YHKIIMOHUPOBAHUS WIA HEIOCTATOYHOE | CIEAYIOIINX 3HAHUA: COOTBETCTBHUE CIEIYIONINX 3HAHUK:
BBIYHCIUTEIIBHBIX COOTBETCTBUEC 3HATh: CIIEAYIOMINX 3HAHWHN: | 3HATH:
ceTel M KOMIUIEKCOB; | CICAYIOMINX 3HAHUU: | * TIPUHIIHATIBT 3HATH: . TIPUHIIHATIBL
. OCHOBHEBIE . 3HATh: (hYHKIMOHHPOBAHUS . TIPUHIIHATIBL (O YHKIMOHUPOBaHUS
pemeHus m | ¢ TIPUHITATIBI BBIYHCIIATENIFHBIX CeTe | (YHKIMOHUPOBAHHUSA | BBIYMCIHTEIBHBIX
TTOCTPOCHHIO (hYHKIMOHUPOBAHUS | M KOMILIEKCOB; BBIYHCIUTEIIBHBIX ceTell 1 KOMILIEKCOB;
(uznIecKoro, BBIUKCIUTEIIBHBIX . OCHOBHBIE ceTell U KOMILJICKCOB; | * OCHOBHbBIE
KaHAJBHOTO, CETEBOTO | CeTel M KOMIUIEKCOB; | PEHICHUS O . OCHOBHbBIE peIIeHHsI 1Mo
u TPAHCIOPTHOTO | ® OCHOBHBIE TTOCTPOCHHIO peteHns M0 | TIOCTPOEHUIO
YpOBHEH; perreHus mo | (hu3M9IecKoro, TTOCTPOCHHIO (u3nIecKoro,
. OCHOBHBIE TTOCTPOCHHIO KaHaJHHOTO, CETEBOTO U | (DU3UUECKOrO, KaHaJILHOr'0, CETEBOr0
CTaHIApTHI B 00MacTH | (GU3MIECKOro, TPAHCIIOPTHOTO KaHaJIbHOIO, U TPAHCIIOPTHOTO
WHPOKOMMYHUKAIINO | KaHAIBHOTO, YpOBHEH; CETEBOr0 U | YpOBHEH;
HHBIX  CHCTEM U | CETEeBOro H | OCHOBHBIE TPAHCIIOPTHOTO . OCHOBHbBIE
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CETEBBIX TEXHOIOTHUI;
. TIPHUHITATIEL
MIOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHEIX CETeH
B OCOOEHHOCTH UX
SKCIUTyaTaIlVH;

. METOBI "
CITIOCOOBI
MIPOrpaMMHOU
peanu3anuu CeTeBOro
B3aUMOJCHCTBUS B
BBIYHCTUTENBHBIX
CeTAX;

. METO/IBI
MIPOCKTHPOBAHUS
JIOKaJILHEBIX u
KOPITOPaTHBHBIX
BBIYHCIUTENBHBIX
CHCTEM;

d OCHOBBI
CEepBHUCHO-
AKCIUTyaTallMOHHOMN
JIeITEIbHOCTH.

TPAHCIIOPTHOTO
YPOBHEW;

. OCHOBHBIE
CTaHIAPTHI B 00JIACTH
HHPOKOMMYHUKAIHO
HHBEIX  CHCTEM H
CETEBBIX
TEXHOJIOTHif;

. TIPHUHITATIBL
TTOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX
ceTell 1 0COOEHHOCTH
WX SKCIUTYaTaIlHH;

. METOABl |
CITOCOOBI
MpOrpaMMHON
peanu3aluu CeTeBOro
B3aUMOJECHCTBUS B
BBIYUCITUTEILHBIX
ceTsX;

. METOIbI
MPOCKTUPOBAHUS
JIOKQJIBHBIX u
KOPITOPAaTUBHBIX
BBIYHUCIINTCIBbHBIX
CHCTEM;

* OCHOBBI
CEpBUCHO-
JKCIUTyaTallMOHHON
JIeITEIBLHOCTH.

CTaHIAPTHI B 00JIACTH
HH(POKOMM YHUKAITIOHH
BIX CHCTEM M CETEBBIX
TEXHOJIOT U]

. TIPUHITATIBD
TTOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX CETEH U
O0COOEHHOCTH HX
JKCIUTyaTaIlHH;

. METO/IbI 1
CIIoco0BI TPOrpaMMHON
peanu3anuu ceTeBOro
B3aMMOJICHCTBUS B
BBIYHMCIUTEIbHBIX CETSX;
. METO/IBI
MPOCKTHPOBAHUS
JIOKAJIbHBIX U
KOPITOPATUBHBIX
BBIYHMCIUTEIbHBIX
CHUCTEM;

* OCHOBBI
CEPBHCHO-
JKCILUTyaTalliOHHON
JIeATEILHOCTH.
Homnyckarores
3HAYMTENBHBIE OIIMOKH,
TMPOABJIACTCA
HEI0CTATOYHOCTh
3HaHWM, 110 pAny
MoKa3aTteeH,
o0yJarormuiics
WCTIBITHIBACT
3HAYHUTEbHBIE
3aTPYyAHEHUS TIPH
OIepUPOBAHIU
3HAHUSAMH TIPH UX
MepeHoce Ha HOBBIE
CHUTYaIWH.

YpOBHEH;

. OCHOBHBIE
CTaHIAPTHI B 00JIACTH
HH(POKOMM yHUKAIIFO
HHBEIX  CHCTEM U
CETEBBIX
TEXHOJIOT Ui

. TIPHUHITHITBL
MTOCTPOCHHS
COBPEMEHHBIX
KOMITBFOTEPHBIX
ceTell 1 0COOEHHOCTH
UX SKCIUTyaTallHuu;

. MeToAsl M
CITOCOOKI
MIPOrpaMMHON
peanuzaium ceTeBOro
B3aUMOJCHCTBUA B
BBIYHCITUTEIBHBIX
CETAX;

. METOBI
MPOCKTHPOBAHUS
JIOKAJIBHBIX u
KOPIIOPAaTUBHBIX
BBIYUCIINTCIBbHBIX
CHCTEM;

® OCHOBBI
CEpPBHUCHO-
JKCIUTYaTallMOHHOM
NeITEIbHOCTH.,  HO
JIOITyCKAIOTCS
HE3HAYMUTEIbHBIC
OIIMOKH,
HETOYHOCTH,
3aTpyAHEHUS
aHAITUTHYECKUX
orepanusx.

npu

CTaHIAPTHI B 00JIACTH
HH(POKOMM YHUKAITIO
HHBIX CUCTEM H
CETEBBIX TEXHOJIOTHIA;
. TPUHITATIBI
TTOCTPOCHHUS
COBPEMEHHBIX
KOMITBEIOTEPHBIX CeTel
1 OCOOEHHOCTH HX
IKCIUTyaTaIlHH;

. METO/IbI 1
CIIOCOOBI
IIPOrpaMMHON
peau3aIuy CETeBOro
B3aMMOJICHCTBUS B
BBIYMCITUTEIBHBIX
ceTsX;

. METO/IbI
MIPOCKTHPOBAHUS
JIOKAJBbHBIX U
KOPITOPaTHBHBIX
BBIYHCIINTCIIbHBIX
CHUCTEM;

* OCHOBBI
CEpPBHUCHO-
9KCIUTYaTalMOHHOM
JIEATEBHOCTH.

, CcBOOOIHO
orepupyer
NPUOOPETEHHBIMU
3HAHHUSIMH.

IIxane OLCHUBAaHUA PE3YJIbTAaTOB HpOMe)I(YTOqHOﬁ arTecTauu U UX OIMMCAaHUCE!:

@OpMd npomeofcymoqnoft ammecmauuu’ IK3amMeH.

HpOMe)KYTOLIHaH aTTecranuAa 06yqa}om1/1xc51 B

dbopMe »HK3aMeHa MPOBOAMUTCA IIO

pe3yibTaTaM BbIIIOJIHCHHUS BCECX BUIOB y‘le6HOI71 pa6OTI>I, NpeaAyCMOTPCHHBIX y‘Ie6HHM IIJIaHOM IIO

JaHHOM JUCUMILIMHE (MOI[YJ'IIO), IIpu 35TOM YYHUTBIBAKOTCA PE3YIbTAThl TCEKYHICIO KOHTPOJIA

YCIIEBAaCMOCTU B TCUCHUC CCMECTpPA. OI_ICHKa CTCIICHU OOCTHUIKCHHUA O6y‘IaIOH_II/IMI/IC$I IJIaHUPYCMBIX
PE3YyIbTATOB O6y‘IeHI/I${ o JUCHUIIIIMHC (MOI[y.]'IIO) MMpOBOAUTCA IIPCoAgaBaTeicM, BCIAYUIUM
3aHATHUA IO AUCHUIIINHE (MO)Iy.TIIO) METOAOM 3KCH€pTHOI>i oneHku. Ilo uroram HpOMe)KYTOLIHOI\/’I

arreCcTaiquu 110  JUCHUIIIIMHE

(MoTysr0)

«YHAOBJICTBOPUTCIIBHO» UJIN «HCYAOBJICTBOPUTCIIEHO.

BBICTABJIACTCA  OLICHKA

«OTJIUYIHO»,

«XOPpOIIO»,

I xasa oneHNBaAHUA

Onucanue
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OTINYHO

BeimonHeHs! Bce BUIBI y4eOHOH paboThI, MPEAYCMOTPEHHbBIE YIeOHBIM IUIAaHOM.
CryneHT  JOEMOHCTpUPYET  COOTBETCTBHME  3HAHMIM, yMEHUH,  HAaBBIKOB
MPUBEIICHHBIM B TaOiMIax IOKas3aTeneid, Oomepupyer IpuoOpEeTEHHBIMHU
3HAaHUAMH, YMEHUSIMH, HAaBBIKAMH, MPUMEHSIET MX B CHUTYalUsX HOBBIIICHHON
cioxHoctd. Ilpm 3TOM MoOryr OBITH JONMYIIEHB HE3HAYHUTEIbHBIE OIIHOKH,
HETOYHOCTH, 3aTPYyIHEHHs NPHU AHAIUTUYECKUX ONepalysax, IepeHoce 3HAHUN U
YMEHUH Ha HOBbIE, HECTaHIAPTHBIE CUTYallUN.

Xopoio

BeimonHeHs! Bce BUIBI Y4EOHOH paboThI, MPEAYCMOTPEHHbBIE Y4EOHBIM TUIAHOM.
CTyaeHT JeMOHCTPHUPYET HEMOJIHOE, IPABUIIBHOE COOTBETCTBHE 3HAHUM, YMEHHH,
HaBBIKOB NMPUBEICHHBIM B Ta0JIHMIAX MOKazarenei, Jubo eciiu mpu 3TOM ObUTH
JIOMYILEHbI 2-3 HeCYIIEeCTBEHHbIE OIUOKH.

Y 10BIETBOPUTEIHHO

BeimonHeHs! Bce BUIBI y4eOHOH paboThI, MPEAYCMOTPEHHbIE YUeOHBIM TUIAHOM.
CTyaeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUH, B KOTOPOM OCBELICHA OCHOBHAs,
HauOoJnee BaXkHas 4acTh MaTepHaia, HO IIPU 3TOM JIOMYIIEHa OlHAa 3HAUUTEIIbHAs
OIIMOKA WIJIN HETOYHOCTb.

HeynoBneTBopuTenbHO

He BbImomHeH omuH nnm Oonee BHIOB Yy4eOHOH pabOThI, MpeayCMOTPEHHBIX
y4eOHbIM Tu1aHOM. CTYIEHT NEMOHCTPHPYET HEIOJHOE COOTBETCTBHE 3HAaHHH,
yYMEHH, HaBBIKOB NPUBEJCHHBIM B TaONMIAX IOKa3aTeleH, JOIYCKaloTCs
3HA4YHUTEJIbHbIC OIIUOKH, MPOSIBISIETCS] OTCYTCTBUE 3HAHHUW, YMEHHU, HABBIKOB MO
psny TOKa3aTeneil, CTyAeHT HCHBITHIBACT 3HAUMTENbHBIC 3aTPYIHEHHS IPH
OIlepPUPOBAHUM 3HAHUSIMH U YMEHUSIMH IIPU MX IEPEHOCE Ha HOBBIE CUTYALlHH.

7.3 OneHo4YHbIE CPeACTBA

7.3.1.Cniucok BONPOCOB K IK3aMeHY

T'naBa 1

1. Bugas mogkmroueHus k MaTEpHETY.
dusnueckas U J10rUUecKas TOIIOJIOTHSL.

o 0k w

HEAOCTATKH.

KommoneHnrs! ceru.
HHTepHeT, MHTpAaHET, SKCTPaHET.
Hanexxnas ceTb.

7. OOecneuenne 0€30MaCHOCTU CETU

T'1aBa 2

1. Banunep MOTD.

[IporpaMmbl SMyIISLIUN TEPMHUHATIA.

show ip interface brief, no shut, no ip domain lookup.

Cnoco6s1 noaxitoueHus k kommyraropy VIY, SVI, VLAN.
Kak coxpanuth u cOpocuts dann koHpurypamuu B NVRAM. -

2.
3. Hocryn k Cisco 10S
4.
5. Pexumsl pabots ¢ CLI.
6. IlaponbHas 3amuTa yCTpOUCTB.
7. 1P ans xommyraTopa.
8.
9.
I'maBa 3

1. TlpaBuia u MPOTOKOJIBI

OpnopanroBasi cetb. CeTb Ha oOcHOBe cepBepa. OmmcaHue, NpeUMYILECTBa U
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ok wn

HaGops! mpoTokoioB
Opranuzanuy 1o cTaHAapTU3aALUU
DTaloHHbIE MOJETH
Wukancynanus JaHHBIX

JlocTyn K JaHHBIM

T'naBa 4
1.

© o N A wWN

Haznauenue u xapakTepuUCTUKH (PU3NYECKOTO YPOBHS.

Crannmaptsl Gpu3nyecKoro ypoBHs, GU3NIECKNE KOMIIOHEHTBI.

[IponyckHasi cCnocCOOHOCTh U TEPMHUHOJIOTHS.

Mennbiii kabenb (IPOBOAHBIE CIIOCOOBI MOAKIIOYEHUS).

[Tpoknaaka ONTOBOJIOKOHHBIX KaOemei.

CpenctBa 6ecipOBOTHOTO TIOAKIIFOUESHUSI

KananbHblil ypoBeHb, oypoBHH KaHana nepefaun gaHHbix IEEE 802 LAN/MAN
[IpenocraBnenue gocTymna K cpeie, CTaHIapThl KAHAIBHOTO YPOBHS

dusnyeckas u orndeckas tornosiorus (WAN, point-to-point, LAN)

10. CSMA/CD, CSMA/CA
11. Kaap kanana nepegadn JaHHBIX

I'naBa 5§

1. Kanpsr Ethernet

2. MAC-ampec Ethernet

3. Tabmuma MAC-anpecoB

4. CxopocTb U CIOCOOBI MEPECHUTKH HA KOMMYTaTOpax

5. MACulP

6. IIpotoxon ARP u ero mpoGiemsl
I'naBa 6

1. CereBoii ypoBeHb

2. Xapaxkrepuctuku [P. MTU.

3. Ilaker IPv4

4. Tlaket IPv6

5. Meroapl MapuIpyTH3aIUH y37I0B

6. Tabmuua mapmpyruzanuu Mapupyrusatopa [Pv4

7. TlamsaTh 1 3arpy3ka MapHipyTusaropa
I'naBa 7

1. TIpo6nems! IPv4

2. |Pv6-anpecanus

3. Tumsl [Pv6-anpecos

4. Wnpusunyansueie [Pvo

5. I'pymnmnossie IPv6

6. Pasznenenue IPv6 Ha moaceTu (8 1)
I'nasa 8

1. 3apmaum (cM. 3amgauy 3) (Bam OyayT BBIAaHBI APYrUE ajipeca Mo 3TUM MIPUMEpam )
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2. Tlocuutath anpec ceTu, mepBbId, mocnenauit u broadcast ampec. (Hampumep
192.168.16.70/26)
3. Paszpmenute Ha Heckonmbko moxacerei. (Hampumep - 172.16.0.0/16 paznmenuts Ha 8
MOJICETEM)
4. Pazpmenuts Ha HeckosbKO noacetei aapec 10.1.1.101/20 (nepBas cets 100 y3n0B, 2-51
60, 3-s 20 y3710B)
I'maBa 9
1. Ilepenaua nanueix no TCP u UDP
2. 0O630p nporokosoB TCP u UDP
3. Oobwmen ganabivu o TCP
4. HanexHOCTb U yIpaBJIeHHE TOTOKOM nepenaun. Pazmep okHa
5. O6wmen ganasiMu o UDP
6. Ipunoxenust TCP u UDP u xak onpenenstorcst IprIoKeHUs
I'naBa 10
1. VYpoBeHb NpuIIoKEeHUH, YPOBEHD ITPE/ICTABICHHUS], CEAHCOBBIN YPOBEHB
2. Croco0Obl B3aUMOJICHCTBHS IPOTOKOJIOB € TIPHIIOKEHUSIMHU TTOJTb30BaTEIICH
3. TIportoxkosl BeO-Tpadmka 1 371. OYTHI
4. Cepsucs [P-agpecamnmu
5. CepBHCH COBMECTHOTO J0CTyMA K (harimam
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