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1. Hesan, 3a0aun U NVIAHUPYEMbIe Pe3yJbTATHI 00y4eHUSs M0 JUCHUIINHE

K  oOCHOBHBIM  meJsiM  OCBOCHHS  JUCHHMIUIUHBI  «OCHOBBI  WH(OPMAIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJOTHID» OTHOCUTCS:

* [OJYyYECHHE 3HAHWE W YMEHUH 1 HACTPOMKH, HAJaJAKWd IPOrpaMMHO-aNIapaTHBIX
KOMILJIEKCOB;

* OBJIQJICHUE OOMICH METOUKON CUCTEMHOTO aJIMUHHCTPUPOBAHUS;

* 3aKpeIICHUE MOTY4YaeMbIX B CEMECTPE 3HAHHUM U HABBIKOB HA MPAKTHKE;

* (hopMUpOBaHHE B3aUMOCBS3EH, TOJIy4aEeMbIX B CEMECTpPE 3HAHUN 1 HABBIKOB C M3yYCHHBIMH
paHee ¥ N3y4aeMbIX MMapajuieIbHO C JAHHOW JUCIUTUIMHOM;

¢ IIOATrOTOBKa CTYACHTOB K JCATCIBHOCTU B COOTBETCTBUU C KBaJII/I(l)HKaL[HOHHOﬁ
XapaKTEPUCTHKON OakaaBpa.

K ocHoBHBIM 3agayaM auciuriuHbel «OCHOBBI HMH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI» OTHOCSTCS:

¢ OBJIAICHUC HABBIKAMHW U TpUEMaMU CUCTCMHOI'0 a/IMUHUCTPUPOBAHNA;

* U3yYEHHUE U OCBOCHHE TCOPETUYECKOTO0 MaTepualia, Kak B MPOIECCe KOHTAKTHOM, TaK U B
XOJIe CAMOCTOATENBHOM padoThI,

* BHIITOJIHEHHUE TIPEJOCTABICHHBIX PAKTUYCCKHUX 3aJIaHUH PA3ITUYHBIX POPM, KaK B IPOIECCEe
KOHTAKTHOM, TaK ¥ B X0JI€ CAMOCTOSITEIIbHON pa0OTHI,

* cCaMOCTOSITeNIbHAsE pab0Ta HaJl TEMATUKOW TUCIMILIHHBI TSI (JOPMHUPOBAHUS KOMIICTCHITHIA
OCHOBHOI1 00pa3oBarenbHOU porpammel (ganee, OOI).

B pesynprare OCBOEHHS IUCHMIUIMHBI y 0Oydarommxcsi (GOpMUPYIOTCS —CIeayrolne
KOMIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOLIME pe3yJbTaTbl OOy4eHHsS Kak dTam
(GbOopMUPOBaHUS COOTBETCTBYIOIIMX KOMIIETCHITUHA.

Kon 1 HamMeHOBaHHE KOMITETEHITHH NuaukaTopbl IUIAHHPYEMBIX Ppe3yJbTaTOB OOydYeHHsSI 110
AUCHHILIAHE
OIIK-5. Criocoben nHctamupoBath | OIIK-5.1. 3Hath:

MPOrpaMMHOE M alapaTHOS OOCCIICYCHUE IS | OCHOBBI CHCTEMHOIO aIMHHUCTPUPOBAHHS, COBPEMCHHBIC METOIBI
WHGOPMAIIMOHHBIX K aBTOMATH3HPOBAHHBIX | MH(GOPMAIIMOHHOTO  B3aUMOJACUCTBUS ~ HMH(GOPMAIIMOHHBIX U
CHCTEM aBTOMAaTHU3UPOBAHHBIX CHCTEM.

OIIK-5.2. YMmeTh:

WHCTAJUTUPOBATh almapaTHOe oOOecledueHue, MacITadupoBaTh
WHPOPMAIIMOHHBIC W aBTOMATH3HUPOBAHHBIC CHUCTEMEI, OIICHUBATH
HEOOXOIMMOCTh MACIITA0OMPOBAHNUS CHCTEM.

OIIK-5.3. Baaners:

METOJaMH YCTaHOBKH CHCTEMHOTO M NMPHUKIATHOTO MPOTPaAaMMHOTO
o0ecIieueHus.

OIIK-7. Cnocoben paspabartsiBats | MOIIK-7.1. 3HaeT onepaninoHHbIe CUCTEMBI U 00O0JI0YKH,
AJITOPUTMBI M IIPOTPAMMBI, TIPUTOJHBIE | COBPEMEHHBIE ~ Cpelbl  pa3pabOTKH  IPOrpaMMHOIO
JUTSL IPAKTUIECKOTO TIPUMEHEHUS o0ecrieueHusl.

NOIIK-7.2. YMeeT TecTHpOBaTh pabOTOCIIOCOOHOCTH
MIPOrpaMMBbl, UHTETPUPOBATH TPOrPAMMHBIE MOAYJIH.
NOIIK-7.3. BrageeT MeTojaMu OTJIAJIKK U TECTUPOBAHUS
paboToCOCOOHOCTH MPOTPAMMBI

B nporuiecce ocBoeHMst 00pa3oBaTENbHOM IPOrpaMMBbl IaHHbIE KOMIIETEHIIMH, B TOM YHCIIE UX
OTJIeJIbHbIE KOMIIOHEHTBI, ()OPMHUPYIOTCS MOITAMHO B XOJI€ OCBOEHUS 00Yy4aroLUMHCS AUCLUILUINH
(MoyIeit), IpakTUK B COOTBETCTBUHU C yUEOHBIM IUIAHOM M KaJCHIAPHBIM TpapuKOM ydeOHOTO
nporecca.



2. MecTO IMCHUILTUHBI B CTPYKTYpPe 00pa30BaTeIbHON MPOrpaMMbl

Hucnmmumaa «OCHOBBI HH()OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIT» OTHOCHTCS K
yuciay Y4eOHBIX JAMCUUIUIMH oOs3arenbHOM dvactw  bl.1  yueOHOro 1wiaHa OCHOBHOM
npodeccroHaabHOM 00pa30BaTEILHON IPOrPAMMBI.

JlucuuIuinHa B3aUMOCBSI3aHa JIOTHYECKU U COAEPIKATEIbHO-METOAMUYECKH CO CIEAYIOIIUMHU
JUCIUIUINHAMU:

*b1.1.11 Cetu u cuctemsl epeauu JaHHbIX.

3. CTpyKTypa M cojiep:KaHue JUCHUTLTHHBI

OO6miast TpyI0€MKOCTh JUCITUIUTMHBI COCTABIISAET 4 3aueTHBIX eauHullbl (144 akameMudecKux
yacoB, u3 HuX 80 yaca — camocTosITenbHas paboTa CTYIEHTOB).

Pazgenpl nucHMIUIMHBI WM3Yy4yaloTCsl Ha TEPBOM Kypce BO BTOPOM ceMmecTpe, ¢opma
MIPOMEKYTOUYHOM aTTECTAlUU - SK3aMEH.

3.1.Buabl yueOHOI padoThl U TPYA0EMKOCTH /IJIs 04HOI ()opMBbI 00yUeHHs

Ne Bun yue6noii pagoTht KosaunuyecTBo CeMecTpbl
n/m JacoB 2
1 AYIUTOPHBIC 3aHITHUS 72 72
B toM unce:
1.1 Jlexkunu 8 8
1.2 CeMHHAPCKUES/TIPAKTHICCKUE 3aHATH
1.3 JlabopaTopHbIE 3aHATHS 64 64
2 CamocTositenbHas paboTa 72 72
3 IIpomexyTouHasl ATTECTAIIHSL:
Dk3ameH JK3aMeH
HWroro: 144 144

3.2. TemaTH4yeCKHUil MJIAH U3y4YeHUS TUCHMILIMHBI /151 04HOH (POPMBI
00y4eHus

TpynoemMKocCTh, 4ac

AynuropHas pabora

Ne  [Pa3gennl/TeMbl
n/m |AMCHMIIHHBI

JlaGopaTopHbIe
[pakTnyeckas
MOAr0TOBKA
CamocTosiTeJbHAast
paborta

CemuHapckue/
BaHATUS

Bcero

Jlekuu
MpaKTHYecKHe
BaHATHA

Jleknus mno Tteme «Cucrema MEPCOHATBHOTO
KOMIIBIOTEpay

HGKHI/IH 110 TEMC «OHGpaHI/IOHHaSI CHCTCMaA»

Jleknus o Teme «Cetny

NININ| N

Jlekus o Teme «CeTeBoe B3aUMOICHCTBHE)

JI/p Nel «Ilowck BakaHCHID»

JI/p Ne2 «Anrpeiin 060py10BaHHSD)

JI/p Ne3 «Pa3bopka u cOopka KOMIIBIOTEpa»

JI/p Ne4 «Hacrpoiika mapamerpo BIOS»

JI/p Ne5  «/lobGaBieHue KOMIBIOTEPOB B
CYIIECTBYIOIYIO CETb)
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JI/p Ne6 «lIlopkmroueHne KOMIIBIOTEPOB K
OecrpoBoTHOMY poyTepy 1o Wi-Fiy

J/p Ne7 «IIpoBepka 0ecIpoBOTHOTO
TOAKIIFOYCHUSD»

11

JI/p Ne8 «Hactpoiika mapaMeTpoB MEXCETEBOTO
9KpaHa»

12




13 | JI/p Ne9 «Ynpasnenue 10T-ycrpoiicTBaMn» 8 6

14 JI/p Nel0 «Co3nanue mnpsimbix kaGeneit UTP
(00MMKa KOHHEKTOpa, MOHTaXK PO3ETKI»

Bcero 4acoB 1o qUCHHUIUIMHE HA IepBOM Kypce | 144 8 64 72

3.3.Coaepxanne TUCUMILTHHBI

Jlekuus nmo teme «CucreMa nepcoHaJIbLHOI0 KOMIBIOTEPA»

Kopnyca u Onoku mnutanus. Buyrpennue xomnonentsl IIK. Marepunckue muiatsl,
apxutektypbl LII. IloBeienue npownsBogutensHoctu LII. Cucremsr oxnaxnenus. I13Y, O3V,
Mopaynun namaru. [lmatel agantepoB M CIOTHl PAacIIMpPEHHs. Y CTPOMCTBA XPAHEHMS JIAHHBIX.
Wntepoeiicol yctpoiicTB xpanenus AaHHbIX 1 RAID. Buaeonoptsl u xabenu Ais MOAKIIOYESHUS
monutopa. [loptel u kabenu. Apantepsl U KOHBEpTEphl. YCTpOHCTBa BBOAAa M BbIBoja. BuiOop
xomnoHeHTOB [IK. COopka kommbroTepa, OTKpBITHE KOpIlyca M MOJKIIOUEHHE OJoKa MUTaHuf,
YCTaHOBKA MAaTEpPUHCKOW IUIAaThl, YCTAaHOBKAa IPUBOJOB, YCTAaHOBKA IUIAT aJalTE€pOB, YCTaHOBKA
Kabeneil.

Jlexuus nmo reme «OnepanMoHHas cucTeMa»

Ha3naueHnue, OCHOBHBIE XapaKTEPUCTUKH, Oa30Bble (YHKIMM U TNPUHLIUIIBI PpabOThI
coBpeMeHHbIx OC. Hacronbuble u cereBble Tunbel OC. Boibop OC, npunoxeHuil u cpen B
COOTBETCTBUHM C HyXJIaMHu KiueHTa. OmnpeneneHne MUHMMAJbHBIX allllapaTHBIX TpeOOBaHUN U
coBmectumocTtu obopyaosanus ¢ OC. [Topsaok HacTpoiiku xecTKoTo aucka. Co3gaHue pa3iesioB Ha
KECTKOM JHMCKEe U UX (POpMaTHpOBAaHHE. YCTAaHOBKAa M HACTPOWKa OMNEpalMOHHOM CHCTEMBI.
Coznanue yuyetHod 3anucu. KioHupoBanue auckoB u jpyrue Buibl yctaHoBku OC. BapuaHTbl
BoccTaHoBIeHUs cucteMbl. [locnenoBarensHocTh 3arpy3ku OC Windows, OCHOBHBIE PEXUMBI
3amycka, Qaitnel peectpa. MHoroBapuanTHas 3arpy3ka. CiykeOHasi IHporpaMma YIpaBJIeHUS
muckamu. CTpyKTypa KatajoroB u arpuOyTel Qaiinos. Pabora ¢ rpapuueckum wunTepdericom
MOJIb30BaTeNsl M TNaHenplo ympasieHus Windows. YcTaHOBKA, HCIIOJIb30BAHME U yAalleHUE
npuioxeHnil. Haznauenue u TpebGoBaHus BUpTyaau3aluy. [ unepBus3op - AUCHETYEp BUPTYATbHBIX
MamvH. TpeOGoBaHus BupTyanbHON MamuHbl. OmnpejeneHne U NPUMEHEHUE pPacHpOCTPaHEHHBIX
METOA0B NPOPHIAKTHIECKOTO 00CTYKMUBaHUS, YCTPaHEHHE HENojag0K. TOUYKM BOCCTAaHOBICHUS U
IUTaHbI 00CITY )KMBaHHUS.

Jlekuus no teme «CeTnm»

OcHoBHble MpUHIUIBI U NpeumyiiecTBa ceteid. Knaccuduxanus cereir. Cetu LAN, WAN,
WLAN, PAN, MAN. OpHOopaHroBble CETH M TOIOJOTHUSA KiIHeHT/cepBep. OCHOBOIOIATAIONIHE
KOHIEMNIMY U TEXHOJOTHM CeTeil: MpomycKHas crocoOHOCTh M Mepenada JaHHbIX, [P-anpecanus
(IPv4 u 1Pv6), DHCP, nporokonsl u npunoxenus: Uuatepnera, ICMP. CrannapTHbele MOpTHl U
poTokoisl TCP n UDP. ®u3nueckrie KOMIIOHEHTHI CETH: Ha3BaHUs, HA3HAYEHUE U XapaKTEPUCTUKH
CETEBBIX YCTPOWCTB (KOHLIEHTPATOPHI, MOCTBI, KOMMYTAaTOpPbI, MapIIPYTHU3ATOPbI, OECIPOBOIHBIC
TOYKH JIOCTyIA U Jp.), pACHPOCTPAHEHHBIX THIIOB CETEBbIX Kalenel (KoakcuaabHble, «BUTAS Mapay,
ONTOBOJIOKOHHBIE). Tomosoruss M apXuTekTypa JOKaJbHOM ceTH. CTaHIapThl MPOBOAHOW U
6ecnipoBoHOi cetn Ethernet. Moaenu nannapix OSI u TCP/IP.

Jlekuus no reme «CereBoe B3auMoaelicTBHE»

Bri6op u HacToiika ceTeBoil maThl M Moaema. Hactpoiika 0ecripoBOTHOTO M MPOBOIHOTO
Mmapuipytuzatopa. Hactpoiika omepanmoHHbIX cucteM. lloaxmioueHne k paOoueil rpymme wiu
noMmeny. Buptyanbnbie yactHble ceTd (VPN). BpiOop Tuna moikiarodeHHsl K MOCTAaBIIMKY YCIIYT
Wureprera. DSL u ADSL. becipoBonnoil noctyn k MHTEpHETY npsiMoii BUAMMOCTH. TexHosorus
WiMAX. Ha3Banusi, Ha3HaueHHE M XapaKTEPUCTUKHU JPYTUX TEXHOJIOTUW CBSI3U: TelePOHHBIE
TE€XHOJIOIMH, KOMMYHHUKALMS C MCIOJIb30BAHUEM CHJIOBBIX JIMHHM, IIMPOKOIIOJIOCHAS CBS3b.
OmnpeneneHue U NMPUMEHEHHE PACHPOCTPAHEHHBIX METOAOB MPO(MUIAKTUYECKOrO O0CITYyKUBAHUSA
ceTel, ycTpaHeHue npolieM B paboTe ceTu.

3.4. TeMmaTnka CEMUHAPCKUX/MIPAKTHYECKUX H JIAOOPATOPHBIX 3aHSATHH.

3.4.1 JIaGopaTopHbIe 3aHATHS




JlabopaTtopHnasi padora Ne 1 «Ilonck BakaHcHin»

ens pabotel: M3ydeHne pblHKa BaKaHCHH, OMpeIeiIeHUE TEKYIUX KaJIpOBBIX TECHICHIINM,
HaBBIKOB M JIONIOJHUTEIBHBIX MyTeH, TpeOylommxcss JUIsi KapbepHOro pocta B cdepe
MH(QOPMALMOHHBIX M CETEBBIX TEXHOJIOTHI.

JlaGopaTopHasi paGora Ne 2 «Anrpeiig 00opyaoBaHusD)

Ilenp pabGoTbl: 3HAKOMCTBO C OCHOBHBIMM TEXHMUUYECKUMH XapaKTEPUCTUKAMU U
HOMEHKJIaTypOil YCTPOMCTB, NPUHIMIAMH KOMIUIEKTA[MM [I€PCOHAJIBLHOIO KOMIIBIOTEpA, a TaKkKe
OLICHKE CTOMMOCTH KOMIUIEKTA.

JlaGopaTopHas paGora Ne 3 «Pa3bopka u cOopka KOMIbIOTEpPa)

Henb pabotel: [TomyueHre NpakTHYECKUX HABBIKOB CAMOCTOSITEIBHO MOJIHOCTBIO pa3doupars,
OCYILECTBIIATh 3aMEHY KOMIUIGKTYIOIIMX M COOMpaTh INEpCOHAIBHBIH KOMIBIOTEP Ha OCHOBE
CylLIecTBYIOIIEH KOH(DUTYpaluu Ha TPEHUPOBOYHOM CTEH/IE.

JlabopaTopnas paGora Ne 4 «Hacrpoiika napamerpos BIOS»

Ienb paboThl: 3aKkpenieHue TEOPeTHUECKUX 3HAaHUH O Ha3HAYeHUH, (PyHKIUAX U yCTaHOBKAX
BIOS u npaktrueckux HaBBIKOB paboTsl ¢ BIOS Setup.

JlaGopatopnas padora Ne 5 «/lo0aB/ieHre KOMIIBIOTEPOB B CYLIECTBYIOIIYIO CETh)

Henb pabotsr: [lonydyenue npencrasnenust 06 ocHoBHbIX GpyHkuusx Packet Tracer, co3nanue
MIPOCTOM CETH.

JlaGopaTopHas paGora Ne 6 «Iloak/r0oueHne KOMIIBIOTEPOB K 0eCIIPOBOAHOMY pPOyTepy
no Wi-Fi»

Henp pabotsl: IlomydyeHue MpakTUYECKHMX HABBIKOB HACTPOWKHM OCHOBHBIX IAapaMeTpOB
0€e3011acCHOCTH Ha OECIIPOBOIHOM MapIIpyTH3aTope: ceTeBoe ums no ymonyanuio (SSID), naposs u
By m(poBaHMsl, a TaKke HacTporiku OectipoBoanbixX [TK mist moaknrouenus k cetn WI-FI.

JlaGopatopnas padora Ne 7 «IIpoBepka 6ecripoBOIHOI0 NMOAKJIIOYEHUS»

Henp paboter: IlomyuyeHne mNpakTHYECKUX HABBIKOB HACTPOHMKM KOMIBIOTEpa s
HNOJKJIIOUEHUs. K ceTu depe3 Wi-Fi poyTep M MCIIOIB30BaHMS Pa3IMYHOIO MHCTPYMEHTapHs JUis
OIICHKH pa0OTHI CETH.

JlaGopaTtopnas padora Ne 8 «HacTpoiika napaMeTpoB MeKCETEBOI0 IKPAHA»

Lens pabotsl: [lonydyeHne npakTHYECKUX HABBIKOB HACTPOMKY ITapaMeTPOB OE€30M1aCHOCTH Ha
OecripoBoiHOM Mapuipytuzatope: punbrpanmuo MAC-anpecos, pa3pelieHue JoCTyna K cepBepy B
DMZ, orkmrouenne DMZ u HacTpolika MoAIepKKH NEPECHIIKU Ha OJMH IMOPT.

JlabopaTopnasi padora Ne 9 «YnpasJienue |0T-ycrpoiictBammy»

Hens pabotel: IlomydyeHne mpakTUYECKWX HABBIKOB YCTAHOBKHM M HAacCTPOHMKH YCTPOMCTB
YMHOTO JIOMa TaK, YTOOb! OHU BBIIOJIHSIIN POJIb CUCTEMBI O€30IaCHOCTH.

Jlaboparopnasi pabora Ne 10 «Co3nanmne npsimbix kadeseid UTP (06:xumMKka KOHHEKTOpA,
MOHTAaK PO3eTKM»

Henp pabotsl: [lonyueHne MpakTHUYECKUX HABBIKOB MOHTa)Xa M TECTUPOBAHUS MPSIMOTO U
nepekpectHoro UTP kabeneil (HeskpaHupoBaHHas BUTast nmapa) 1uist cetu Ethernet.

Metoauka mpenogaBaHus AUCUUIUIMHBI «OCHOBBI WH(GOPMAIIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTHI» W peanu3alys KOMIETEHTHOCTHOTO MO/IX0/1a B M3JI0KEHUU U BOCIIPUATHH MaTepuana
npeycMaTpUBAeT HCIOIB30BAaHHUE CIEIYIONUX aKTUBHBIX M MHTEPAKTHBHBIX (HOPM IMPOBEACHUS
IPYNIIOBBIX, MHIUBUAYAIbHBIX, ayJUTOPHBIX 3aHATUH B COYETAHWHU C BHEAYAUTOPHON paboToOH ¢
1ENbI0 OPMUPOBAHUS U Pa3BUTHSI MPO(PECCHOHAIBHBIX HABBIKOB Y 00yYarOIIUXCSl:

* BBITMOJIHEHUE JTa0OPaTOPHBIX PadOT B 1aOOPATOPUIX BY3a;

* MHAWBHUyaJbHBIC U TPYIIIOBHIE KOHCYJIBTAIMHU CTYIEHTOB IIPENoIaBaTelieM;

* mocenieHne NpouiIbHBIX KOH(epeHIMH M paboTa Ha MacTep-Kiaccax 3KCIEepPTOB H
CIICIIMAJIUCTOB B  BEO-TEXHOJOTHUSAX, BeO-pa3paboTke, WHTEpHET-MapKeTHHIe | JIPYTHX
pohecCHOHABHBIX 00IACTSX.

CamocTodATenbHasi BHeayJUTOpHass paboTa CTYIEHTOB COCTOMT M3 TOJATOTOBKH K
BBITOJIHEHHIO U 3aLIUTE J1a00PaTOPHBIX paboT, a TAKXKe MOJTOTOBKH K IPOMEXKYTOYHOH aTTecTaluu
BO BpeMsl HK3aMEHAIlMOHHOM ceccuu U coctaBisieT 50%.

3.4.2 CeMmnHapcKue/npaKTHYeCKHE 3aHATHS

He 3annanupoBanbl yueOHBIM IUTAHOM



3.4.3 TemaTuka KypCcOBBIX POEKTOB (KyPCOBBIX padoT)

He npenycmotpeno

4. Y4yeOHO-MeTOANYecKOe U HH(oPMaIIMOHHOE 00ecTiedeHue

4.1. HopmatuBHble 1okyMeHTBI 1 'OCThI

1. @enepanpubiii 3akoH ot 29.12.2012 Ne 273-@3 «O06 obpa3oBanuu B Poccuiickoit
denepannmny.

2. Ilpukaz MunoOpuayku Poccum ot 19.09.2017 N 929 (pen. or 08.02.2021) «O6
YTBEPXKICHUHM  (ellepabHOr0 TOCYJapCTBEHHOIO 00pa30BaTEbHOTO  CTAaHAApPTa  BBICIIETO
oOpa3zoBanus — OakanaBpuar mo HampasieHuto nmoarotoBku 09.03.03 IMpuknaanas nHpopmaruka,
YTBEP)KICHHBIA TpUKa3oM MuMHHCTEpCTBa 00pa3oBaHusi W Hayku Poccuiickoit denepanuu OT
19.09.2017 Ne 922.

3. IlonoxeHue O MNPOBEAECHUU TEKYIIEIO KOHTPOJS YCIEBAEMOCTH U INPOMEXKYTOUHOMH
aTTecTanuu oOydvaromuxcs (eaepaqbHOr0 TOCYIapCTBEHHOTO aBTOHOMHOTO 00pa3oBaTEIbHOTO
YUPEKACHHUS BBICIIEr0 00pazoBaHusl «MOCKOBCKHMI NOIUTEXHUYECKUH YHUBEpCUTET» (Y TBEPAKIEHO
npuka3zomM Mockosckoro ITonurexa ot 01.12.2022 Ne 13750/[1).

4. Axagemuveckuid yueOHbIM T1aH Hampasnenune mnoarotoBku: 09.03.03 IlpuknagHas
uHpopmaruka [Ipoduns: MadopMaoHHbIE TEXHOJIOTUH ypaBieHus ouznecom @opma o0ydeHus:
OYHasl.

5. IlonokxeHrne O MNPOBEAECHHUU TEKYIIET0 KOHTPOJS YCIIEBAEMOCTH M IPOMEKYTOYHOMN
aTrecTanMu olyuvaromuxcs (eaepaJbHOr0 TOCYJApCTBEHHOTO aBTOHOMHOI'O 00pa3oBaTeIbHOIO
YUpEXKJIEHUS BBICIIETO 00pa30BaHus «MOCKOBCKHMI NOJUTEXHUYECKUN YHUBEPCUTET» (Y TBEPKIEHO
npuka3zoM Mockosckoro ITomurexa ot 01.12.2022 Ne 13750/1).

4.2.0cHOBHAas JIUTEpPAaTYypa

1. Yepnakos, U. B. Teopernueckne ocHOBbI MHGOPMATUKH : YYEOHUK U TPAKTUKYM JJIs1 By30B
/ U. B. UepnakoB. — MockBa : U3narensctBo FOpaiit, 2023. — 353 c. — (Bricmiee obpa3oBanue).
— ISBN 978-5-9916-8562-7. — Texkct : snextponHbIi // OOpa3oBatensHas miardgopma FOpaiit
[caiit]. — URL.: https://urait.ru/bcode/511750

2. 3umuH, B. [1. Undopmaruka. JlabopaTopHslii mpakTukyM B 2 4. YacTs 1 : yueOHOe mocodue
1utst By30B / B. I1. 3umun. — 2-e u3., ucnp. u gon. — Mocksa : M3garensctBo FOpaiit, 2022. — 124
c. — (Briciee oOpazoBanme). — ISBN 978-5-534-11588-8. — TekcT : 3JeKTpOHHBIA //
OopazoBarenbHas miatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/490390

4.3. lonoJHUTEIbHAS JIUTEPATYpPA

1. Bonkosa, B. H. Teopwust nH(bOpMaIIMOHHBIX IPOIIECCOB M CUCTEM : YYCOHHK M MTPAKTUKYM
115 By30B / B. H. BonkoBa. — 2-e u3., nepepab. u gom. — Mocksa : M3narenscTBo FOpaiit, 2023.
— 432 ¢. — (Boicmee obpazoBanue). — ISBN 978-5-534-05621-1. — TekcT : 251eKTpOHHBIH //
OopazoBarenbHas miatdpopma FOpaiir [caiiT]. — URL: https://urait.ru/bcode/511112

2. Topanze, . JI. Uadopmaruka : yaeOHoe nocobue i By3os / 1. JI. Topanze. —
Mocksa : U3natensctBo FOpaiit, 2023. — 158 ¢. — (Briciee oopazoBanue). — ISBN 978-5-534-
15041-4. — Texcr : anexkTpoHHbI // O6pa3oBarenbHas miatdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/519865

4.4, JneKkTpoHHBIE 00pPa30BaTeIbHbIE PeCypChI

1. Kypc OcHoBbI HH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOT U
https://online.mospolytech.ru/course/view.php?id=10551



https://urait.ru/bcode/511750
https://urait.ru/bcode/490390
https://urait.ru/bcode/511112
https://urait.ru/bcode/519865
https://online.mospolytech.ru/course/view.php?id=10551

45  JIlMueH3MOHHOE ¥ ¢BOOOJHO PacIpoCTPaHsieMoe MPOrpaMMHOe o0ecrieyeHne

Jlnst  BBITIOTHEHUST JIAOOPAaTOPHBIX pabOT W CaMOCTOATENIbHOH paboThl HEO0OXO0IUMO
cleyroliee mporpaMMHoOe oOecrieueHue:
1. ocC
2. Be0-0Opaysep
3 Putty
4 TerraTerm
5 BiosEmulator

4.6 CoBpemMeHHbIe PodeccHoHAIbHbIE 0a3bl JAHHBIX U HH(POPMAIIMOHHbIE CIIPa-
BOYHbIE CHCTEMbI

1. @enepanbHas rocyiapcTBeHHast HH(pOpMalMOHHas cucTeMa - HalroHanbHas 31eKTpoH-
Hast oubnmoreka (HOB) https://H30.pd

5. MarepuajibHO-TEXHHYECKOe o0ecrieyeHue

5.1. TpeGoBanusi K 000PYA0BAHNIO ¥ IOMELEHUIO ISl 3AHATHIA

3anarua 1o npeamery OcHoBbl MKT 10KHBI NPOBOAUTCS B CHIELUATM3UPOBAHHBIX
aymatopusix B kopryce MockoBckoro Ilommrexa Ha yin. IlpsaummnkoBa . 2a, ayn. [1P2402 u
[1P2403, ocHaIIEHHBIX COBPEMEHHON OPITEXHUKOM M IE€PCOHAIBHBIMU KOMIIBIOTEPAMH C
IPOrpaMMHBIM OOECIeUeHUEM B COOTBETCTBUU C TEMAaTUKOW H3ydaemoro marepuana. Yucio
pabouux MeCT B ayJAUTOPUH JOJDKHO OBITH JOCTAaTOYHBIM Ui O0OECHeueHHUs] MHIUBUIYaTbHOU
paboTel ctyaeHToB. Pabouee MecTto mpernonaBareisl JOJDKHO OBbITh OCHAIIEHBI COBPEMEHHBIM
KOMIIBIOTEPOM C TIOJAKJIIOYEHHBIM K HEMY IIPOEKTOPOM Ha HACTEHHBIM SKpaH, WIM HHBIM
AQHAJIOTMYHBIM 110 (PYHKIIMOHAIBHOMY Ha3HAYEHUIO 000PY/10BaHUEM.

6. MeTroauyeckne peKOMeH AU

6.1.MeToanuyeckue peKOMeHAAIUM JI PenoaBaTesisi 10 OPraHu3amuu

o0y4eHust

1. [Ipu MOATOTOBKE K 3aHATHUSIM CIEAYET NMPEABAPUTEILHO MPOpadoTaTh MaTepral 3aHsATHUs,
MPEYCMOTPEB €ro MojJlayy TOYHO B OTBEIEHHOE I ATOTO BpeMms 3aHsaTusa. Cienyer noaroToBUTh
HEO0OXOJMMbIE MaTepuaabl — TEOPETUUECKUE CBEJACHUS, 3a1ayu u Ap. [Ipu mpoBeneHnH 3aHATHSA
cieayeT KOHTPOJIMPOBATh IMOJady MaTepuajga W PEIIeHHE 3aJaHui C y4ETOM y4eOHOTO BPEMEHH,
OTBEJIEHHOTO JIJIs 3aHSTHS.

2. Ilpu mpoBepke pabOT W OTYETOB CIEAYEeT YUYUTHIBATH HE TOJBKO IMPaBUIBLHOCTH
BBHITIOJTHEHHSI 3aJaHUi, HO M ONTHUMAJIBHOCTh BHIOPAHHBIX METOJIOB PEIICHHUs, MPaBUIHHOCTh
BBITNIOJIHEHHS BCEX €ro I1aroB.

3. lns cnaum paboT, KOTOPhIE CTYACHT HE BHITIOJHWI B TEUEHHUE CEMeCTpa, MpernoaBaTellb
OpraHu3yeT JOTOJHUTEIHHBIC 3aHATHS B KOHIIE CEMECTpA.

6.2.MeToanuyeckue yKa3aHus sl 00y4aIOMUXCsl M0 0CBOCHUIO JUCHMILTHHBI

N3y4yenne TuCIUILINHBI OCYIECTBIISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTaHOBKOU B
TECHOM B3aUMOCBSI3H yueOHbIM M1aHOM. OCHOBOI TEOpEeTHUECKON MMOATOTOBKH CTYIEHTOB SIBJISIOTCS
JIEKIIMOHHBIE 3aHATHUS, TAOOpaTOPHBIE PaOOTHI.

B mpomecce camocTosITeNbHONW pabOThl CTYJAEHTHI 3aKPEIUISIOT W YITyOJSIOT 3HAHUSA,
MOJyYCHHBIE BO BpEMs ayJUTOPHBIX 3aHATHH, 10pabaThIBalOT KOHCIEKTHI U 3aIlUCH, TOTOBITCA K
MIPOBEICHUIO U 00padaThIBAIOT PE3yJIbTATHI JIAOOPATOPHBIX PAOOT, TOTOBATCSA K MPOMEKYTOYHOU
aTTECTAllUH, a TAKXKE CAMOCTOATENIBHO U3Y4aloT OTACIbHBIE TEMbI yUeOHOM MPOrpaMMmBl.

Ha 3aHATHSAX CTyA€HTOB, B TOM YHCJE MPEAINOJIATAIOIINX MPAKTUYECKYIO AESATENbHOCTD,
OCYILIECTBIISICTCS 3aKPETJICHNE MOJTYYSHHBIX, B TOM YHCJIE U B MPOLIECCE CAMOCTOSITENbHOM paboTHl,
3HaHui. Oco0oe BHUMaHHE OOpalaeTcsi Ha pa3BUTHE YMEHUI M HABBIKOB YCTAHOBIICHUS CBSI3U
MOJIOKEHUN TEOpUH C MPOPECCHOHATBHON IEATEIbHOCTHIO OYAYIIEro CIeHUANINCTA.



CamocrosTenbHas paboTa OCYIIECTBIACTCS WHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIbHOM
paboThl opraHu3yercs B IByX GopMax:
* 3a1UTa J1a00PaTOPHBIX padoT;

* KOHTPOJIb CO CTOPOHBI TperoiaBaTesyiei (TeKyIHi U MPOMEKYTOUHBIH).

Texymui KOHTPOJIb OCYIIECTBIISIETCS HA Ay UTOPHBIX 3aHATHUAX, IPOMEKYTOUYHBINA KOHTPOJIb
OCYIIIECTBIICTCS Ha 9K3aMEHE B MUChbMEHHOM (yCTHOM) hopme.
Kputepusimu O11eHKH pe3yIbTaTOB CAMOCTOSITEIILHON padOThI CTYICHTA SBIISIOTCS:

® YPOBEHBb OCBOCHUS CTYACHTOM yqe6Hor0 Marcpuaia,

®* YMCHUA CTyACHTA UCIIOJB30BAThH TCOPCTUUCCKHUEC 3HAHHNA IIPU BBINMOJIHCHUN MPAKTHYCCKUX

3aJa4,
* chopMHUPOBAHHOCTH KOMIICTCHIIHIA,
® 0(1)OpMJ'ICHI/Ie mMarcpurajia B COOTBETCTBHU C TpC6OBaHI/IHMI/I.
7. ®OH/ OLIEHOYHBIX CPEICTB
7.1.0nucanue nokasareJieil H KpUTEpHEB OLICHMBAHMSA
HaumenoBanne IIpeacraBienue
Ne OC | oueHo4yHoro Kpartkasi xapakTepHCTHKA OLEHOYHOTO CPE/ICTBA | OIEHOYHOI'0 CPEACTBA B
cpeacTBa DOC
CpencTBO KOHTpOJISl, OPraHM30BaHHOE KaK OdHas
Bompocsl o
. Oeceia nearornyeckoro paboTHUKA ¢ 00yYarOIUMCST
KonTtpounsHbIit pyodex N 9 TeMaMm/pazzenam
o Ha TEMBI, CBS3aHHBIE C M3yYaeMOW IUCLUILIMHOU, U
1 (ycTHBIH orpoc/ ., | mucoumuHeL.  Borpockt
paccuMTaHHOE Ha BBUICHEHHE o00beMa 3HaHHWN
cobeceoBanue) o 71a00paTOPHEIM
o0yyaromierocst o ONpeNeICHHOMY pasJelly, TeMe, AGoTaM
mpobiieMe, B T.9. IO JTa00PaTOPHBIM padoTaM. P
CpenctBo KOHTpOJIS, OPraHM30BaHHOE KaK OYHBINA | Bompocs 1o
MMUCEMEHHBI  OTBET OOydaromerocs Ha TEMBI, | TeMaMm/paszenaM
2 KonTponsHBIit pyOek | cBA3aHHBIE C  HW3y4aeMOW  OUCHUIUIMHOW, ¥ | TUCIMIDIMHBL Bompocs
(TMCEMEHHEBIH OTIPOC) | pacCUMTAaHHBIM Ha BBUICHEHHE O0beMa 3HAaHWH | IO mabopaTOPHBIM
oOyJaromierocsi Mo OMpEAeNICHHOMY pasleny, Teme, | paboTam
npoOseme, B T.4. 0 1a60paTOpHBIM paboTam.
4 Tect (T) Cucrema CTaHJIaPTU3UPOBAHHBIX 3a7aHul, | GOHJ TECTOBBIX 3aJaHUN
MO3BOJISOIIIAS aBTOMaTU3HPOBAThH poLeaypy
HM3MEPEHHUs YPOBHSI 3HAHUH M YMEHHH 00yJaronerocs.
5 DK3aMeHaIMOHHbIC CpencTBo TpOBEpPKH 3HAHWI, YMEHHH, HaBBIKOB. | DK3aMeHaIMOHHbIC
ownets! (O6) MoeT  BKJIIOYaTh  KOMIUIGKC  TEOPETHYCCKHUX | OMJICTHI.
BOIIPOCOB, 33]]a4, MPAKTHYECKUX 3aJaHHMH. [Ilkana oOlEHUBAHUS H
npoleaypa NpUMEeHEHHS.

7.2.0nucaHue NMoka3areJieid 1 KpUTepHeB OLlEeHUBAHMSI KOMIETEHIIUIA,
(opMupyeMBIX 110 HTOTaM OCBOEHMSI JUCIUIIINHBI, ONTUCAHUE KA

OICHUBAHUA

Iloka3aTeneM olleHMBaHMS KOMIIETEHIIUN Ha Pa3JIMYHbIX 3TAallaX UuX (I)OpMPIpOBaHI/IH SABJIACTCA

JOCTHIXCHHEC O6y‘-IaIOHII/IMI/IC$I ITaHUPYEMBIX PE3YJILTATOB o6yquI/1$[ IO JUCIHHUITIIINHE.

IToxa3arenan

Kpurtepuu ouennBanus

2

3 4

5

OIIK-5 CnocobeH HHCTaIMPOBaTh NpPOrpaMMHOE M ammaparHoe oOecrnedeHue s HWHQOPMAIMOHHBIX U
aBTOMaTHU3MPOBAHHBIX CHCTEM

OIIK-5.1. 3natsb: OO0yuaromuiics OOyuaromuiics OOyuaromuiics OO0yuaromuiics
OCHOBBI CHCTEMHOTO | IEMOHCTPHUPYET JEMOHCTPUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
aIMHHHUCTPHPOBAHHUS, TIOJTHOE HETIOTHOE YaCTUYHOE TIOJTHOE
COBPEMEHHBIC ~ METOIbI | OTCYTCTBUE HJIM | COOTBETCTBHE COOTBETCTBHE COOTBETCTBHUE
UH(OPMALIMOHHOTO HEJOCTaTOYHO® CIIEIYOIINX CIIEIYOILIIX CIIeIYIOIINX 3HAHHMH,
B3aMOJICHCTBUS COOTBETCTBHUE 3HAHUH, yKa3aHHBIX | 3HAHWH, yKa3aHHBIX | yKa3aHHBIX B

10



MH(POPMANOHHBIX U | MaTepHairy B MHIMKAaTopax | B MHIMKATOpax | WHAMKaTopax
ABTOMATH3MPOBAHHBIX JICLUITIIMHBI KOMITETEHIMH KOMITETeHIINH KOMITETCHIMH
CHCTEM. 3HaHUH, JVCLIUTIIMHBL JUCIUIUIMHBL.  Ho | MuCHUIIIMHEL
OIIK-5.2. Ymers: YKa3aHHBIX B | Homyckatorcs JIOITY CKArOTCS CpobomHO
MHCTAJUTMPOBATh HMHIIIKATOpax 3HAYUTEIbHBIE HE3HAYHUTEIIbHbIC orepupyer
annapaTHoe KOMITETEHIINH omnoKy, OLINOKH, MPUOOPETEHHBIMU
obecrnieyeHmue, JUCLUIIINHBI . MPOSIBIISIETCST HETOYHOCTH, 3HAHHUSMHU.
MacimTabupoBaTh HEJIOCTaTOYHOCTh 3aTpyIHEHUs] TpU
HHOpPMaIVOHHbIE 51 3HaHWM, @0 PsIAy | aHAIUTUYECKUX
ABTOMAaTH3MPOBaHHbIE noKasaTeJieH, oTeparmsx.
CHCTEMBI, OLICHUBATh oOyuJaromuics
HEOOXOAUMOCTD UCTIBITHIBAET
MacITabupoBaHUs 3HAYUTEJbHBIE
CHUCTEM. 3aTpyJHEHUs  TpH
OIIK-5.3. Bnagets: ONEePUPOBAHUH
METOaMH  YCTaHOBKH 3HAHMSAMH TIPH  HX
CHCTEMHOTO " IepeHoce Ha HOBBIE
MIPUKIIAIHOTO CHUTYaIUH.
IIPOTPaMMHOTO
obecrieueHns
OIIK-7. CiocobeH pa3pabaTbIBaTh aITOPUTMBI X IIPOTPAMMBI, TPUTOHBIE IS IPAKTHIECKOTO IPUMEHEHHS
HOIIK-7.1. 3naer | OOyyaromuics OO0yuaromuiics OO0yuatomuiics OO0yuaromuiics
OIEPAllMOHHBIE CUCTEMBI | AJEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIIEMOHCTPUPYET
u 000J104KH, | TIOJHOE HEToJTHOe YaCTHYHOE MIOJIHO®
COBpEMEHHEIE Cpenbl | OTCYTCTBHME  WIIM | COOTBETCTBUE COOTBETCTBUE COOTBETCTBHE
pa3paboTku Hel0CTaToyHOe CJIE/TYFOIINX CIJIE/TYFOIINX CIIEAYIONNX 3HAHUMH,
MIPOTrPaMMHOTO COOTBETCTBUE 3HAHWH, YKa3aHHBIX | 3HAHWH, YKa3aHHBIX | YKa3aHHBIX B
obecrieueHwsI. MaTepray B MHIUKATOpax | B MHIUKATOpax | WHAMKaTopax
NOIIK-7.2. YMeeT | TUCIHAIIINHEBI KOMIIETEHIINH KOMIIETEHIIH KOMIIETEHIIUHN
TECTHPOBATh 3HaHUH, JIICIIUTIIMHBL. JUCIUIUIMHBL. ~ Ho | TUCIUIIIMHEL
paboTocIocOOHOCTH YKa3aHHBIX B | Homyckatorcs JIOITY CKarOTCS CpobomHO
MIPOTPaMMBI, MHIUKATOpax 3HAYNUTEIbHBIC HE3HAYNTEIBHbIC orepupyer
HWHTETPUPOBATH KOMTETEHITHHA OIIMOKH, OIITMOKH, proOpPETEHHBIMHI
IIpOorpaMMHBIE MOAYJIH. JUCHUIIIINHBI. IIPOABIACTCA HCTOYHOCTH, 3HAHUAMU.
HOIIK-7.3. Brnaneer HEI0CTaTOYHOCTh 3aTPyIOHEHUS TIpU
METOoOAaMU OTJIaAKH u 3HaHHﬁ, o psaay | aHAJIMTUYCCKHUX
TECTUPOBAHUS roKasaTeJieH, oreparmsx.
paborocnocobHOCTH oOyyJaromuics
IIPOTrPaMMBbI UCTIBITHIBAET

3HAYUTEIIbHBIC

3aTpyJHEHUS  TpH

OTIEPUPOBAHUH

3HaHWAMH TIpH X

MepeHoCce Ha HOBBIE

CUTYyalH.

7.3.1lIkana oneHUBaHUs Pe3yIbTATOB MPOMEKYTOUHOM ATTECTAIIUM U eé

OITMCAaHHC.

@DopMa NPOMEKYTOYHOM aTTECTALMH: IK3aAMEH.

[IpomerxyTouHas arTectanus o0yyaromuxcs B GopMe FK3aMeHa IPOBOIUTCS 110 pe3yiIbTaTaM
BBITIOJIHEHHSI BCEX BUIOB YYEOHOH pabOThI, MPEIyCMOTPEHHBIX YUYEOHBIM IUIAHOM IO JTaHHOMN
JUCLHHUIUIMHE (MOAYIIO), IPU 3TOM YUUTHIBAIOTCS PE3yJIbTaThl TEKYLIETr0 KOHTPOJIS YCIIEBAEMOCTHU B
TeueHue cemectpa. OlEeHKA CTENEHH IOCTHXKEHUS OOYYaIOIMMUCS TUIAHUPYEMBIX PE3yJIbTaTOB
o0yuyeHHsl 1O JUCUMILIMHE (MOIYJI0) IPOBOAMUTCS TpernojaBaTeieM, BEAyIIMM 3aHATHS I10
JUCIUILIMHE (MOIYJII0) METOJIOM 3KCIEPTHOM oleHKU. [1o uToram npomMexyTouyHOU aTTecTalu Mo
JUCLHUIUIMHE (MOJYJII0) BBICTABIISIETCS OLEHKA «OTIMYHO», «XOPOLIO», «yIO0BIETBOPUTEIHHOY» WIIH
«HEYJIOBJIETBOPUTEIBLHOY.
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[IpuBeneHHble HUXKE MPaBUIIA BBICTABICHUS OIICHOK M OIMO3JAaHUN MOTYT OBITh M3MEHEHBI,
€CIM TpenojaBaTeNlb COYTET JTO HEoOXOAMMbIM. BakHO, 4YTOOBI CTYIEHTBI PpEryJspHO
POCMAaTPUBAJIH IJIaH Kypca, BeuloskeHHbIN B CJ1O, Ha ipeMeT ero 0OHOBIICHUS MM U3MEHEHHUSL.

B cooTBeTcTBHU C TUIAaHOM IUCUUIUIMHBI CTYACHTAaM BBIAAIOTCS 3aJaHUs Ha J1a00paTOpHbIE
pabotsl. JlabopaTopHble pabOThI MOTYT COCTOSITh M3 MPAKTUYECKUX 3a/laHUM, KOTOpbIe TPeOyIoT
BBIMOJIHEHUsI paOOThl B ayJAUTOPUM YHUBEPCUTETAa M 3aJaHUMl JUIsI CaMOCTOSITENIbHOM paboThI.
[MTomumo TpeboBaHuii W omucaHus 3aaHus B paboTe yka3aH KpailHuWil cpok crmaud. s cradm
n1abopaTtopHOil pabOTHl CTYAEHTY HEOOXOIMMO BBIIOJIHUTH MPAKTUYECKYIO YacTh B COOTBETCTBUU C
3aJaHHEM M 3aIIUTUTh paboTy. Bo Bpems 3amuThl 1abopaTopHOi paboTHI MPEro1aBaTellb MPOBEPseT
MPAKTUYECKYI0 YacTh pabOThl M ONpalIMBaeT CTYJEHTa IO TEOPETUYECKUM paslielaM TeMbl
nabopaTopHoil paboThl. Ecniu cTyIeHT OTKa3bIBa€TCsl OTBEYATh Ha BOMPOCHI, WM JA€T MOJHOCTHIO
HEBEPHbIE OTBETHI, MJIM OTBETHI HE 110 TEME, TO paboTa MOXKET CUMTAThCSA CAAHHOM, HO IPU 3TOM OHA
OlLICHMBaeTCA He Bhlle 1 Oanna.

PaGora nomkHa OBITH BBHINIOJIHEHA CTYJEHTOM CaMOCTOSITENIBHO: HAa CKPUHIIOTaX CTYJEHTa
JIOJDKEH OBITh BUJCH pabo4Mii CTOJI, MEHIO IMycK ¢ naTtoil u BpemeneM u MO crynenta. Ecnu atu
IpaBuiia He cOOJII0Ial0TCs, TO paboTa HEe CUMTAETCS CIAHHOM U HE OLIEHHUBAETCS.

PyGexnble KOHTpoH (YCTHBINA/TUCHBMEHHBINA OMPOC) CAAIOTCS B ayIMTOPHH WHIMBHYaIbHO
110 BApUAHTY 3aJjaHus, BbIIaHHOMY MpENoaBaTesieM B Ha3HaueHHbIe THU. [Ipu oTCyTCTBUU CTyIeHTa
B JICHb HAIlMCAHUs KOHTPOJBHOU pabOThI eMy pa3peliaeTcs ciaTh paboTy Ha CIEAYIONIEM 3aHITHH,
IIPU 3TOM CTYJIEHTY HauHclsercs mrpad B pazmepe 1 6ana, 3a KaXIyr0 HeJIeI0 IPOCPOUKH.

Kaxnplii cryneHT uMeeT mpaBo Ha 3 Heaenw omno3jnaHus (0e3 HauucieHHs MmTpadHBIX
0asIo0B), KOTOpble MOTYT OBITh MOTpayYeHbl Ha JIIOObIe 3aJaHus B TeueHue cemectpa. Omnoszmanus
IIpeIHa3HAaYEeHBI JIUIS PEILIEHUSI 0COOBIX CUTYali, TAKUX KaK 0OJIE3Hb WM YpE3BbIUYaliHbIE CEMENHBIC
00CTOSITENBCTRA.

CryneHTbl JOIDKHBI 3apaHee coo0ImaTh O TOM, YTO Y HUX MOTYT BO3HUKHYTH TPYIHOCTH CO
CBOCBPEMEHHOI cpauedl 3agaHusi wiM npoekTta. llpu Hanuuuu peanbHBIX NPUYMH 33TCPKKU
CTyJIEHTaM CJIelyeT KaK MOYKHO CKOpEE CBS3aThCs C IPENoAaBaTesieM U OOCYIUTh BO3MOXHbBIE
YCIIOBUSI.

K npomexyTouHOH aTTecTanyy JOMYyCKalOTCs TOJIBKO CTYACHTHI, BHIIIOJHUBIINE BCE BUIbI
yueOHOM paboThl, MPeayCMOTPEHHbIE paboyeil mporpaMMmol MO TUCIHUIUIMHE — BBIMOJHEHUE U
3amuTta JlaGopaTopHbIX pabOT COMIACHO TMOJYYCHHOMY 3aJaHUI0, CcJada PyOeKHBIX
KOHTpPOJICH(yCTHBIX/TTMCBMEHHBIX ~ OTMPOCOB/COOECEIOBaHMI) 1O TeMaM Yy4eOHOro Kypca,
BBIMIOJIHEHME TECTOB 110 BCEM pazjielaM Kypca, BKJIOYas HTOroBblii TecT B cucreme JIMC
MockoBckoro Tlonutexa ¢ JOCTH)KEHHEM MOPOTOBBIX 3HAUEHUH OIIEHOK IO BCEM BUIaM y4eOHOMH
pabotel. Ilpu 3TOM wHcnomb3yercss OaIbHO-PEUTHHrOBas CHUCTEMa, BKIIIOYAIOIIAs CIIEAYIOLIHE
KPUTEPUU OLICHKH.

Kpurepnii

3HavyeHUe KpUTepHS

Brimonnenue u 3amuTa
naboparopHbIx paboT B cpok. (L)

Ot 1 1o 5 GayuioB 3a Kaxayto paboTy B 3aBUCMMOCTH OT YPOBHSI ITPAKTHYECKOTO
BBINOJIHEHUSI Pa0OTHI ¥ 3HAHUS TEOPETHYECKOTO MaTepuara.
MaxkcumanibHOE 3HaUCHHUE KpuTepus — He Oosiee 25 6aios.

Cnava pyOeXHBIX KOHTpOJIEH 1o
TeMaM Kypca B CpOK
(YcTHBII/TUCEMEHHBII ompoc/
cobecenoBanue),(I)

Ot 1 o 5 6anyoB 3a kaxaoe codeceJOBaHNE B 3aBUCUMOCTH OT YPOBHSI M 3HAHUS
TEOPETHUYECKOTO U NMPAKTUIECKOr0 MaTepHania.
MakcumanbHOe 3HaueHNe KpuTepus — He Oosee 25 6aiioB.

BrimonHeHNe TECTOB 1O TeMam
kypca B cucteme JIMC(T1)

ITo 1 Gamry 3a KaXAblil TecT, BBINOJHEHHBIN Oosee yeM Ha 70% mNpaBHIBHBIX
OTBETOB. MakcuManbHOE 3HadYeHHEe KpuTepuss — He Oomee 10 Oamos.
Jlomyckaercst 3 HONBITKH Ha KaXKIbIH TECT B TEUCHHE CEMECTPA.

BrInosHEHHE UTOrOBOTO TECTA O
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gammy 3a xaxapie 10% mNpaBHIBHBIX OTBETOB B TECTe. MHHHMaJIbHOE
3HadeHune kpurepus — 7 6amnoB (70% NpaBUIBHBIX OTBETOB), MAKCHMAJIbHOE
3aadenne kpurepus — 10 6amos (100% npaBHIBHBIX OTBETOB).

[Tocemenue 3anstuii (V)

[Io 1 Oammy 3a HPUCYTCTBHE CTyAEHTa Ha KaXOOM 3aHATHH (2 ak. daca)
MakcumanbHoe 3HaueHue Kkputepust — 30 6ayIoB.

Kosdhumment cpanHbIX paboT

(K)

Koadduuument pasen 1, ecamn Bce paboTs! (JabopaTopHBIe paboThl, pyOeKHBIE
KOHTPOJIH, TeCThI) caanbl u 0 ecniu X0Ts1 ObI oHa paboTa He caaHa.

Pacuer urorosoro 6ama (F)

F=(L+1+T14T2+V)*K
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BrinonHenne sKk3aMeHAIIMOHHOTO
3alaHus

kpurepusi — 100 6asoB.

[Ipu BBIOOpE CTYIEHTOM BBINOJHEHHS AK3aMEHAIMOHHOTO 3aJlaHusi Oailibl
HaOpaHHBIE B TEUCHUHM CEMeCTpa OOHYIAITCA. MakcuMmalnbHOE 3HAuCHUE

Ouenka no 60a/1JIbHO-PedTUHIOBOI cucTemMe | OlEeHKA 0 UTOTOBOM aATTECTAIMU
0...60 HeynoBneTBOpUTEIIEHO

61...75 Y 10BJICTBOPHUTENHHO

76 ...90 Xopouio

91 ... 100 OT1imaHO

IIIxajaa oneHUBaAHUS

Onucanne

OTIHU4YHO

Cpennee 3HaYeHUE Uil BceX (OPMUPYEMBIX Ha MOMEHT MPOBEJICHNUS aTTECTAllU YPOBHEH
KOMIETeHI — 5. BeINoaHeHs! Bce BUABI yueOHOM paboTH, MPEeIyCMOTPEHHBIE YIeOHBIM
m1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUH, YMEHUI, HABBIKOB IPUBEIECHHBIM
B TaOJIMIIaX MOKa3aTesel, onepupyeT IpHOOPETEHHBIMH 3HAHUSMH, YMEHUSIMH, HABBIKAMH,
MIPUMEHSIET UX B CHUTYallUsIX HOBBIIIEHHOH CI0XHOCTH. [Ipr 3TOM MOTYT OBITH JOITYIIEHBI
HE3HAYUTENIbHBIE OIIMOKH, HETOYHOCTH, 3aTPyIHEHHUS NPH AHAIUTHYECKHX OICpaIHsiX,
NIepeHoce 3HaHUI M YMEHUI Ha HOBBIE, HECTAHIapTHbIE CUTYAIHH.

Xopoo

Cpennee 3HaueHue s BceX GOPMHUPYEMBIX HA MOMEHT MPOBEICHHS aTTECTALIMU yPOBHEH
KOMITETeHIMH — 4. BBIMOTHEeHBI Bce BHABI y4eOHOM paboThI, MPeIyCMOTPEHHBIC yIeOHBIM
wiaHoM. CTyIeHT IEMOHCTPUPYET HEMONHOE, IPABUIIBHOE COOTBETCTBUE 3HAHUI, YMEHHH,
HABBIKOB IPUBCICHHBIM B TaOIHIAX MOKA3aTeNei, TM00 ey IPpH ATOM OBUTH JOITyLICHBI
2-3 HecylIeCTBeHHbIE OIIHOKH.

VY 10BIIETBOPUTENBHO

Cpennee 3HaYeHUE Ui BceX (OPMUPYEMBIX Ha MOMEHT IPOBEJICHNUS aTTECTAllUU YPOBHEH
KoMIeTeHIi — 3. BeInoaHeHs! Bce BUABI yueOHOM paboTHI, PEeayCMOTPEHHBIE YIeOHBIM
w1aHoM. CTyZIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM, B KOTOPOM OCBEIlI€Ha OCHOBHAS,
HaunOoJee BakHas 4acTh MaTepuaia, HO IPU 3TOM JIOITyIIeHa OJHA 3HAYUTENbHas OINOKa
WM HETOYHOCTB.

HeynosneTBopurensHo

He nmocturHyTo moporoBoe 3HayeHHE XOTS OBl AJIsI OZHOTO YpOBHS ()OPMHUPYEMBIX Ha
MOMEHT TIPOBE/ICHHS aTTeCTalluyd KoMIeTeHuui. He BeimonHeH onuH mim Oojee BHIOB
y4eOHOH paboThl, NPEIyCMOTPEHHBIX y4eOHBbIM IuIaHOM. CTYZEeHT JEeMOHCTPHpYET
HETIOJIHOE COOTBETCTBHE 3HAHWM, YyMEHWH, HAaBBIKOB IIPHUBEJCHHBIM B TaOIHIAX
TIOKa3aTesyiel, JOIMyCKAroTCsl 3HAYNTEIbHbIC OIMMOKM, MPOSBISETCS OTCYTCTBHE 3HAHUM,
YMEHHH, HaBBIKOB IT0 PsILy TOKA3aTENeH, CTyI€HT NCTIBITHIBACT 3HAUUTEIIBLHbIC 3aTPy THEHUS
IIPY ONEPUPOBAHNH 3HAHMSIMU M YMEHHSIMH IIPH MX MIEPEHOCE Ha HOBBIE CUTYallUH.

7.4.0nucanus noka3arejeil OlleHNBAHUSA U KPUTEPUEB OLlIEHNBAHUS

KOMIIeTeHII NI

B mpouecce ocBoeHHs JaHHOW AMCHUIUIMHBI CTYAEHT (OPMHUPYET M JEMOHCTPHUPYET
clenyromme oomenpodecCuoHanTbHbIe KOMITETEHITHH:
KO}I 1 HANMCHOBAHUEC KOMIICTCHIINU I/IHJIHKaTOpBI IIAaHUPYEMBIX pPE3YJIbTAaTOB O6y‘-IeHI/I${ 110

JUCHUIIIINHC.
KoMmnerenuun Mepedenn TexHoJi0rus ®opma Crenenn ypoBHeii
P (¢opMHpOBaHMsl | OLIEHOYHOIO | OCBOEHHS
Hupexe | Mupexc KOMIIOHEHTOB . . N
KOMIeTeHInii cpeacTBa KOMIeTeHIn i
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OIIK-5

Criocobex
HWHCTAJUIMPOBATh
POrpaMMHOE u
anmapatHoe
obecrieueHne ULt
WHPOPMAMOHHBIX H
aBTOMATU3MPOBAHHEI
X CHCTEM

OIIK-5.1. 3nath:
OCHOBBI CHUCTEMHOI'O
AJIMAHUCTPUPOBAHUS
, COBpPEMCHHEIC
METOJIBI
HH(POPMAITMOHHOT O
B3aUMOJENCTBUSA
WHPOPMAIIMOHHBIX U
ABTOMATHU3HUPOBAHHBI
X CHCTEM.

OIIK-5.2. YMeTh:
I/IHCTaJ'IJ'[I/IpOBaTI)
armapaTHoe
obecrieueHmue,
MacITabupoBaTh
WHGOPMAIIMOHHEBIE |
ABTOMATH3UPOBAHHEI
e CHCTEMBI,
OLICHUBATh
HEO0O0XOIUMOCTh
MacImTabupOBaHUS
CHCTEM.

OIIK-5.3. Bnanets:
METOaaMU yCTaHOBKI/I
CHCTEMHOI0 5
TIPHUKIIATHOTO
MPOrPaMMHOTO
obecreuyeHusl.

OIIK-7

Crocoben
pa3pabaThIBaTh
AIITOPUTMBI u
TPOTPaMMEI,
TIPUTOJTHBIC JUTS
MPaKTHIECKOTO
TPUMEHEHUS

HOIIK-7.1.
OTepaIMOHHBIE
CHCTEMBI u
000JI0YKH,
COBPEMEHHBIC CPEJIbl
pa3paboTku
MIPOrPaMMHOTO
obecreyueHusI.
HOIIK-7.2.
TECTUPOBATH
PpaboToCnOCOOHOCTh
MIPOTPaMMBI,
HWHTErPUPOBATH
MPOTrpaMMHBIE
MOTYJIH.

HNOIIK-7.3. Bnaneer
METO/IaMH OTIAJAKH U
TECTUPOBAHHUS
pabOTOCIOCOOHOCTH
IPOTrpaMMBbl

3HaeT

YmMmeet

JlaboparopHsie
paboThl,
CaMOCTOSITeNIbHASI
pabora

VO
II
DK3aMeH

BA30BbII
YPOBEHG:
CIIOCOOHOCTH
BBIIIOIHATE
MOJTy4YE€HHOE
3aj1aHne, TPUMEHSISI
TOJTyYeHHbIE 3HAHHE
u YMEHHUS Ha
MPaKTHKE, BIIAJIETh
COOTBETCTBYIOIIAM
W WHIAAKATOpaMH
KOMIICTCHIIUN HpH
BBIITIOJIHCHUN
3a/1aHus.

[TPOJIBUHY ThII
YPOBEHD:
CITOCOOHOCTH
BBIMOJHATH
MOJTy4E€HHOE
3aJjaHue M pelaTh
CaMOCTOSTENLHO
c(hopMUpPOBAHHBIC
3a7a4M, TPUMEHAA
TOJIY4YCHHBIC 3HAHUE
u YMEHHsI Ha
MPaKTHKE.
YBepeHHO BIaAETh
COOTBETCTBYIOIIUM
U HHAAKATOpaMH
KOMIIETCHI[MA  TIPH
BBITTOJTHEHHH
3ajaHusl,
KOMOWHHUPOBAaTh WX
MeXIy coboit u ¢
UHAWKaTOpaMu
JIPYTHUX
KOMICTCHIUA IS
JIOCTHIKCHUS
MIPOEKTHBIX
Pe3yIBTATOB.

**. CokparieHust GOpM OIEHOYHBIX CPEACTB CM. B mpuitoskeHun 2 k PIT.

7.5.9K3aMeHallUOHHOE 3a1aHHUe.

d)opMa JK3aMCHAIIMOHHOI'O 3aJaHHusA BBI6I/IpaeTCH npernoaaBaTCyICcM MU YTBCPKIAACTCA Ha
3aceqaHnu Kadeapel. DK3aMEeH MOXKET MPOXOJIUTh B CIEAYIOMHX (OpMax U C HCIOJIb30BAaHHEM
CICAYIOIMNX OOCHOYHBIX CPCACTB.

Popma

ITpencraBiieHne oueHOYHOro cpencrea B POC

VYcrHas.

baHKk KOHTPOJBHBIX BOIIPOCOB, COOTBETCTBYIOIIMX OTHACIBHBIM TeMaM IUCIMILIMHBI (cM. 1. 4
HACTOSIIETrO JJOKYMEeHTa). Bompockl (opMHUPYIOT 3K3aMEHAIIMOHHBIN OMIIET (CM. HUXKE), COCTOSIIHIA
U3 TEOPETUYCCKUX BOMPOCOB M MPAKTUYCCKUX 3aJaHUi (THUIOBBIC MPAKTUYCCKUE 3aJaHUs
MPEICTABICHBI HIDKE). DBHIICTBI, BKJIIOYas BONPOCHI W MPAKTUYECCKHE 3amaHus, (OpMHUPYIOTCS
mperoaBaTelieM M YTBEPXKAAIOTCA Ha 3acefaHuu Kadeapel. B HHX MOryT OBITH BKITFOYCHEI
JIOTIOJTHUTETIFHBIC KOHTPOJIBHBIC BOMPOCHI M 33JaHUs, HE TPEOYIOUINE Y CTYICHTOB HAJIH4YUs HE
(hopMHpyeMBbIX TaHHOM TUCIUIITMHON KOMIIETEHIINH 1k 60JIee BBICOKHX TAroB c(QOPMHUPOBAHHOCTH
(dopmupyembix. [t OTBeTa Ha Kbl BOMPOC U JJISI PELICHHUS JIFOOOTO MPAKTHYECKOTO 3a/IaHHs
CTY/ICHT JIOJDKCH HaXOIMTCs Ha TpeOyeMOM Juis JaHHOMW JUCUHUILIMHE YPOBHE C(HOPMUPOBAHHOCTH
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BCEX COOTBETCTBYIOIIMX €W KOMIIETCHLMH: KaKIbli BOIPOC M 3aJlaHUE IPOBEPSICT YPOBEHb
c(OPMUPOBAHHOCTH BCEX COOTBETCTBYIOMINX JaHHOM JUCIMIUIMHE KOMIIETEHIINH.
[MuceMenHas. | OueHOYHOE CPENICTBO MOJTHOCTHIO COOTBETCTBYET OLICHOYHBIM CPEJICTBAM YCTHOW ()OPMBI 33/1aHHSI.

7.6.CnucoK 3K3aMeHALIMOHHBIX BOMIPOCOB.

1. ®opm-daxrop. Onpenenenue. [Ipumepst. Kak Beiopats BI1?

2. Marepunckas minata. @opM-¢pakTopsl 1 KOMIOHEHTbI

3. LIT - ocHoBHBIE XapakTepucTUKU. COKeT. YBeIW4YeHUEe MPOU3BOJUTEIBHOCTH. Pasrol.
Cucremsbl oxnaxaenus L1

4. 113Y. O3VY. Onpenenenus u tunsl. Moaynu namsatu. K.

5. [Inater pacmmpenwus, Buabl U Tunbl cioToB pacmmpenus (PCI, mini PCI, PCIx, PCle,
Risercard, AGP)

6. HDD, SSD. RAID-MaccuBbI 1 UX YPOBHU

7. BHemrHue MOpTHl ¥ TUTIBI Kabemei. AfanTepsl U IepexXoHUKU

8. YcrpoiictBa BBoga. Tpagunmonusie. CoBpemerHsie. HoBbie u HoBeitmme. KVM.

9. YcrpoiicTBa BbIBOJA.

10. BIOS /UEFI. Ilponienypa POST. BIOS u CMOS. OcHoBHbIe crioco0s! 3amuThl [1K gepes
BIOS /UEFI.

11. 3CP. Tunbl koneOaHUN HaNpsDKEHUS MHUTaHUSA. YCTpPOMCTBA JUIsl 3alIUThl  OT
JNEKTPUUECKUX KOJICOaHUH.

12. lemm u mpeumymiectBa mnpodmiakrnaeckoro obcmyxuBanus [IK. Ilpodumakruka
obopynoanus. [IpodunakTuka mporpaMMHOTo obecredeHus

13. 6 OCHOBHBIX ATAIIOB MPOLIEAYPHI IMMOKCKA U ycTpaHeHus Henoianok ¢ [1K

14. Tunsi ceteit LAN, WLAN, PAN, MAN, WAN, VLAN, WMN, VPN

15. Tunsr noaxmoueHus Kk Muarepuer.(ISDN, DSL, Wi-Fi, kabenbHast ceTh, CITyTHHKOBas
nepeaaya, COTOBbIE TEXHOJIOTHHU U JIp.).

16. Ceresie mogenu (OSI, TCP/IP)

17. TIpoToKoJIBI TPAHCHOPTHOTO YpOBHs. OCHOBHBIE HOMEpA MOPTOB MPUIOKEHUH.

18. Cranpmaptel, niporokonsl u ckopoctu: Wi-Fi, coroBas cs3b, Bluetooth, NFC, RFID,
YIPaBIEHUE YMHBIM JOMOM

19. Kiment-cepBepHbie ceT. DyHKIMH U IPOTOKOJIBI CETEBBIX CEPBUCOB.

20. ®usnueckue KOMIoHeHTH! ceTu. CeteBble ycTpoiicTBa. POE

21. CeteBas cpena nepenadu nanueix. Kademu. Pazsemsl. Ckopoctu

22. CereBas anpecanmss. MAC, [Pv4, IPv6. IlpaBuna cokpamenus B aapece IPvo,
0TOOpaKeHHE aJIPECOB.

23. Cratnueckas u auHamuueckas agpecanus. DHCP, IP-anpec, Macka nmoaceTu, IUTIO3 MO
ymomuanuto, DNS. Link-local aapec.

24. OcHOBHBIE TapaMeTpbl HACTPOHKM NpOBOAHON M OecmpoBogHOW cetu. Hactpoiika
MEKCETEBOI0 IKpaHa.

25. HoytOyxu. Komnonentsl. Juciieit HoyTOyKa.

26. Mob6wmeHBIe yeTpoiicTBa. KommoneHnTsl. O0opynoBanue. TUTIBI COSAMHEHUA.

27. Tunbl npuHTEpOB. [Iporiecc nazepHoii nevaTu.

28. Bupryanmzamnus. Vcnonp3oBaHne Ha CTOpOHE KiMeHTa. TpeOoBaHMS IJIsi BUPTYaTbHBIX
MaIllyH.

29. O6naunsie cepBuckl (SaaS, PaaS, [aaS). Uetbipe ocHOBHBIE MOJIeNH O0JIaKa.

30. Onepanmonnsle cucteMbl. OnpeneneHne U TepMuHbl. OCHOBHBIE (PYHKIIUH.

31. Bei6op u oonoBienne OC. Pazmuuns 32-bit u 64-bit Bepcuit Windows

32. Pa3Ouenue xectkoro nucka Ha pasnensl. MBR u GPT. Pa3nens.

33. daitnoBas cucTeMa )XKeCTKOTO AucKa. Tumnel u oTmuns. @opMaTrupoBaHUe.

34. CriocoObl u BapuaHThl ycTaHoBKH Windows. Sysprep.

35. 3arpy3ka Windows. Pexxumsr 3anycka. Peectp. Kiroum peectpa.

36. Linux, Unix, macOS. MoOWIbHbBIE ONepalMOHHBIE CUCTEMBI.

37. Bupycsl 1 «TpostHCKHE KOHW». Turbl BpegonocHoro 10

38. Tuns! atak Ha npotokod TCP/IP. Araka HysneBoro aHs. CriocoObI 3alUThI
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39. OCHOBHBIE TTOHATHUS OIUTHKN 0€30IaCHOCTH
40. OcHOBHBIE CITIOCOOBI 3ALINUTHI JAHHBIX

7.7.1IpuMepHBIH CIMCOK BONMPOCOB VISl KOHTPOJIBLHBIX py0e:keil U 3alIUThI

J1a00opaToOpHBIX padoT

Tema 1

1. ®opmMm-akTop onpeeacHue U IPUMEPHI.

2. Kopmyca. Bei6op kopityca U BeHTUIATOPOB KOITyCOB

3. BI1. ®opm-dakTopsl u pa3béMbl. Be1OOp 0510ka MUTaHUs B KOopITyca

4. Marepunckas 1iarta. DopMm-pakTopsl M KOMIOHEHTHI. XapaKTepUCTUKH BbIOOpa
MaTEPUHCKOH TIAThI

5. UII, coker. IloBbiienne mpou3BOAUTEIBHOCTH. CHUCTEMBI OXJIaxaAeHus. Bpibop 3THx
KOMIIOHEHTOB

6. Tumbel mamsita. [13Y

7. O3Y. Moaymu namst. Kamr

8. Ilnatsl anantepos u cnotsl pacmupenus (PCI, mini PCI, PCIx, PCle, u ap.)

9. Bri6op Bugeokapthel. Beibop miar agantepon

10. YcrpoiictBa xpaHenus naHHbIX. HTepdeiicsl HakonuTeneid. Beibop u mpenmymecTa
HDD u SSD.

11. Unrepoeiicel nHakonuteneit. Ckopoctu. [logkiaroueHne BHEIIHUX YCTPOWCTB XpaHEHUS
JAHHBIX, XapakTepucTuKu kabens USB.

12. Yro takoe RAID u xakue BU/IBI BBl 3HAETE?

13. BugeonopTsl 1 kabenu

14. Ipyrue noptsel 1 kabenu. KoMIoHEHTHI epexoa.

15. Tpagunmonusie yctpoiictBa BBoga 1 KVM

16. YcrpoiicTBa BbIBOJA.

17. MoHuTOpBI. XapaKTEPUCTUKH U BHIOOD.

18. ToncThie M TOHKHE KITUSHTHI

19. OcobeHHOCTH ClIeUaTU3UPOBAHHBIX KOMIIBIOTEPHBIX CUCTEM

Tema 2, 3

1. IlpaBuna TexHUKU 6€30MACHOCTH. DIEKTPUUECKas U MOKapHasi 0€30MacHOCTb.

2. Dnektpobe3onacHocTh. Yto Takoe DCP 1 criocoObI ero nperoTBpaiieHus ?

3. Tunsl kKoneOaHU HANPSKEHUS TUTAHUS

4. YcTpoiicTBa JUIs 3alUThI OT AIEKTPHUUECKUX KOoeOaHuH

5. 3ammTa OKpyX)aromen cpeapl

6. 3aueM Hy>keH 00KUMHON MHCTPYMEHT, MOHTaKHBIH MHCTPYMEHT U Tpeiicep (reHepaTrop
TOHA), MYJBTUMETP

7. Ilporpammusie cpenctBa obcmyxuBanus [1K

8. IlporpaMMHBIe CpeIcTBA 3alIUTHI 000PYTOBAHUS U TAHHBIX

9. MNoaxmouenue BII. YcranoBka LIl u martepunckoit muatel. Kakue kabenu umyT ot
NepeHeN MaHeH.

10. Yro takoe POST?

11. BIOS u CMOS. I'ne naxoasrcs, GyHKITHH.

12. BIOS. OcHoBHbIe pa3nensl. Hactpoiika.

13. OcHosueble crtocoOs 3anuThl [IK gepes BIOS (Drive Encription, Lojack, TPM, adm pass)

14. JlnarHocTrka cOCTOSIHUS KOMITbIOTEpa ¢ momoiisio BIOS

15. UEFI. Unrtepdeiic, pynkiuu, otauans ot BIOS

16. Pexxumsr B UEFI

17. O6noBnenue BIOS

Tema 4

1. ITpeumymecTBa MpoUIAKTHIESCKOTO OOCTYKUBAHHS KOMIBIOTEPA.

2. Ilpodunaxruxa I1O

3. [Ipodunaktuka o60pyI0BaHUS
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4. Kakue HWHCTPYMEHTHI NOTPeOylOTCS BO BpeMs NPOPHIAKTUYECKOTO OOCITYKUBAaHUS
HactosibHOTO [TK? Kakue mpoOiaembl mpenMyIeCTBEHHO CBsI3aHbI ¢ kKabensmu BHyTpH [1K?

5. @akTOphl BO3ACHCTBUS BHEIIHEH Cpebl

6. UTo Hy>XHO cienaTh JUIsl COXpaHHOCTHU JaHHBIX MepeJl MPpOoBeaeHEM paboT?

7. AnropuTM NOUCKA U yCTpaHEHUs HEUCIIpaBHOCTEN (6 IyHKTOB)

8. [TonpobHOE onmcanue anroputMa (IMMyHKTHI 1,2,3) moucKa U yCTpaHeHUs HEUCIIPABHOCTEH ?

9. IToppoGHOE onrcanue anropuT™a (IyHKTHI 4,5,6) IOMCKa U YCTpaHEHHUS HEUCIIPABHOCTEH ?

10. Pacnipoctpanennsie Henonaaku [1K u ciocoObl nx ycrpaneHus

11. TIK ne BritO4aeTcs (MpUYUHBI)?

12. ITocne ycranoBku HOBoM BusieokapThl PCle x16 koMmbproTep miepecTall moKa3biBaTh BUIEO
(mpuuuHbI)?

13. KomnproTep He pacro3HaeT J00aBIECHHYIO OTIEPATUBHYIO aMATh (TPUYHHBI)?

14. KoMmnproTep He paclo3HAeT yCTPOMCTBO XpaHEHUS! JTaHHBIX (IIPUYMHBI)?

Tema 5, 6

1. OC. Yro Takoe MHOro3aJayHOCTh, MHOTONPOLIECCOPHOCTb, MHOTOMOTOYHOCThH?
MHoromnonb30BaTeNnbCKasi CUCTEMA.
. 4 ocuoBuble pynkuuu OC. API u npumepsr
. YUem otnmuaetcs 32 bit u 64 bit apxutekTypa nporeccopa?
. Cepsepubie OC u Hactonbueie OC. OcoOeHHOCTH U IPUMEDPHI.
. Kax mogo6pars OC? CoBMECTUMOCTb.
. O6noBnenue OC (mpeumyiecTBa u HeocTaTku). [lepeHoc naHHBIX
. Be16op naxomnurens. CTpyKTypa KeCTKOro JHCKa.
. Uro takoe MBR, GPT? CpaBnenue.
. Hactpoiika xectkoro nucka. Kakue ObIBaroT pasueinsi?

10. ®opmatupoBanue. Daiinoseie cucrembl. FAT32, NTFS, EXFAT otnuuus?

11. CriocoOb1 1 BapraHThl ycTaHOBKH Windows. Sysprep.

12. 3arpy3ka Windows. Pexxumsr 3amycka.

13. Peectp. Onpenenenne, pynkuu. Kimoun peectpa. Kak oTKpsITh pegakTop peectpa?

14. Tlanens ynpaBieHus (KaTerOpHH, ITyHKTHI M YTHIUTHI). JlucneTuep ycTpoicTB (QyHKIMA
Y 3HAYKH)

15. UnTtepdeiic komanaHoi cTpoku. KomaHpl.

16. Bupryanuzanuus, tTpeboBanus k [1K, koTopbie UCTONIB3YIOTCS B LENSIX BUPTYaIU3aLUU.
[IpeumymiectBa? Kakue cymecTBylOT MporpaMMHbIE CpEeACTBA i co3anus BM.

17. Tlpodunakrraeckoe oocmyxuBanue. Hactpoiika aBTo3arpy3Ku.

18. Pacnpocrpanennsie npobnemsl. Ilpuunnel u pemenus: 1). OC He 3amyckaercs u 2).
[TpunosxeHue He yCTaHABJIUBAETCA.

Tema 7, 8
. Cpenpl nepenauun gaHabIX. [IpomyckHas cmocoOHOCTh. PesxxumMbl
. Tunsl ceren
. Opranuzanuy OTBETCTBEHHBIE 3a pa3pabOTKy ceTeBbIX cTaHAapToB. [loHsATHE MpoTOKOIIA.
. Mogens OSI
. Monens TCP/IP
. CSMA/CD (CA). Crangaptsl.
. CeteBele ycTpoiictBa. PoE.
. Menusble kabenu u pazbembl. Kareropun Butoit mapel. CxeMbl pa3BOJIKH.
. BonokonHo-onTHueckue kabenu u pa3beMbl

10. Anpecanus ceteBbix ycrpoiicts: MAC, IPv4 (popmar, macka noxcetn), IPv6 (dpopmar,
IpaBujIa COKPAIICHUS HYJICH ).

11. Cratuueckas u auHamuueckas agpecaius, Link-local, DNS. ICMP, ping

12. Ponb u ¢ysknuu tpancnoptHoro ypoBHs. IIporokonst TCP u UDP npeunmyiectBa u
HepocTaTku. CTaHAapTHBIE TIOPTHI.

13. CereBas unrepdeiicHas rurara. Hacrpoiika miater NIC.

14. Hactpoiika nmpoBoAHOTO M OecrnpoBoAHOro Mapiipytuzatopa. OCHOBHbBIE MapameTphl
OECIIPOBOTHOM CETH.

O©oo~NoO ok wiN

OO ~NOoO ol WN P

17



15. VPN.

16. Texnosnoruu noakiroueHust K UHTEpHET.

17. Llentpsl 00paboTKu naHHBIX. OOIauHBIE TEXHOJIOTHH.

18. Tlponenypa moncka HeUcCIpaBHOCTEH ceTH. PacripocTpaHeHHbIE TPOOIEMBI.

7.8.Ilpumep u3 Tecta B cucrteme JIMC.
[Tonmp30BaTens HACTpaWBACT TOYKY OECHPOBOAHOTO JOCTYNIa M XOYET MpPEeIOTBPATUTh
oOHapyxeHHe cetu cocesamu. Kakue neiicTBus He0OX0IMMO MPEANPUHSATH MOIb30BATEN0?
* OTrmtouuTh Tpancianu SSID
* Bximtounts mudposanne WPA
* Hactpouts napamerpst DMZ
* Hactpouts DNS-cepBep

7.9. lIpumep odopmiieHHs IK3AMEHALMOHHOIO O1JIeTa

MHUHUCTEPCTBO HAVKH U BBICIIIET'O OBPA30BAHU S POCCUCKON
OEJIEPALINU
®EJIEPAJIHOE F'OCY JIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIBHOE YUPEX/IEHHE BBICLLETO OBPA3OBAHUSI

«MoOCKOBCKHI MOJTUTEXHUYECKUI YHUBEPCUTET)
(MOCKOBCKHWMU ITOJIUTEX)

AK3AMEHAILIMOHHBIM BUJIET Nel
IO AUCHUIIIIMHE
«OcHOBBI HH()OPMAIIMOHHO-KOMMYHHUKAIMOHHBIX TEXHOJIOT I
Hanpasienue noarorosku 09.03.03
«[TpuknanHas nHGOPMATHKAY

BOITPOCHI:
1. ®opm-daxtop. Onpenenenue. [Ipumepsr. Kak BeiOpats BI1?
2. ®uzndeckue KoMImoHeHTHI ceTH. CeTeBble ycTpoiicTBa. PoE

3. OCHOBHEBIE TOHATHS ITOJTUTUKH 0€30ITaCHOCTH

Y TBepxKaeHO: / [« » 20 r.
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