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1. Henau npakTuku

K ocHOBHBIM meJIsaM OCBOCHUA TEXHOJIOTMYCCKOM MPAKTUKHU CIICAYCT OTHECTHU:

®  3aKpeIUICHUE W YIIIyOJICHWE TCOPETHYCCKUX 3HAHUH, IMOJYYCHHBIX CTYICHTAMH IPHU
M3YYCHUH JUCHUIUIHH TPOPECCHOHATBHOIO IMKJIA W AUCIHUILIAH CHCIUAIN3ANNANA IS
dbopmupoBanusi TpeOOBaHMH ©  pa3pabOTKE CHUCTEMBI 3alIUTHl  HH(POPMAIUU
ABTOMATH3UPOBAHHOW CHCTEMBI;

e TpuOOpEeTCHWE W PAa3BUTHE HEOOXOIUMBIX MPAKTUYCCKHMX YMEHHH W HABBIKOB IIPU
(dbopmupoBarnn TpeOOBaHUH U pa3pabOTKe CHCTEMbl HHPOPMAIIMOHHOW OE30TTaCHOCTH Ha
MIPEANPUATHH B COOTBETCTBHHU C TPEOOBAHUSIMHU K YPOBHIO TOJITOTOBKU BBITTYCKHUKA.

2. 3amayu MpaKTUKH

K ocHOBHBIM 3a7a4aM OCBOEHUS TEXHOJOTUYECKOU MPAKTUKHU CJIETyeT OTHECTH:
® [IOJy4YEHHE MPAKTUYECKUX HABBIKOB JKCILIyaTallud CPEJCTB 3alllUThl MHPOPMAIIMOHHO-
TEXHOJIOTMYECKHUX PECYPCOB aBTOMATHU3UPOBAHHON CHCTEMBI Ha MPEANIPUATHH;
® OBJIAQJICHHE METOJOB M CpPEJCTB, CBS3aHHBIX C peaju3aluedl YacTHBIX IOJUTHUK
nH(pOpPMaLMOHHON OE€301MaCHOCTH aBTOMATHU3UPOBAHHOM CHCTEMBI,

® OCYUIECTBJIEHHE MOHUTOPUHTA U ayuTa 0€30I1aCHOCTH aBTOMAaTH3MPOBAHHOM CHUCTEMbI Ha
MPEATPUSITHH.

3. MecTo NPpaKTHKHU B CTPYKTYype NPOrpaMmbl

TexHonmornueckass TpakTUKa OTHOCHTCS K Omoky 2  «lIpakTukm» OCHOBHOM
00pa3zoBaTeIbHON MPOTPaMMBI.

[IpakTuka 6a3upyercs Ha TUCHUTUIMHAX 0a30BOM M BApHATHBHOM YacTH ydeOHOTO TIIaHa.

JlaHHasT TpaKkTUKa SBISIETCS TPEANISCTBYIOIIEH ISl BBINIOJHEHUS  BBITYCKHOMN
KBaTM(UKAITMOHHONW PaOOTHI.

4. Twun, Buja, cnocod u ¢gopMbl NpoBeaeHUs MPAKTUKH
Tun u BUJ IpaKTUKK — IPOU3BOJICTBEHHAS, CTAllMOHAPHASL.
Crioco0 u Gpopma npoBeACHUS TPAKTUKU — HETIPEPHIBHO.
5. MecTo u BpeMsi NpoBeieHUs IPAKTUKH
[IpakThka NPOBOAUTCS B CTOPOHHUX YUPEXKACHUSX, OPraHH3alUsAX MU HPEIIPUATHUIX
TOOBIX OPTraHU3ALMOHHO-TIPABOBLIX (POPM, OCHOBHAS JIEATEIBHOCTh KOTOPBIX MPEIOMpPENesIeT
Hanuuue OOBEKTOB U BHUJIOB MPO(ECCHOHATBHOU ESTEIBHOCTH BBIMYCKHUKOB IO JaHHON

CHEeLUANbHOCTH (CTeUann3alii) Win Ha Kadeapax M B J1abOpaTopusx By3a, 00JalarolIMX
HEOO0XOAUMBIM KaJIpOBBIM M HAYYHO-TEXHUUYECKUM MOTEHIIUAIOM.

IIpakTrka npoBoAUTCS B 8 ceMecTpe Ha 6a3e MpeanpusTHii Tpedyemoro mpouis.

6. Komnerenuum odyuarouierocsi, popmupyemsbie B pe3y/abTare NPOX0sKIEHH
NPAKTHKH



B pesynbTare OCBOCHMS TEXHOJIOTUYECKOH MPAKTUKUA Yy OOydaromuxcs (popMHUPYIOTCS
CIICAYIOIINE KOMIETSHIIUH U JIOJDKHBI OBITh JIOCTUTHYTHI CIEAYIOIINE PE3YNIbTaThl O0yYEeHUs KaK
sTan (GOPMUPOBAHHS COOTBETCTBYIOUINX KOMITETEHITHIA:

B pe3yabTaTe 0CBOCHUS

KOI{ 06p330BaTeJ'IbHOI71 MporpaMmmal Hepeqeﬂb IIAHUPYEMBIX pE3yJIbTaTOB
KOMIICTCHIIMU Oﬁy‘lﬂl{)mﬂﬁ(ﬁﬂ JOJIZKCH Oﬁy‘leHI/Iﬂ 0 MMPaKTHUKE
o0JaxaTh
IK-1 CriocoOeH  BBHITIONHATH  PabOTHI 11O
YCTAaHOBKE, HACTpO¥Ke U [yMeTb: BBINOIHATE PabOTHl 110 YCTAHOBKE, HACTPONKE H
00CITY>)KHBaHHUIO [POrPaMMHBIX, [00CITY)KUBAHHIO MPOrPaMMHBIX, MPOrPaMMHO-AIaPaTHBIX (B
[POrPaAMMHO-AMNApPaTHeIX (B TOM [TOM YHCJ€ KPUNTOrpadMYecKuX) W TEXHHYECKUX CPEJICTB
quCIe KpHUIITOrpadhHIECKUX ) U [BamuThl HHOOPMAIKH;
TEXHUYECKUX CpeiCTB 3aIUTHI
uH(bOopMaLUH;
OIIK-7 Cooco0eH HMCOOJIb30BATH S3BIKYM BHATh: IPOrpaMMHBIE CPEICTBA CUCTEMHOIO, MPUKIAJHOTO U
HpOFpaMMI/IpOBaHI/ISI u CIICHUAJIbHOIO Ha3HA4YC€HHA, HWHCTPYMCHTAJIBHBIC CpPEIACTBA,
MI3BIKH u CHUCTEMBbI NporpaMMHUpOBaHud  [JId  PCIICHUA
TEXHOJIOT U1 pa3paboTKu '
npodeccroHaNbHBIX 3a]1ay;
NPOTPaMMHBIX  CpPEICTB I
pEeICHUA 3a71a9 ymeThb:
npodeccuoHanpHOM PUMEHSTh [pOrpaMMHbIE cpencTBa CHCTEMHOTO,
JIGSITGJ'II)HOCTI/I MPpUKJIaJHOIO u CIIeqaJIbHOI' O Ha3HA4YCHMUs,
MHCTPYMCHTAJbHBIE  CPCACTBA,  S3BIKH M CHCTEMBI
[POrpaMMUPOBAHUS [UTS PEILCHHS TPO(ECCHOHATBHBIX 33124
OIIK-1.2 CrocobeH  aAMUHUCTPHUPOBATH | YMeEThb:
CpeACTBa 3awUThl MHpOpMAaruy PAMUHICTPHPOBATD HOJICUCTEMBI HH(pOPMaLHOHHON
Oe3omacHOCTH 00BEKTa 3aIUTH;
B KOMIIBIOTCPHBIX CHUCTEMax H
CETAX
OIIK-1.1 CrnocobeH  pa3pabarbiBaTh U BHATh:
PeaM30BbIBaTh HOJMTUKY [MOTATHKH MHPOPMALHMOHHOH O€30MacHOCTH;
MeTh:
YIIpaBJICHUS A0CTYIIOM B Y .
OPOBOIHUTH  PCANU3aLMI0  IOJUTHKA  HH(POPMALMOHHOM
KOMIIBIOTEPHBIX CUCTEMAX Ge30macHoCTH,
BJIAJETh:
KOMIUTCKCHBIM IOIXOHOM K OOECIIECUeHHI0 HH(OPMAIMOHHON
0e30macHOCTH 00BEKTA 3aIlUTHI;
[1K-2 CrnocobeH NpuHUMATh Y4acTHE B | YMeTh:
OPraHMU3ALMA U COMPOBOYXK/ICHUN [IPMHAMATS  ydacTHe B OPraHHAUMH M  CONPOBOKICHHH
aTTecTanuu o0bekTa WH(OpMAaTH3AIMKA MO TPeOOBAHMAM
aTTeCcTalnuu 00BeKTa
Oe3omacHOCTH MH(OpMaIU;
I/IH(I)OpMaTI/BaI_[I/II/I 10
TpeOOBaHUSAM 0e30macHOCTH
uHpopMaIuu
I1K-3 CrniocobeH npuHUMAaTh y4acTUe B

OpraHM3alliii ¥  TPOBEICHHUH
KOHTPOJIbHBIX MIPOBEPOK
paboTocTmocCOOHOCTH "
3G (HEKTUBHOCTH MPUMEHSIEMBIX
MPOrPaMMHBIX,  POTPAMMHO-
amnmapaTHbIX M TEXHUYECKUX

YMeTb:
OPUHAMATh y9acTHE B OpPTraHW3alMd H  I[IPOBEICHHU
KOHTPOJBHBIX TIPOBEPOK paborocniocobHOCTH n

3(1)(1)6KTI/IBHOCTI/I NPUMCHSACMBIX TPOIrpaMMHBIX, MTPOIrPaMMHO-
AImapaTHbIX U TEXHUYCCKUX CPCACTB 3alIUTHL PIH(i)OpMaIII/II/I;




CpPEeACTB 3alIUThl HH(OPMAIUU

[1K-4

y4eTOM

HOPMAaTUBHBIX U METOJAMYECKUX
JOKYMEHTOB

CnocobeH ohopMIIsATE pabouyro BHATH:
TEXHUYECKYIO JIOKYMEHTAIHIO C

JACHCTBYIOMIMX |o o .

TCXHUYCCKYIO JOKYMCHTAIUIO
HOPMAaTHUBHBIX U METOANYCCKUX JOKYMCHTOB,

C

y4eToM

0opMIIATE PabOYYI0 TEXHHYECKYIO JOKYMEHTAIIMIO C YIETOM
IMEeHCTBYIOIIUX HOPMATUBHBIX U METOIMYECKUX JJOKYMEHTOB;

7. CTpyKTypa u coiep:KaHHe NPAKTHKHU

OO6mast TpyI0€MKOCTh IPAKTUKH COCTABIIACT 8§ 3a4E€THHIX €IUHMUIL, 288 YacoB.

Buabl pador Ha npakTUKe, BKJIIOYast DopmbI

Ne | Paznensl (3ranbi) CaMOCTOSATE/IbHYI0 PA0OTY CTY/IEeHTOB TeKyIlIero

n/n NPAKTHKH TPYI0EMKOCTB KOHTPOJIs

(B 32a4€THBIX eIMHUIIAX, YACAX)
Busnel pabot 3E qac

1 Omnpenernenue OueHka BO3MOXKHOCTEH W  IOTEHIMANa 1 36 | Mopuenb yrpo3
aKTyaJbHBIX yrpo3 | HapymuTeneid  (BHEWIHMX,  BHYTPEHHHX),
0e30macHOCTH aHaM3a BO3MOXKHBIX yA3BUMOCTEH
uHbopMau U | ”HPOPMAIIMOHHON  CHUCTEMBI, BO3MOXKHBIX
pa3paboTKy Ha ¥X | HOCAGACTBMH  OT  pealu3aldd  Yrpo3
OCHOBE MOJIEJIH yrpo3 | Ge3omacHOCTH MHGOpPMAUUH VIS HapyLICHUSA

CBOICTB 0e30MacHOCTH uHpopmarmu
(KOH(UIECHIMAIBHOCTH, LIETIOCTHOCTH,
JOCTYITHOCTH), a TaKkKe C  Yy4eToM
CTPYKTYPHO-(YHKLHOHATBHBIX
XapaKTePUCTUK HH(OPMALMOHHOH CHCTEMBI,
BKIIOYAIOIIMX  CTPYKTYpy M COCTaB
nH(OpPMAIIMOHHOM  cUcTeMbl, (u3nveckue,
(YHKUMOHANBHBIE U TEXHOJOTHYECKHUE
B3aUMOCBSI3H MEXIy CerMeHTaMHt
(coctaBHBIMH YacTAMH) HWH(POPMALMOHHOM
CHCTEMBl W  B3aUMOCBS3M C  HHBIMH
WHOOPMAIIMOHHBIMH ~ CHCTEMaMH, PEKHMBI
00paboTku uHpOpMaIK B HHPOPMAIIMOHHOM
CHCTeME B [eJIOM H B €€ OTIENbHBIX
CErMeHTax.

Monenb yrpo3 6e30macHOCTH HHOPMALIIH.

2 Knaccudukanms Omnpenenennue 3HAYUMOCTH 00pabaThIBaeMOi 1 36 Knacc
WHPOPMATMOHHON rHpOpPMAUU KOH(PHUICHIINATHHOTO XapaKTepa 3aIUIIEHHOCT
CHCTEMBI u Macmraba WHPOPMAIMOHHONW CHCTEMBL. u

Knacc 3amumennoctu.

3 Omnpenernenue Lemp u 3amayd  OOECIIEYCHHS  3aIWTHI 1 36 | TpeboBanus K
TpeOoBaHUH K | mH(bOpMaK B HHPOPMAITMOHHOH CHCTEME. MepaM U
CHCTEME 3ammTHl | [lepedeHb HOPMATHUBHBIX IPABOBBIX AaKTOB, cpencTBam
uHbOpMaUH METOANYECKHX JOKYMEHTOB M HAallMOHAJBHBIX 3aIIUTHI
WHPOPMATMOHHON CTaHIAPTOB, TPEOOBAHUSAM KOTOPHIX JOIDKHA HHPOpPMAITNT
CHCTEMBI COOTBETCTBOBATh HH(OPMAIIMOHHAS CHCTEMA.

[lepeueHp  THIOB ~ OOBEKTOB  3aIUTHI
UHOOPMAIMOHHON CHCTEMBI.
TpeOoBaHuss K MepaM M CpENCTBaM 3alIUTHI
nHbOpMaIUH, MPUMEHSEMbIM B
WHGOPMAIIMOHHON CHCTEME.
4 Pazpabotka CyObekTsl 1ocTyna (MOIb30BaTEINH, TPOLIECCHI 1 36 IIpoexTHbIe

TIPOEKTHBIX pEHICHUH

W WHbIE CyOBEKTHl J0CTynma) M OOBEKTHI

PpCHICHUS 110

JIENCTBYIOIIHNX




10 CHCTEME 3allUTHI
nHopManun
nH(pOpMaIMOHHOH
CHCTEMEI

nmoctyma (yCcTpoiCTBa, OOBEKTHI  (paioBon
CHCTEMBI, 3amycKaeMble U  WCIOJHIEMbIC
MOJAYJH, OOBEKTBI CHCTEMBI YIIPABJICHUS
0azaMM JaHHBIX, OOBEKTBI, CO3/JaBacMbIC
MPUKIATHBIM [POrPAMMHBIM 00ECIICUCHHEM,
WHBIC 00BEKTHI JJOCTYTIA).
Cocrtae Mep mo 3ammre HH(pOpMAIHH,
o0ecreynBaroIINX OJIOKUpOBaHUE
(HelTpanu3anuro) aKTyaJIbHBIX yrpo3
Oe3omacHoOCTH nHpOpManuy, u ux
coziepyKaHue B COOTBETCTBUH c
YCTAHOBIICHHBIM ~ KJIACCOM  3alIUIICHHOCTH
HHGOPMAIIMOHHON CHCTEMBI.
OpraHu3alMoOHHbIE Mepbl, BHABI HU
THITBI CPEJICTB 3aIIUTHI HHPOPMAIIHH.
Jloruveckasi CTPYKTypa, cOCTaB (KOJIHYECTBO)
U MecTa pasMEICHHS DIIEMEHTOB CHCTEMBI
3aUThl UHGOPMALUK aBTOMATH3UPOBAHHOM
CHCTEMBI.
CpencrBa 3anmThl HHOOPMAIMU C YIETOM HX
COBMECTUMOCTHU c uH(pOpMaIMOHHBIMU
TEXHOJIOTUAMU U TEXHUYCCKHUMU CPCACTBAMU
00paboTKH uH(popmanuy, byHKIHH
0€30MacCHOCTH 3THX CPEICTB M OCOOCHHOCTEH
WX  peamm3alMd, a  TaKkKe  Kiacca
3aIUIIEHHOCTH HH()OPMALIMOHHON CHCTEMBI.
[TapameTpsl HACTPOWKH CPEICTB  3allUThI
uHdopmanum, 00ecreYnBaloIIue peaar3alnio
Mep no  3ammure  uHpopMmanmMu U
OokMpoBaHue (HEHTpaIM3aIMIO) aKTyaIbHBIX
yrpo3 0e3omacHOCTH HHGOPMALMH, B TOM
qucie MyTeM  YCTPAHEHUS  BO3MOXKHBIX
yS3BUMOCTEH MH(OPMALIMOHHOW CHCTEMBI.

cucreme

3aIUTHI
nHpopmanuu
nHpopmMannoH
HOU CHCTEMBI

OKcIUTyaTalllOHHAs
JOKyMEHTaIlHsA Ha
CHCTEMY 3aIIUTEI
nHpopmanuu
nH(pOpMaIMOHHO#
CHCTEMBI

OpraHu3allMOHHAs ~ CTPYKTYpa  CHCTEMBI
3ammTel  MHpopManuu  MHGOPMAIOHHON
CHCTEMBI.

CocraB, HOMEHKIATYpPY, MECTa YCTAaHOBKH H
mapamMeTpbl HACTPOWKH CPEACTB  3aIUUTHI
vH(OpMaIIUH, TPOrPaMMHOTO O0eCIICUeHHsT U

TEXHHYIECKUX CpEACTB 00paboTku
nH(popMaInH.
IMopstoox CO3aHM, yIaIeHus B

WHPOPMAIIMOHHONW CHCTEME YUETHBIX 3aruicei
M0JIb30BATENEN U YCTAHOBJIEHUS TTOJTHOMOYMIA
TIoTb30BaTeneit u aJIMUHHCTPATOPOB
WHPOPMAIMOHHONW CHCTEMBL.

Ilopsimok  KoHTpoms 3a  COOBITHAMH U

JNENCTBUSIMU OJIb30BaTelIe B
WHPOPMALIMOHHON CHCTEME.

[opsimox OOHOBIIEHHUS MIPOrPaMMHOTO
obecrieueHus, BKJIIOYAs MIPOrpaMMHOE

obecTiedeHre CpeNCcTB 3aluThl HH(OpMAIHHY,
B HH(OPMAIIMOHHON CHCTEME.

Topsiok BBISBJICHUS U yCTpaHEeHUs
HEJIOCTATKOB B CUCTEME 3alIUThl HH(POPMAIHH
MH(OPMAIMOHHON CUCTEMBI, & TAKXKE TOPSIOK
BHECEHHMS HM3MEHEHHH B JKCIUTYaTAllMOHHYIO
MOKYMCHTAIIMI0  HAa  CHCTEMYy  3aIlUTHI
nHpOopManuu HHGOPMAITHOHHON CUCTEMEL.
[TopsimoK KOHTPOJSL IEIOCTHOCTH CHCTEMBI
3amUTEl  WHpOPMAMK  WH(POPMAIIMOHHOU
CHCTEMBI U €€ TECTUPOBAHUSI.

35

DKCIUTyaTanu
OHHas
JIOKyMEHTaIH
s HA CUCTEMY
3aIIHUTHI




[paBuiaa SKCIUTyaTAllAW CHUCTEMBI 3alUThI
uHdopMaimu UHGOPMAIMOHHOW — CHCTEMBI,
MOPSJIOK €€ HACTPOWKM M BOCCTaHOBJICHUS
paborocrocoOHOCTH B cilydae HapyIICHHS
(YHKIMOHUPOBAHHUS  CHCTEMBI  3aIlUTHI
nH}popManuy HHPOPMAIIMOHHON CUCTEMBI.

[opsinok yIpaBJICHUs rapameTpamu
HACTPOWKM CpENCTB 3aluThl HMH(OpPMAIHH,
COCTaBOM M KOH(Hrypanued TeXHHYECKHUX

cpenctB  obpaboTku  uwHbOpMamUMK |

MPOrpaMMHOr0  OOECIieUeHus, a  Takke

KOHTpPOJII 332  HECAHKIIMOHHPOBAHHBIMH

MOAKIIOYCHUSAMH ~ TEXHHYECKHUX  CPEJCTB

00paboTku  MHpOpPMAUKM ©  YCTAaHOBKOM

OpPOrpaMMHOT0 00ecreueHusl.

Topsmok  apxuBUpoBaHUS  HHGOPMAIUH

KOH(HACHIIHATIBHOTO XapakTepa,

cozieprkaleiicss B HHGOPMAIMOHHOW cUCTeMe,

U crupaHus (YHUYTOKEHHS) JaHHBIX |

OCTaTOYHOW HWHGOPMAIMH C  MAIIMHHBIX

HOCHUTeNe uHpopmanum U (nn)

YHUYTOKCHUA MalllUHHBIX HOCHUTENEH

uHdopMauy.
TecrupoBanue [Tposepka paborocnocobHOCTH u|l 05 18 [TpoBepka
CUCTEMBbI 3alIUThI COBMECTHUMOCTHU CpE€ACTB 3alIUThI BBIITOJTHCHU S
uHbopMauu uHbopmanuu c UH(OpMAIOHHBIMH CpeacTBaMHU
PIH(bOpMaI_[HOHHOﬁ TEXHOJIOTUAMU U TEXHUYCCKHUMU CPCACTBAMU 3allUuThI
CHCTEMBI 00paboTKK HHPOPMALIIH. nHpopmanuu

IIpoBepka BBINOJIHEHUS CPENCTBAMM 3aLIMUTHI TpeboBaHuil K

undopmanuu TpeOOBaHUN K CUCTEME 3allUTHI cucTeMe

undopmanuu HHGOPMALIMOHHON CHCTEMBI. 3aIUTHI

KoppekTupoBka MOKyMEHTallMM Ha CUCTEMY nH(pOpMaIUH

3ammTel  “HpopManuu  MHGOPMALMOHHOW nHpopmannox

cucTeMbl (TIpH HEOOXOJIMMOCTH). HOM CHCTEMBI.
Oo0ecrieueHne Opranmsanus  KoHTponupyeMod  3omel, B | 05 18 | Pazmen
0e30IacHOCTH Cpenbl | mpemenax KOTOpOH pa3MeraroTcs oTyera.
9KCIUTyaTaIlu CTAallMOHAPDHBIE  TEXHHYECKHE  CpEICTBa, 3ammura
nH(OpPMaMOHHON o0pabaTsIBaroIue HuH(pOpMALHUIO TEXHUYECKHX
CHCTEMBI KOH(UMIEHIIMAIBHOIO XapakTepa, W CPencTBa CpEeICTB,

3amuTEl MHGOpMAIUM, a TaKXKe CPencTBa, CpencTs

o0ecreunBaromue (YHKIMOHHpOBaHHE 3aIIUTHI

MH(OPMAIMOHHOM CHCTEMBI. nHpopmanuu

KoHTpoIns 1 yrpaBieHne JOCTYIIOM K u CpencTB

TEXHUYECKUM CPE/ICTBAM, CPEICTBAM 3alllUTHI obecrieueHns

nHpOpPMANUK,  CpeacTBaM  oOecredeHus (GYHKIIMOHUPO

(YHKIMOHUPOBAHHMS, a TAKKE B IIOMELICHUS U BaHHSL.

COOpYXKEHHsI, B KOTOPBIX OHH YCTaHOBJICHBI.

3ammra  TEXHHYECKHX  CPEICTB,

CpeICTB 3aIUTHl MHGOpPMALUH U CPEACTB

obecriedeHnst HyHKIMOHUPOBAHMS.
AIIMIHHCTPHUPOBaHIE 3aBeneHHE W yOANlEHWE — YYIETHBIX 0,5 18 Pasnen
CHCTEMBI 3alIUTHI | 3amuce MIOJTB30BATEIEH, yIpaBJICHUE oTyera.
uHbOpMaUH MIOJTHOMOYHSIMU TIOJIB30BATEICH AJIMUHUCTPHD
nH(OPMAIMOHHON WHOOPMAIIMOHHON CHCTEMBI M IIOJJICpIKaHUE OBaHHUE
CHCTEMBI. TpaBHII pasrpaHuYeHUs J0CTyma B CHCTEMBI

HHOOPMAIIMOHHON CHUCTEME. 3aIIUTHI

VYnpasieHue cpeacTBaMu 3aIIUTHI nH(pOpMaIUH

uHdopMalMK B MHPOPMALMOHHON cHCTeMe, UH(POPMALOH

BKJIFOYAs BOCCTaHOBJICHHE ux HOM CHCTEMBI.

paboToCIOCOOHOCTH, TEHEpalyio, CMEHy W
BOCCTaHOBJICHHE MApPOJIEHi.
LeHTpann30BaHHOE  yIpaBICHHE CHCTEMOM




3alIUTHl UHPOPMALUKM aBTOMATH3UPOBAHHOM
CHCTEMEI (B ciydae TEXHUYECKOH
BO3MO)KHOCTH).

BHecenne u3MeHEHWII B OpraHM3al[MOHHO-
pacropsiquTeNbHbBIe JOKYMEHTHI I10 3aIluTe
nHdopManuu (Ipx HEOOX OAUMOCTH).
WNndopmupoanne MoJIb30BaTeNeH 0
MpaBWJIaX OAKCIUTyaTallkk CUCTEMBI 3alUThl
nH(pOpMalMK aBTOMATU3UPOBAHHON CHCTEMBI
W OTHENBHBIX CPENCTB 3alUThl MH(OPMAIHN
U X 00yYCHHE.

PearupoBanue Ha
WHIUJICHTHI,
CBSI3aHHBIC c
HapylIeHHEM
TpeOOBaHUIl O 3aIIUTE
uH(pOpMALIH.

BrlsBleHHE  WHIIUACHTOB, CBS3aHHBIX  C
HapylIeHHeM  TpeOOBaHWUM O  3aImure
WH(POpMAIUK, BKIIIOYAs BBIIBICHHE COOCB B
paboTe TEXHUYESCKUX CPEICTB, IPOrPaAaMMHOrO
obecreyeHus u Cpe/CTB 3aIIUTHI
UHpOpMAIUH, BEISIBJICHHE BHCJIPCHHUS
BPCIIOHOCHBIX ~ KOMITBIOTEPHBIX  IPOrpaMM
(BUpycoB), HEMPaBOMEPHBIX JIEHCTBUIH
MOJIb30BATENEH M MHBIX COOBITHH, CBSI3aHHBIX
C HapylIeHHEM CBOWCTB  0€30MacHOCTH
uHbopmanuu (KOH(pUIEHIINATTLHOCTH,
HETOCTHOCTH, JOCTYITHOCTH).

CBoeBpeMeHHOE uHdopMHUpOBaHUE
CTPYKTYPHOTO nozpasIeiicHus WIH
JOJDKHOCTHOTO ~ JIMI[A, OTBETCTBCHHBIX 32
3aLL[I/ITy HH(bOpMaIlI/II/I, I10JIb30BaTCIIMHU
MH(OPMALIMOHHOW CUCTEMBI 00 HHIMICHTAX,
CBSI3aHHBIX C HapylleHHeM TpeOOBaHUN O
3amure nHpopMalum.
BoisiBnenue IIPUYUH
WHIWACHTOB, CBA3AHHBIX C HapyIICeHHUEM
TpeOboBanuii 0  3ammTe  MH(OpMAaLUH,
IUIAHUPOBAaHWE W TPUHATHE Mep  II0
IpEAYIPEKICHHUIO u yCTpaHEHHUIO
HWHITUICHTOB, B TOM quCcIe o
BOCCTAHOBJICHUIO MH(OPMAIIMOHHON CHCTEMBI
U €¢ CETMEHTOB IIOC/ie COOCB, BBIBJICHHIO H
YCTpaHEHHUIO TTOCIIEICTBUI BHEAPEHUSA
BPEIOHOCHBIX  KOMIIBPIOTEPHBIX  IIPOTpaMM
(BupycoB), HEepaBOMEPHBIX JeUCTBHIA
[OJIL30BAaTeNEd M UHBIX COOBITHH, CBA3aHHBIX
C HapylmIeHHEeM CBOHCTB  0€30macHOCTH
“HpOpPMALIIT (KoH(MUICHINATEHOCTH,
LIEJIOCTHOCTH, TOCTYITHOCTH).

BO3HHUKHOBCHUA

0,5

18

Paznen
oT4eTa.
PearupoBanue
Ha
WHIIU/ICHTHI,
CBSI3aHHBIE C
HapyIIeHHeM
TpeOOBaHUI 0
3alIuTe
uH(pOpMaLUH

10

VYnpasnenue
KoH}Urypamuein
CHCTEMBI 3aIUTHI
“HpOpPMALIIT
aBTOMaTU3UPOBAHHON
CHCTEMBI

ObecnieueHre ENTOCTHOCTH CHCTEMBI 3aIIUTHI
vHpOpMAUK HWHPOPMAIMOHHOW CHCTEMBIL,
BKJIIOYasl pPE3EpBUPOBAHHE CPEICTB 3AIIUTHI
“HPOPMAIIHH.

YcraHoBka ~ OOHOBJICHHH  IPOTrpPaMMHOTO
obecnieueHus, BKJTIOUAst MIPOrpaMMHOE
obecTiedeHre CpelCTB 3aluThl HH(OpPMAIIHHY,
BBIITYCKAEMBbIX MX Pa3paboTUnKaMH.
VYnpasnenue napameTrpamu HACTPOUKH
CPEICTB 3amuThl WH(pOpMANWK, COCTaBOM M
KOH(pUTypanuel TEeXHWYECKUX CpEICTB U
MPOTPAaMMHOTO  OOECHEYeHHUs, a  Takxke
KOHTPOITh 32 HECaHKIMOHUPOBAHHBIMHU
MOAKITIOYEHUSIMA ~ TEXHHYECKUX CPEACTB U
YCTaHOBKOH ITPOrpaMMHOr0 00eceyeHus!

0,5

18

Pasnen
oT4eTa.
YupasneHue
KOH(UTypanu
el cuCTeMbl
3aIUTHI
HHpOpPMALINT
ABTOMATU3UPO
BAaHHOM
CHCTEMBI

11

YrpaBneHue 3auToi
nHpopmManmn B

BemmonHenne  OpraHM3alMOHHBIX  Mep MO
3anmre nHpopManum.

0,5

18

Pazmen
OoTYeTa.




nH(pOpMaMOHHOH KonTpons cocrostHus 3amuTsl HHGOpManu B VYupasnenue

cucreme nH(pOpMaIMOHHOH CHCTEME, BKJIIOYAst 3aIUTON
KOHTPOJIb 32 COOBITHSIMH U JCHCTBHAMHU nHpopmanuu
TIOJTb30BaTeNeil HHPOPMAIOHHON CHCTEMBI. B
AHamu3 ¥ OUeHKa  (DYHKIIMOHHPOBAHUS nHpopmannoH
CHCTEMBI 3aIUTHI nHpopManuu HOH cucremMe
nH(pOpMaIMOHHOM CHUCTEMBI, BKJTIOYAs]

BBISIBIIGHHE M YCTpAHEHHE HEIOCTaTKOB B
(hYHKIIMOHUPOBaHUH CUCTEMBI 3aIUTHI
uHpopManuu HHGOPMAITHOHHON CUCTEMEL.

ITepnoanueckuit aHaiu3 YSI3BUMOCTEH
WH(POPMAIIMOHHOW CHCTEMBI U OIEPATUBHOE
TIPUHSTHE TePBOOYEPEAHBIX Mep o

YCTpPaHEHUIO BHOBb BBISBJIEHHEBIX
YSI3BUMOCTEH, TPUBOJIAIINX K
BO3HUKHOBEHUIO AKTyaTbHBIX yrpo3
0€30MacHOCTH.

Ilepuoguueckuii aHamu3 H3MEHEHUS YIpo3
0e30MacHOCTH uHpopmManum B

MH(OPMALIMOHHOW CHCTEME, BOSHUKAIOIIUX B
XO[E€ €€ JKCIUIyaTallMy, U IPUHIATHE MEp IO

3aIIuTe uH(pOpMaIUH B ciydae
BO3HUKHOBEHHUSI HOBBIX YI'pO3 6C3OHaCHOCTI/I
uHbopMaLuH.

AHanu3 BIWSHUS Ha CHUCTEMY  3aIlUTHI
uHpOpMauK  UHGOPMAIMOHHOW  CHCTEMBI

TUTaHUPYEMBIX W3MEHEHUN B
UH(OPMALIMOHHOI cHCTEME.
Hopabotka (MomepHM3aLys) CHUCTEMBI

3ammTel  MHpopManuu  MHGOPMAIOHHON
CHCTEeMBI W €€ [epearTecTalys [OpH
M3MCHCHHH Kracca 3aIIHUIICHHOCTH
HH(pOPMaLOHHON CHCTEMBI, cocraBa
aKTyaJIbHBIX yrpo3 6e30macHOCTH
UH(pOPMALMK MM IPOCKTHBIX PELICHHH I10
cucreme 3aIIHUTHI uHpOpMaUK
uH(POPMAIMOHHOA cUCcTeMbl (B TOM dHCIe
COCTaBa HCIIONB3YeMbIX CPEACTB  3aIlHTHI
uH(popMaIn).

ConpoBoxeHne CHCTEMBI 3aIIHTHI
nHpopMaluu WHPOPMAIIMOHHON CHCTEMBI B
xoze ee 9KCIUTyaTalHH, BKJTIOYAsI
KOPPEKTUPOBKY 9KCILTYaTalOHHON
JOKYMCHTAIIWH Ha Hee.

8. Hay'—IHO-I/ICCJIEHOBaTEJIbCKI/Ie N HAYYHO-TIIPOU3BOJACTBCHHbLIC TCXHOJIOIHUH,
HCIOJb3yEeMbI€ HA IPAKTHKE

Hay‘IHO'I/ICCJ'IC,Z[OBaTeJ'ILCKI/Ie U HAYYHO-NIPOU3BOACTBCHHBIC TCEXHOJIOTHUH, HCIOJIB3YCMbIC
Ha ITPAKTHUKE, ONIPCACIIIIOTCA ITPEANIPUATUCM.

9. YueOHo-MeToaMYeCKOE OOecnieYeHHE CAMOCTOATEIbHOM PadoThI CTY1eHTOB Ha
NpaKTHKe

KOHTpOJ'ILHLIC BOIIPOCHI U 3alaHuAd JJIA TPOBCACHUA aTTCCTAIIUU 110 UTOTaM IMPAKTUKU

1. Onenka BO3MOKHOCTEH U MOTEHIIMAIa HapyIIuTeneil (BHEIIHUX, BHYTPEHHHX).
2. AHanu3 BO3MOXXHBIX YSI3BUMOCTEN HH()OPMAITMOHHON CUCTEMBI.



8.
9.
10
11

12.
13.

14.

15.

16.

17.
18.

19.

20.

21.

22.

23.

24,

25.

. Bo3MOXHBIE TMOCIEACTBUS OT peanu3anud Yrpo3 0e30macHOCTH WH(POPMALUU  JUIS

HapyIICHHUsI CBOMCTB 0e30macHOCTH HHpOopMaIuu (KOH(DUICHIINATLHOCTH, IIEJIOCTHOCTH,
JOCTYITHOCTH).

. CDI/I?)I/I‘-ICCKI/IC, q)yHKI_II/IOHa.HBHBIG N TCXHOJIOTHUYCCKUC B3aUMOCBA3U MCKIY CCITMCHTaMH

(cocTaBHBIMH 4YacTsAMH) WH(POPMALMOHHON CHUCTEMBI W B3aUMOCBS3M C HHBIMHU
MH(POPMAIIMOHHBIMH CUCTEMaMHU,

. Pexxumer 06pabotku mHOpManmu B WHGOPMAIMOHHON CHCTEME B IIEJIOM U B €e

OTACIBbHBIX CEIMCHTAaXx.

. Mogens yrpo3 6e3onacHocTy HH(pOpMaLUu.
. Ompenenenne 3HaunmMocTH oOpabarbiBaeMOi MHPOpPMAaIUU  KOH(DUICHIMAIBHOTO

XapakTepa.
Macmmtab nHhOpMaIIMOHHON CUCTEMBI.
Kunacc 3amumennocTu.

. Henp u 3amaum obecrieueHus 3amuThl HHGOPMAIUK B HH(OOPMAITMOHHON CHCTEME.
. I[lepeyerr  HOPMATHUBHBIX TMPABOBBIX aAKTOB, METOJMYECKHX JIOKYMEHTOB U

HAIlMOHAIBHBIX  CTAaHAApPTOB, TpPeOOBaHMAM KOTOPBIX JOJDKHA COOTBETCTBOBATH
nH(popMalMOHHAas cUCcTEMA.

[TepedeHsb TUTIOB 0OBEKTOB 3alTUTHI HH()OPMAIIMOHHON CUCTEMEI.

TpeOoBanwsi K MepaM U CpEICTBAM 3amluThl HH(POpPMAIMH, NPUMCHICMBIM B
MH(OPMALIMOHHON CHUCTEME.

CyObexTsl gocTyna (TOoJIb30BaTENH, MPOIECCHI U UHBIE CYOBEKTHI TOCTYIA) U OOBEKTHI
noctyna (yctpoicTBa, OOBEKTHI (DAJIOBON CHCTEMBI, 3aIlyCKaeMble M HCIOJIHSIEMbIE
MOJIyJH, OOBEKTHI CHCTEMBl YIIpaBICHUS O0a3aMy MaHHBIX, OOBEKTHI, CO3JaBaCMbIC
MPUKJIATHBIM TIPOTPAMMHBIM 00€CTICUCHHEM, HHBIE 0OBEKTHI JOCTYIIA).

CocraB wmep 1o 3amure wWHPOpManHMH, O0OECIeYMBAKOIMINX  OJOKHPOBaAHUE
(HeUTpanU3aIuio) akTyalbHBIX YrPo3 0€301MaCHOCTH HH(POPMAIIUH.

CopepxaHue cocTaBa Mep M0 3aliuTe WH(GOPMALMU B COOTBETCTBUM C YCTaHOBJICHHBIM
KJIACCOM 3alllUIIEHHOCTH UH(POPMAIIMOHHONW CHCTEMBI.

OpranuzalvoOHHbIE MEPbI, BUJIbI U TUIIBI CPEJICTB 3AIIUTH HHPOPMAIIIH.

Jlorudeckast CTPYKTypa, COCTaB (KOJMYECTBO) M MeCTa pa3MELICHUS 3JIEMEHTOB
CUCTEMBbI 3alIUThl HHGOPMAIIMN aBTOMATU3UPOBAHHON CHCTEMBI.

CpencrtBa 3amuThl HHGOPMALIUU C YYETOM HUX COBMECTUMOCTU C HH(POPMAIMOHHBIMU
TEXHOJIOTHSIMU U TEXHUYECKUMHU CpeACTBaMH 00paboTku uHbopManuu, GyHKIHHA
0€30MacHOCTH JTUX CPEICTB W OCOOEHHOCTEHW HX pealu3aluu, a Takke Kiacca
3alUIIEHHOCTH UH(POPMAILIHOHHONW CHCTEMBI.

[TapameTpsl HACTPOWKU CPEICTB 3aIIUTHI HH(MOPMAIIUHU, 00ECTICYMBAIOIINE PEATU3ALIUIO
Mep 1o 3amuTe uHpopMaluu U OIOKMpOBaHUE (HEHTpanIH3alUio) aKTyalbHBIX Yrpo3
0e30macHOCTH MHPOPMAIIIH, B TOM YHUCIIE ITyTeM YCTPaHEHUSI BO3MOXHBIX YSI3BUMO CTEH
UH(OPMALIMOHHON CUCTEMBI.

OpranuzanvoHHasl CTPYKTypa CHUCTEMBbl 3amUThl HH(OpManuu HHPOPMAIIMOHHOM
CUCTEMBI.

CoctaB, HOMEHKJIATYpY, MeCTa YCTAaHOBKH W TapaMeTpbl HACTPOMKHU CPEICTB 3alllUTHI
nHpopMalUY, TMPOTPAMMHOTO O0OecredeHuss U TEXHUYECKUX CPEeICTB 00paboTKH
uH(pOpMaIINH.

[Topsimox co3manusi, yaaneHuss B WHGOPMAIMOHHON CHUCTEME YYETHBIX 3amucei
MOJIb30BaTeNeil M YCTAaHOBIIEHHUS IIOJIHOMOYHUHN TOJB30BaTeNe U aaIMUHUCTPATOPOB
UH(OPMALIMOHHON CUCTEMBI.

[Topsimok KOHTPOJIS 32 COOBITUSIMUA U JISHCTBUSIMU T0JIb30BaTENeH B MHPOPMAITHOHHOM
cHucTeMe.

[Topsimok ~ OOHOBIEHUSI TMPOTPAMMHOTO  OOEeCHeueHusi, BKJIIOYas IPOrPaMMHOE
o0ecrieyeHne CpeACTB 3alUThl HH(POpPMAaLUY, B UHPOPMAIIMOHHOHN CUCTEME.
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26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

[TopsinoK BBHISBICHUS W YCTPAaHEHHUS HEIOCTAaTKOB B CHUCTEME 3alIUThl MH(OpMAIUH
WHOOPMAIIMOHHOM  CHCTEMBI, a TaKKe TMOpSIJOK BHECEHHWS W3MEHEHWHA B
OKCIUTYaTallMOHHYIO ~ JOKYMEHTalMI0  HAa  CHCTEMY  3allUThl  HH(OpMaIuu
MH(POPMAITMOHHOHN CUCTEMBI.

[TopsinoK KOHTPOJSL LEIOCTHOCTH CHCTEMBI 3aIlUThl HMH(OpManuu WHGOPMALUOHHOM
CUCTEMBI U €€ TECTUPOBAHUS.

[IpaBuna sKcIuTyaTalliy CHCTEMBI 3alIMTHI MH(OpMAnMU WHPOPMAIMOHHON CHCTEMBI,
MOPSIIOK €€ HACTPOMKU M BOCCTAHOBJIEHUS pabOTOCHOCOOHOCTH B Cilydae HapyllEeHHUS
(GyHKIMOHUPOBAHUS CHCTEMBI 3aIIMTHI HHPOPMAIUU HHPOPMAITIOHHON CHCTEMBI.
[lopsimok ympaBiieHUs TapaMeTpamMH HACTPOHKH CpEACTB 3alluThl HH(POpPMAaIUH,
COCTaBOM W KOH(HUTrypalnuell TEXHUYECKHX CpEeACTB 00paboTKM HUHPOpPMALUU H
MPOrpaMMHOTO OOEecCHedeHus, a TakKe KOHTpPOJII 3a HECAaHKIMOHUPOBAHHBIMU
MOAKIIIOUEHUSIMU TEXHUYECKUX CpeACTB 00paboTkM HH(OpMAlMM M YCTAaHOBKOM
MIPOTPAMMHOTO 00€CTICUeHU .

[lopsinox ~ apxuBupoBaHuss  HWHGOpPMaUUKU  KOH(UIAECHIHMAIBLHOTO Xapakrepa,
coziepskauieiicss B MHPOPMAIIMOHHOW cHucTeMe, U CTHUpaHus (YHUUTOXKEHHs) JaHHBIX U
OCTAaTOYHOM MH(POPMAIMK C MAILIMHHBIX HOCUTENEeW NHPOpMALMU U (MIM) YHUUYTOKEHUS
MalIMHHBIX HOCUTENeH HHpOpMaIUn.

[IpoBepka pabOTOCOCOOHOCTH M COBMECTHUMOCTH CPEACTB 3alIUThl MH(OPMALUU C
MHOOPMALIMOHHBIMU ~ TEXHOJIOTUSAMU M TEXHUYECKHMMH CpEJICTBaMU  00paboTKH
nHpopMaluu.

[IpoBepka BBINOJHEHHS] CPEICTBAMHU 3alIUThl MH(OpMalMu TpeOOBaHW K CUCTEME
3amuThl HHGOopMay HHHOPMAITMOHHON CUCTEMBI.

Opranuzanuss KOHTPOJMPYEMOW 30HBI, B TMpeaenax KOTOpOW  pa3MelaroTcs
CTaIlMOHAPHBIC TEXHUYCCKUE CpencTBa, oOpabaTsIBaromre nHpOpMAaITHIO
KOH(UIEHIIMAIBHOTO XapaKTepa.

CpenctBa  3amuThl  uWHGOpPMAIMK, a TaKkKe  CpeACTBa, 00OECIEeUNBAIOIINE
(b yHKIIMOHMpPOBaHUE MHPOPMAITMOHHON CHCTEMBI.

KoHTponp 1 ympaBieHue JOCTYNOM K TEXHMUYECKHM CpPEICTBAaM, CPEJICTBAM 3allUThI
uHbopMalny, cpeacTBaM obecnieueHust (YHKIMOHUPOBAHUS, a TaKKe B IMOMEIEHHs U
COOPYXKEHMsI, B KOTOPbIX OHU YCTaHOBJIECHBI.

3amura TEXHUYECKUX CPEACTB, CPEICTB 3aIUTHl MHMOPMALMU U CPEACTB oOecreueHMs
(YHKIMOHUPOBAHUS.

3aBe/ieHNE M yJaJIEHUE YYETHBIX 3allucell MoJib30BaTesel, YIpaBieHue MOJTHOMOYHMSIMHU
10JIb30BaTeNe MHPOPMALMOHHOM CHCTEMBl U IOJAEP)KaHUE IPaBUJ pa3rpaHUUYCHUS
J0cTyna B UH(QOPMAIIMIOHHOM CHCTEME.

VYnpasieHue cpeacTBaMu 3alllUThl HHGOpPMALUK B MHPOPMALIMOHHOM cucTeMe, BKIItoYast
BOCCTAHOBJIEHHME HUX pPabOTOCIIOCOOHOCTH, TEHEepalMio, CMEHY M BOCCTAHOBJICHHE
mapoJiei.

LlenTpannzoBaHHOE yIpaBICHUE CUCTEMOM 3aIUThl HHPOPMALUU aBTOMATU3UPOBAHHOM
CHCTEMBI (B ClTydae TEXHUYECKOM BO3MOKHOCTH).

WudpopmupoBanue mnojabp3oBaTeneid O MpaBWiaX OSKCIUTyaTalldd CHCTEMBbl 3allUThI
uHGOpMAllMM  aBTOMATU3UPOBAHHONW CHUCTEMbl UM  OTHENBHBIX CPEJCTB  3alIUTHI
nHpOpMaIUU U UX 00yueHHe.

BblsiBieHHe MHIMACHTOB, CBS3aHHBIX C HapylleHHeM TpeOOBaHM O 3amuTe
uHbOpMalMK, BKJIIOYas BbISIBIEHHE COOEB B pabOTe TEXHUYECKUX CPEICTB,
IIPOrpaMMHOTO 00eCTIeueH s U CPEJCTB 3aLIUThI MH(OPMALHH.

BoisiBieHne  BHEApPEHHS  BPENOHOCHBIX  KOMIBIOTEPHBIX IMpOrpamMM  (BHUPYCOB),
HEMpPaBOMEPHBIX JIEWCTBUH MMOJIb30BaTeNei U MHBIX COOBITHI, CBA3aHHBIX C HAPYIICHUEM
cBOiicTB  Oe3omacHocTH  HMHpopManmMu  (KOHQHIECHIMATIBHOCTH,  IEJIOCTHOCTH,
JOCTYITHOCTH).
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43. BolsiBIeHHEe TPUYMH BO3HUKHOBEHHS HHIMJICHTOB, CBS3aHHBIX C HapylIeHUEM
TpeboBaHUH 0 3amUTe HHPOPMAIIHH.

44. TInanupoBaHuE W MPHUHATHE MEP MO MPEAYNPEKICHUIO U YCTPAHEHUIO MHIUACHTOB, B
TOM YHCJIE 10 BOCCTAHOBICHHIO MH(POPMALMOHHOW CHCTEMBI U €€ CETMEHTOB IIOCIIe
cOOEB, BBIBICHUIO M YCTPAaHEHHUIO TOCJIEICTBHA BHEIPEHUS  BPEIOHOCHBIX
KOMIIBIOTEPHBIX IPOrpaMM (BHPYCOB), HEIPABOMEPHBIX JAECUCTBUN IMOJb30BaTENICH U
WHBIX COOBITHH, CBS3aHHBIX C HApYyHNICHHEM CBOWCTB 0€30MacHOCTH HH(OPMAIIH
(xoH(pUIEHINATBHOCTH, IETOCTHOCTH, JOCTYITHOCTH).

45. OGecriedeHnEe LEIOCTHOCTH CHUCTEMBI 3aluThl  WHGOpMAu HMHOOPMAIIMOHHON
CHCTEMBI, BKIIFOUasi Pe3ePBUPOBAHNE CPEACTB 3alIUTHI HH(POPMAIIHH.

46. YcTaHoBKa OOHOBJICHHMH MPOTPAMMHOTO OOECIIEYeHHs, BKIIOYAs IPOrPAaMMHOE
o0ecrieyeHne CpeACTB 3aUIUThl HH(OPMAIINH, BBITYCKAEMBIX UX Pa3pad0 TYMKAMH.

47. YupaBineHue MapamMeTpaMu HAacTpPOMKU CpEACTB 3allUuThl MHQOpPMAIMH, COCTAaBOM U
KOHQUTypanueld TEeXHWYECKHX CpPEICTB M NPOTPAMMHOTO OOECIIEYEeHHUs, a TaKxKe
KOHTPOJIb 33 HECAHKIMOHUPOBAHHBIMH TIOAKIIOYCHUSIMH TEXHUYECKUX CPEJICTB W
YCTaHOBKOM MPOrpaMMHOT0 o0ecrieueHus

48. BrInosTHeHHE OpraHU3aIMOHHBIX MEp M0 3alIuTe HH(HOPMAITIH.

49. KoHTpOoJIb COCTOSHUS 3alIUThl WHPOPMAIUN B MHOOPMAIIMOHHON CHUCTEME, BKIIIOYAs
KOHTPOJIb 32 COOBITHSMU M ISHCTBUSIMU TI0JIb30BaTelNeil HHQOPMAIIHOHHON CHCTEMBI.

50. AHamm3 W omneHKa  (PYHKIMOHWPOBAHWS  CHCTEMBI  3aIIHUTHl  MH(QOPMAIUH
WHPOPMAIIMOHHON CHCTEMBI, BKJIOYas BBISIBJICHHE W YCTPAaHEHHWE HEIOCTAaTKOB B
(GYHKIIMOHUPOBAHUHU CHCTEMBI 3aIIUTHl MHPOPMAIH WHHOPMAIIMOHHON CHCTEMBI.

51. Ilepuoanueckuii aHaiau3 yA3BUMOCTEH HH()POPMALMOHHOW CHCTEMBI M OIEpPaTHUBHOE
IPUHATUE TIEPBOOYEPEIHBIX MEp M0 YCTPAaHEHUIO BHOBb BBISBJICHHBIX YS3BHMOCTEH,
MPUBOISIIMX K BOSHUKHOBEHUIO aKTyalIbHBIX YTp0o3 0€30MaCHOCTH.

52. [leppomnuecknii  aHamM3 W3MEHEHUs yrpo3  Oe3omacHocTH  uWHMOpMaru B
MHGOPMALIMOHHOHN CHCTEME, BO3HHUKAIOIUX B XOJ€ €€ AKCIUTyaTalluy, U IPUHATHE Mep
o 3amuTe HMHGOPMAlMM B CiIydyae BO3HMKHOBEHHUS HOBBIX YIrpo3 0€30MacHOCTH
nHpOpMaIuu.

53. AHanu3 BIMSHMA Ha CUCTEMY 3aluThl HMHGOpManuu HHGPOPMALMOHHON CHUCTEMBI
IUTAHUPYEMbIX U3MEHEHUH B MTH(POPMALIMOHHON CHCTEME.

54. JlopaboTka (MOIEpHHU3ANMSA) CHUCTEMBl 3allUThI HMHPOPMAIMHA HHPOPMAUOHHOMN
CUCTeMBl W ee IepeaTTecTalys MNpH M3MEHEHUM Kjlacca  3alUIEHHOCTH
MH(GOPMALIMOHHOM CHCTEMBI, COCTaBa aKTyaJlbHBIX yrpo3 0e301acHOCTH HH(OpMaIUu
WIM TPOEKTHBIX PELIEHHH IO CHUCTeME 3allUuThl MHPOpPMalLuu HHPOPMALUOHHON
CHCTEMBI (B TOM YHUCIIE COCTaBA UCIOJIb3YEMbIX CPEICTB 3aLIUThI UH(OPMALIUHN).

55. ConpoBOXKAEHUE CUCTEMBI 3alUThl THPOPMALUK UH(YOPMAILIMOHHON CUCTEMBI B X0OJI€ €€
9KCIUTyaTalH, BKJIOYask KOPPEKTUPOBKY HKCILTyaTallMOHHONW JOKYMEHTAIlUK Ha Hee.

10. ®opmMbI NPOMEKYTOYHOM aTTecTalMH (110 HTOraM NMPAKTHKH)

B kauecTtBe OCHOBHOU (DOpMBI OTYETHOCTH SBJISETCS NHCbMEHHBIH oTueT. dopma
KOHTPOJISl IPOXOXKACHUS MPAKTHKH - T PepeHInpOBaHHbIHN 3aueT.

Ilo OKOHYAaHUM NPAKTUKU CTYIACHT-IPAKTUKAHT COCTABISET MUCHMEHHBIH OTYET U B
NOpsAZIKe, YCTAaHOBJIEHHOM Kadeapol, cJaeT ero u JApyrue OT4YEeTHble MaTepHalbl,
NPEJYCMOTPEHHbIE METOJMUYECKUMH yKa3aHUAMU Kaeapbl K MPOXOXKJICHHIO TPaKTHKH,
MOANHCAaHHBIE PYKOBOJAUTENIEM MPAKTUKKU OT OPraHU3alliu.

OTuer JOJDKEH coJiepXkKaTh CBEJICHHsI O KOHKPETHO BBINIOJIHEHHOW CTYJIEHTOM paloTe B
MIEPHO/] POXOKIEHUS IPAKTUKH.

12



[Ipu ouenke UTOTOB pabOTHI CTYAEHTAa MPHUHUMAETCS BO BHUMAaHHE XapaKTEPHCTHUKA,

JaHHAsl EMY PYKOBOJIUTEIEM MPAKTUKUA OT MPEITPUSATHUSI.
10. YueoHo-MeTOonM4ecKkoe U HHGPOPMAILIMOHHOE o0ecnieueHre MPAKTHKH

a) OCHOBHas JIuTepaTypa:

1. TpeGoBanust o 3ammTe WH(POpPMAIMK, HE COCTABJISIONICH TOCYIapCTBEHHYIO
TaliHy, COJIepIKalleiicsi B TOCYIapCTBEHHBIX HH(POpManMoHHBIX cucTemax. [Ipumkaz OCTIK
Poccum ot 11 despans 2013 . N 17.

0) TOTIOJIHUTENIbHAS JTUTEPATYpa:

OTpeeNsAeTCs IPEIPUITHEM

B) IIpOrpaMMHO€ 00€ecIieYeHrEe U HUHTEPHET-PECYPCHI:

OTpeIeNsAeTCs IPEeaIPUITHEM

12. MaTepuajibHO-TeXHHYECKOe o0ecnedeHne NPAKTUKHU

MartepuanbHO-TEXHUYECKOE 0OecTieueHe MPAKTUKU ONPEeIAeTCs IPEeIPUITHEM.
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MMHUCTEPCTBO HAYKHU U BBICIIEI'O OBPABOBAHN I
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®EJIEPAJILHOE I'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE YUPEX/IEHUE
BBICIIIET'O OBPA3OBAHMSA
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®dopma 00ydeHus: ouHas
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JKCIEPUMEHTAIbHO-UCCIIEI0BATENBCKAS; OPraHU3aAMOHHO-yIIPaBICHYECKAsL.

Kadenpa: «MMudopmanonHas 6€30macHOCTb»

®OH/I OHEHOYHbIX CPEJACTB

MOITPOMU3BOJACTBEHHOM NPAKTUKE

Cocrag: 1. [Tacriopt poHIa OIICHOYHBIX CPE/ICTB
2. OueHoYHbIE CPEeACTBA ISl TEKYLIEH aTTeCTaluu

3. O1leHOYHBIE CPECTBA IS MPOMEKYTOYHOM aTTeCTAlUH

CocTaBUTeNU:

npod., k.T.H. Degopos H.B.
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1. Tlacmopt (poHIA OLIEHOYHBIX CPEICTB

Tabuuma 1

MPOU3BOACTBCHHAA IMPAKTUKA

®I'OC BO 10.03.01 «AndopmaumnonHasi 6e30MacHOCTH»

KOMIIETEHIIUHN ITepeyeHb KOMIIOHEHTOB TexHosorus ®opMma CreneHn ypoBHeil 0CBOeHUS] KOMIIETEHIU I
HUHIAEKC O®OPMYJIMPOBKA dbopmuposanus OLCHOTHOT'0
cpeacTBa
[IK-1 (CrocoOeH BBITIOIHATE PabOTHI 10|
[YCTAHOBKE, HAaCTpPOHKE 7|
0OCITYy)KMBaHHIO  MPOTPaMMHBIX,
NpOrpaMMHO-aNMapaTHeIX (B TOM
gucie  KpUNTorpaduyueckux) |
TEeXHMYECKHX CPEICTB  3allUThl
nHpopMauy;
ba3oBblii ypoBEHbB:
YMeTb: BBITIOIHATE pabOTHI 10 -HacTpoiKa 1 00CIIyKHBaHHE IPOrPaMMHBIX, IPOrPaMMHO-
yCTaHOBKE, HACTPOHKE U Order o anmnaparHbpIX (B TOM YHCIe KPUNTOrpadUIecKux) U
00CITy>KUBaHUIO IPOIPAMMHBIX TEXHUYIECKUX CPEICTB 3alUThl HH(OPMAIHH;
X porp > | caMocTosTenbHas MIPaKTHKE, e B popmarm;
MIPOrpaMMHO-aMNapaTHbIX (B TOM
pabora mddepennmpona

YHCIie KpUNTOrpadhuuecKux) 1
TEXHUIECKUX CPECTB 3alUThI

“HpOPMALINH;

HHBIN 3a49eT

[loBBILIEHHBIN YPOBEHD:

YCTaHOBKa, HACTPOHKa 1 00CITYKMBaHHUE IPOTPAMMHBIX,
MPOrpaMMHO-aMNapaTHBIX (B TOM YHCIIE
KPHUITOrpa(hUuecKx) U TEXHHUECKUX CPEACTB 3alUThI
uHpopmanmm;
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OIIK-7 [Cnocoben HUCHOJB30BATh
SI3BIKU [IPOTPaMMUPOBAHUS U

TEXHOJIOTUN pa3paboTKy;
MMPOTPAMMHBIX CPEICTB IS
[pCIICHUS 3a1a4
npoheccHoHaTEHON -
ACATCIIBHOCTH NpOrpaMMHEIE CPEJICTBA
CHUCTEMHOTO, TIPUKJIAIHOTO U Ba3oBeIit ypoBeHb:
CIENUATHLHOTO HA3HAYEHHS,
MHCTPYMEHTAJILHBIE CPECTBA, - IPUMEHEHHUE NPOTPAMMHBIX CPEICTB CUCTEMHOTO,
A3BIKU U CHCTEMBI MPUKIIAIHOTO ¥ CIENUATLHOTO Ha3HAYEHHUS,
IPOrpaMMUPOBAHUS IS PELICHHS Oruer 10 UHCTPYMEHTAJILHBIE CPEICTB
npodecCHOHAIbHBIX 3a/1a4; CaMOCTOSTENbHAS IPAKTHUKE,
yMeThb: pabota nuddepeHrpoBa [ToBBIIIEHHBIH YPOBEHb:
IPUMEHATH IIPOrpaMMHBIE CPEICTBA HHBIN 3a4eT
CUCTEMHOTI'0, IIPUKIIATHOT'O U - IPUMEHCHUE A3BIKOB W CUCTEM MPOrpaMMHUPOBAHUA JIA
CIICIIMAJIBPHOI'O Ha3HAYCHMUs, peaICHUA Hqu)eCCI/IOHaH])H])IX 3a1a4

MHCTPYMEHTAJIbHBIC CPE/ICTRA,
SI3BIKH M CHCTEMBI
HPOrPaMMUPOBAHHS VTS PELLICHISI
npogeccroHaNBbHBIX 337134,




OIIK-1.2

Criocoben

aIMUHUCTPHPOBATH
CpencTBa 3aIUTHI
WH(pOpMAIUH B

KOMIIBIOTCPHBIX CHCTCMaX U
CCTAX

yMeTh:

AJIMUHUCTPUPOBATH TTOJCHCTEMBI

UH(POPMAIMOHHON 0€30MaCHOCTH
00BbEKTa 3aIUTHI;

CaMOCTOsITEIbHAS
paborta

OrTuer no
MIPaKTHKE,
nuddepeHrpoBa
HHBIH 3a4eT

Bba3oBbIii ypoBeHb:
- aIMHHUCTPHPOBAHUE TMOJCUCTEMbI HH(POPMAIIMOHHOM
0e30MacHOCTH 00BEKTA 3allINTHI;

ITOBBILIEHHBIN YPOBEHB!

- aJIMUHHACTPUPOBAHKE CHCTEMbI HHPOPMAIMOHHO
0€30MacHOCTH 00bEKTA 3allINTHI;
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OIIK-1.1

CriocoOeH pa3pabaThiBaTh H
[PCAJIN30BbIBATH IIOJIMTUKU
YIIpaBJICHUSI  JIOCTYIIOM B
KOMIIBFOTCPHBIX CUCTCMAX

3HATh:
HOJUTHKK HH(OPMAITHOHHO#
0€e30MacHOCTH;
yMeThb:

POBOAUTD PEaTU3AIUIO MOTUTHKH
HH(OPMAIIMOHHOM 0€30MaCHOCTH,
BJIA/IETh:
KOMIIJIEKCHBIM ITIOAXOAO0OM K
obecnieyeHnI0 HH(POPMALIIOHHON
6e30macHOCTH 00BEKTa 3aIIHTHI;

CaMOCTOsITEIbHAS
paborta

OrTuer no
MIPaKTHKE,
nuddepeHrpoBa
HHBIH 3a4eT

Ba3oBbIif ypoBeHb:

- yyacTHe B paboTax M0 peaar3aiiy MOJTUTHKH
nH(pOPMAaIMOHHOM 6€30MaCHOCTH, MPUMEHATH KOMILIEKCHBIH
MOAXOJ K 00ecneyeHn o HHPOPMAIOHHON O€30MacHOCTH
00BbEKTa 3aIUThL;

ITOBBILIEHHBINH YPOBEHB!

- yqacTHe B pabotax o pa3paboTKe U peaau3aiiy NOJIUTHKA
nH(pOpMaIIMOHHOH 6€30MaCHOCTH, TPUMEHSTh KOMILUIEKCHBIN
MOAXOA K 00ecreyeHnto MHPOPMaIOHHON 0€30MacHOCTH
00BEKTA 3aILHTEL;
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[1K-2

Crniocoben NPUHUMATH
yJacTue B OpraHH3alUH |
COIPOBOXKJICHUU aTTECTAlHK
00beKkTa  MH(pOpMaTH3AINH
1o TpeOOBaHUSM|
0e30MacHOCTH HH(POPMAIUU

yMeThb:
IPUHUMATh YIaCTHE B OpPraHU3AIUH
U COMPOBOXKICHHN aTTECTAINH
o0beKTa nHpopMaTHU3aAHHU 110
TpeOOBaHUSIM 0€30MaCHOCTH
uHbopmanum;

CaMOCTOsITEIbHAS
paborta

OrTuer no
MIPaKTHKE,
nuddepeHrpoBa
HHBIH 3a4eT

Bba3oBbIii ypoBeHb:

- y4acTHe COIMpPOBOXKJICHUHU aTTECTALMH 00bEKTa
nHpopmarTuzaimm 1o TpeOboBaHUIM OE30MaCHOCTH
nHpopmanuu

ITOBBILIEHHBINH YPOBEHB!
-y4acTHe B OPraHU3allUM U CONPOBOKIEHUH aTTECTALIUU

00beKTa HHGOPMATH3ALNH 110 TPEOOBAHHSIM 0C30MAaCHOCTH
nHpopmanuu
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I1K-3

Crniocoben NPUHUMATH
yJacTue B OpraHH3alUH |
MPOBEJICHUN  KOHTPOJIbHBIX
MPOBEPOK
paboTOCIIOCOOHOCTH u
A hEKTUBHOCTH
[IPUMEHAEMbIX
[POrPaMMHBIX,

[POrpaMMHO-aNMNapaTHbIX U
TEXHUYECKUX CpeAcTB
3aluThl HHpOpMaUn

yMeThb:
IPUHUMATH Yy4acTHE B OpraHM3aliy
U MIPOBEJICHUH KOHTPOJIBHBIX
MPOBEPOK PpabOTOCTIOCOOHOCTH U
3¢ HEeKTHBHOCTH MTPUMEHIEMBIX
POrpaMMHBIX, IPOrPaMMHO-
MIapaTHBIX U TEXHUYECKUX CPEIICT]
3aluThl HHOPMAIHH;

CaMOCTOsITEIbHAS
paborta

OrTuer no
MIPaKTHKE,
nuddepeHrpoBa
HHBIH 3a4eT

Ba3oBbIif ypoBeHb:

- y4acTHe B MPOBENCHHH KOHTPOJIBHBIX TPOBEPOK
paboTocrocobHOCTH ¥ 3P HEKTUBHOCTH MPUMEHSIEMBIX
MPOrPaMMHBIX, TPOrPAMMHO-AMMAPATHBIX U TEXHUUECKUX
CPEZCTB 3aIIUThl HH()OPMAIHH

ITOBBILIEHHBIN YPOBEHB:

y4acTtue B OpraHu3aiy U rnpoBE€ACHUN KOHTPOJIbHBIX
MPOBEPOK paboTocrnocoOHOCTH U 3D HEKTUBHOCTH
HPUMEHSEMBIX IPOrPAMMHBIX, TIPOrPAMMHO-AIIAPATHBIX U
TEXHHYECKUX CPEICTB 3aILUTh HHPOPMALIIH;
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[IK-4 |Cnocoben 0hOPMIIATH
pabouyro TEXHUYECKYIO
JMIOKYMEHTAIUI0 C Y4E€TOM
NENCTBYIOLIUX
HOPMAaTHMBHBIX n 3HATh: BazoBelii ypoBeHb:
MCTOANYCCKUX JOKYMCHTOB HMCXOJIHBIC TaHHBIC IJIs1
MPOSKTUPOBAHHUS MOJCUCTEM H - COCOOCH MPOBOJMTH AHAIN3 UCXOAHBIX TAHHBIX JUIS
CpencTB obecrieueHus MPOEKTHPOBAHMS TIOJICCTEM U CPEACTB 00ECIIEYEHUsI
MH(OPMALIMOHHOH 6€301acHOCTH; nH(pOpMaIMOHHOM 6e30MacHOCTH
yMeThb:
TPOBOAUTH TEXHHKO- TToBBINICHHBIH YPOBEHB:
9KOHOMHUYECKOT0 000CHOBAHHMS Oruer 1o
COOTBETCTBYIOIIHMX MPOCKTHBIX - COCOOEH MPOBOMTH AHAIN3 UCXOAHBIX TAHHBIX U
o CaMOCTOATECIIbHAA IpaKTUKE,
pelieHuif; MPOEKTHUPOBAHHMS TIOJICHCTEM U CPEICTB 00ECIICYECHUsI
pabota nuddepeHrpoBa N
BJIA/IETh: HHBIH 3aueT nH(pOpMaIMOHHOM 6€30MaCHOCTH M y4acTBOBATh B
METOJaMHU aHaJIn3a UCXOAHBIX MPOBEACHNUN TEXHUKO-OKOHOMHWYCCKOI'O O6OCHOBaHI/I$[
JaHHBIX I IPOCKTUPOBAHUA COOTBETCTBYIOIIUX MTPOCKTHBIX pemeHHﬁ;
TIOJICUCTEM U CPEJICTB
obecnieueHns1 HHPOPMALHOHHON
0€30IacHOCTH M TEXHUKO-
9KOHOMUYECKOT0 00OCHOBAHUS
COOTBETCTBYIOLMX MPOSKTHBIX
pelLeHui;
ba3oBrlii ypoBEHb:
3HATh:
TEXHUYECK OKYMEHTALHIO C
eTOD?;;CT}];M II.[I/II;[( - 0OpMIIATH PAOOUYIO TEXHHIECKYIO TOKYMEHTAIHIO C
Y1 Yo Y4EeTOM JEeHCTBYIOIINX HOPMATUBHBIX U METOINYECKHX
CIIOCOOHOCTBI0 O OPMIISAT HOPMATHBHBIX U METOANYECKUX
Oryer o JIOKYMEHTOB;
pabouyro TEXHUYECKYIO JOKYMEHTOB;
CaMOCTOSTEIIbHAS TIPaKTHKe,
I1K-8 JOKYMEHTALUIO C y4ETOM yMeThb: o
M pabora mddepernmposa [ToBbIIIIEHHBII YPOBEHB:
JEUCTBYIONINX HOPMATUBHBIX H oopmisaTh pabouyro

METOOAUYIECKUX TOKYMEHTOB,

TEXHUYECKYIO IOKYMEHTAIIHIO C
YUETOM JIEHCTBYIOIIUX
HOPMATHBHBIX 1 METOAMIECCKUX
JIOKYM EHTOB;

HHBIN 3a49eT

- pa3pabatbIBaTh U OPOPMIATH pabOUYI0 TEXHUUECKYIO
JOKYMEHTAIIHIO C yIETOM JICHCTBYIOLINX HOPMATHBHBIX U
METOJMYECKHX JJOKyMEHTOB;

16



2. OIIeHO‘lHBIe cpeacrea aJis TeKyIIIeﬁ aTTeCTallun

Otuer 1o npakTuke

OTuer 0 npakTUKE JOJHKEH COJIEPKaTh!

1.

N

©oN®

11.

Omnpenernenne akTyalbHbBIX yIpo3 6e30nacHOCTH HH(POPMALK U pa3paboTKy Ha UX
OCHOBE MOJIEJIU YIpo3.

Knaccugukanus nHQOpMAITUOHHON CUCTEMBI.

Omnpenenenue TpeOOBaHUI K CUCTEME 3aIIMTHI HHPOpPMAUU HHOOPMAITHOHHOK
CHCTEMBI.

Pa3paboTka npoeKTHBIX pelIeHni 0 CUcTeEME 3alIUThl HHpopManuu HHGOPMAMOHHON
CHCTEMBI.

DKCIUTyaTallMOHHAs JOKYMEHTAINS Ha CUCTEMY 3aIluThl HHPOPMAITIH
MH(OPMALIMOHHON CUCTEMBI.

TectupoBaHme CUCTEMBI 3aITUTHI HH(OPMAIHK UHYOPMAITMOHHONW CHCTEMBI.
ObecrieyeHrie 6€30MaCHOCTH CPebl IKCIUTyaTalli UHPOPMAIIHOHHONM CUCTEMBI
AJMUHUCTPUPOBAHUE CUCTEMBI 3alIUTHI HH(OpMAINK UHPOPMAITMOHHOW CUCTEMBI.
PearupoBaHue Ha MHIIUJCHTHI, CBSI3aHHBIE C HApYIIEHHEM TpeOOBaHUH O 3aIIUTe
nHpopManuu.

. YrpaBieHue KoH(puUrypauyuei CUCTEMbI 3alIUThl HHPOPMAIIMH aBTOMAaTU3UPOBAHHOMN

CHUCTEMBI
VYrpasnenue 3amutoi nHGopMaIuu B ”HOOPMAITMOHHON CHCTEME

3. OueHoYHbIE CPeCTBA ISl POMEKYTOUYHOI aTTecTaluu

HuddepenunpoBanHbIii 3a4eT
Bomnpocs! st muddepeHImpoBaHHOTO 3a4eTa

1. Ouenka BO3MOXKHOCTEH U MOTEHIIMANA HAPYIIUTEIeH (BHEIIHUX, BHYTPEHHHUX).

2. AHanu3 BO3MOXHBIX YA3BUMOCTEI HH(POPMAIIHOHHOM CHCTEMBI.

3. Bo3MOXXHBIE MOCIEACTBUS OT peaau3ali yrpo3 0e30macHOCTH WH(OPMAIMU IS
HapylIeHUs  CBOMCTB  Oe3omacHOcTH  MH(pOpMamuu  (KOH(PHICHINAIHHOCTH,
LEIOCTHOCTH, IOCTYITHOCTH).

4. Ousnueckue, (QYHKUMOHAIBHBIE M  TEXHOJOTMYECKHE B3aUMOCBS3HM  MEXIY
CerMEHTaMHM (COCTaBHBIMU YacTsMH) MH(POPMAIIMOHHOM CHCTEMBI M B3aMMOCBSI3U C
WHBIMH MH()OPMAIIMOHHBIMHU CUCTEMaMH,

5. Pexumsl 06pabotku nHpopManuu B MHPOPMALMOHHON CHUCTEME B IIEJIOM U B €€
OTJICNIbHBIX CErMEHTaX.

6. Monenb yrpo3 6€30nacHOCTH HH(POPMALIUH.

7. OmpeneneHne 3HAYMMOCTH oOpaOaTbiBaeMOl HH(OpMaLMK KOH(HUAESHIINATBEHOTO
XapakTepa.

8. MacmTab HHPOPMAIMOHHOMN CUCTEMBI.

9. Kuacc 3anuimeHHoCTH.

10. Llens 1 3anaun oOecrieyeHns 3aMUThl HHPOPMAIMK B UHPOPMALIMOHHOM CHUCTEME.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

Opranuzanuss KOHTPOJUPYEMOW 30HBI, B Ipelenax KOTOPOM pa3MelarTcs
CTallMOHAPHBIE  TEXHWYECKHE  CpeACTBa,  oOpadarhiBaromue  MHPOPMALHUIO
KOH(UICHITMAILHOTO XapakTepa.

CpenctBa 3amuThl WH(OpPMANMM, a TakKKe CpPEICTBA, OOECIICUYMBAIONIUE
(GyHKIMOHUPOBaHNE HH(POPMAITMOHHON CHCTEMBI.

KoHTposs 1 yrpaBiieHHE TOCTYIIOM K TEXHUYECKHM CPEICTBAaM, CPEICTBAM 3aIUTHI
nHpOpMaIHH, cpencTBaM obecrieueHus] (PYHKIIMOHUPOBAHHS, a TAKXKe B MMOMEIICHUS
U COOPYKEHHUs, B KOTOPHIX OHU YCTaHOBJICHBI.

3amura TEXHUYECKHX CpPEICTB, CpPEIACTB 3alIUThl WHQPOPMAIMM ¥  CPEJICTB
obecnieueHrs PyHKIMOHUPOBAHUS.

3aBeeHHe W yJAJICHHE YUETHBIX 3alMCel  IOJIb30BATENe, yIpaBJCHHE
MOJTHOMOYHSIMH TIOJTh30BaTeNIel NHPOPMAMOHHONW CHCTEMBI M TIOJIEPKAHHUE TTPABHIT
pasrpaHuueHHs JOCTyna B HH(QOPMAIIMOHHON CHCTEME.

VYnpaBieHue cpeacTBaMHu 3allUThl MHPOpPMAIWH B HHOOPMAIIMOHHON CHCTEME,
BKIIIOYAass BOCCTAaHOBJIGHHE UX pabOTOCHIOCOOHOCTH, TEHEepaluio, CMEHy |
BOCCTaHOBJICHHE MapOJICH.

LlenTpanuzoBanHoe yIpaBJICHUE CHUCTEMOM 3aIUThI nHpopmaIun
aBTOMATH3UPOBAHHOM CUCTEMBI (B CITydae TEXHUYECKOH BO3ZMOKHOCTH).
NudopmupoBanne TOJIb30BaTENEed O TPABWIIAX OSKCIUTyaTalldd CHUCTEMBI 3allUTHI
nHQOpPMAIIMA aBTOMATU3WPOBAHHON CHCTEMBI M OTICIBHBIX CPEJICTB  3alUTHI
nHpOpMauK U X 00ydeHHUE.

BrIsiBlIeHME WHIMICHTOB, CBSI3aHHBIX C HapylmIeHHEM TpeOOBaHWUH O 3amuTe
nHpopManuM, BKIIOYAs BBISIBIEHHE COOEB B pabOTe TEXHUYECKUX CPEJICTB,
MIPOrPaMMHOTO 00ECTICUEHHS U CPEICTB 3alIUThl HH(OPMAIIHH.

BrlsiBiieHMe BHEApPEHHS BPEIOHOCHBIX KOMIBIOTEPHBIX TpOTpaMM  (BHPYCOB),
HENPAaBOMEPHBIX JCHCTBUI TMOJb30BAaTEICH ¥ WHBIX COOBITHH, CBSI3aHHBIX C
HapylleHUeM CBOUCTB Oe3omacHocTH HMHpOpManuK  (KOH(GUIECHIINATILHOCTH,
HEJIOCTHOCTH, IOCTYITHOCTH).

BbIsiBiieHMe TpUYWH BO3HHUKHOBEHUWS HWHIUJICHTOB, CBSI3aHHBIX C HapyIICHUEM
TpeboBaHUH O 3amuTe HHPOPMAIIUH.

[TmaHupoBaHe U IPUHATHE MEP IO MPEIYNPEKJACHUIO U YCTPAHCHUIO UHITUICHTOB, B
TOM YKCJIE 110 BOCCTAHOBJICHUIO MH(POPMAIIMOHHOW CUCTEMBI M €€ CETMEHTOB TIOCIIEe
cOOCB, BBISBICHUIO W YCTPAHCHUIO TMOCIEACTBUH BHEIPEHUS BPEIOHOCHBIX
KOMIIBIOTEPHBIX MPOrpaMM (BHPYCOB), HEMPABOMEPHBIX JCUCTBUI TOJIb30BaTEICH U
WHBIX COOBITUH, CBSI3aHHBIX C HapyIIEHHEM CBOKMCTB 0€30MacHOCTH HH(MOpMAIMU
(koH(pUICHIINATBHOCTH, IIETIOCTHOCTH, JOCTYITHOCTH).

ObecrieyeHne 1EIOCTHOCTH CHUCTEMBI 3alUThl HHpOpManuu WHGOPMAITMOHHON
CUCTEMBI, BKITI0Yasi pe3epBUPOBAHNE CPEJICTB 3aIUTH HHPOPMAITUH.

YcTaHoBka OOHOBJIGHHH TPOTPAaMMHOTO OOecredyeHus, BKJIOYas MPOTrpaMMHOE
obecrneueHre CpeICTB 3alIUThl HH(POPMAIIUH, BBITYCKAEMbIX UX pa3paboTUrKaMHu.
VYnpaprneHue mapameTpaMyd HACTPOWKH CPEACTB 3alIUThl MHPOPMAIMH, COCTAaBOM U
KoH(UTypanueil TEXHUYECKUX CPEICTB M MPOrPaMMHOTO OOECIedYeHHs, a TakkKe
KOHTPOJb 332 HECAHKIMOHUPOBAHHBIMU TMOAKIIOUEHUSMU TEXHHUYECKUX CPEACTB U
yYCTaHOBKOW MPOTPaMMHOTO 00ecTeueHus

BrinosHeHue opraHu3aioHHBIX Mep 10 3aluTe HH(HOPMAIIUH.
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27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.
41.

42.

43.

KonTpons cocrosiHus 3amuThl HHGOpMAIUK B HHOOPMAITMOHHON CHCTEME, BKIIOUYAst
KOHTPOJIb 32 COOBITUAMU M JEHCTBUSMU MOJIb30BaTeNei HHOOPMAIIHOHHON CUCTEMBI.
Ananmu3 ¥ oueHKa (DYHKIMOHUPOBAHHWS CHCTEMBI 3aIIUTBl  MH(OpPMAINU
MH(POPMAIIMOHHON CHCTEMBI, BKIIOYas BBIABICHHE WU YCTPAaHEHUE HENOCTATKOB B
(YHKIMOHUPOBAHUU CHCTEMBI 3aIIUTHl HHPOPMAIH WH(YOPMAIMOHHON CHCTEMBI.
[lepuoanyecknii aHamM3 ysA3BUMOCTEH MH(POPMAIMOHHOW CHUCTEMBI U ONEPATHBHOE
MPUHATHE NIEPBOOYEPETHBIX MEP IO YCTPAHEHUIO BHOBB BBISBIICHHBIX YA3BUMOCTEH,
MPUBOISIINX K BOSHUKHOBEHHUIO aKTYaJIbHBIX YTPO3 0€301MacHOCTH.

[lepuoanyecknii aHalM3 W3MEHEHHS yrpo3 Oe30macHOCTH WHPOpMANUKd B
MH(OPMALIMOHHON CHUCTEME, BO3HMKAIOIIMX B XOJE €€ JKCIUTyaTallud, U HPUHATHE
Mep M0 3aluTe HHGOPMAlMU B Cllydae BO3HUKHOBEHHUSI HOBBIX Yrpo3 0€30MacHOCTH
nHpopmanuu.

AHanu3 BAMSHHUS HA CHUCTEMY 3alUThl MH(OpMaluu HHPOPMAIMOHHON CHCTEMBbI
IUTAaHUPYEMBIX U3MEHEHUH B NH()OPMALIMOHHON CUCTEME.

JlopaboTka (MozepHM3aIMs) CHUCTEMBl 3alllUThl HWH(OpPMaNMKU HHOOPMALMOHHON
CUCTEeMBbl U €€ IepearTecTalusi IMpU M3MEHEHMM Kjacca 3alllUIIeHHOCTH
MH(OPMALIMOHHON CUCTEMBI, COCTaBa aKTyaJbHBIX yrpo3 0e30macHOCTH HH(pOpMaluu
WM TPOEKTHBIX pEHIeHHH MO cHucTeMe 3allluThl MHGOopManuu HHOOPMALMOHHON
CUCTEMBI (B TOM YHCJIE COCTAaBA UCIIOJIB3YEMBIX CPEJICTB 3alTUThl HHGOPMAITIH).
ConpoBosk/IeHUE CUCTEMBI 3alIUTH HHGOPMAUU HHPOPMAITMOHHOM CHCTEMBI B XOJI€
€€ DKCIUTyaTallud, BKIIIOYasi KOPPEKTUPOBKY ADKCIUTYyaTalMOHHOM NTOKyMEHTAallMu Ha
Hee.

IlepeueHp HOPMATUBHBIX IIPABOBBIX AaKTOB, METOJWYECKUX [JOKYMEHTOB U
HaIlMOHAJIBHBIX CTAaHAApPTOB, TPEOOBAHUAM KOTOPHIX JOJKHA COOTBETCTBOBATH
nH(pOpMaIMOHHAS CHCTEMA.

IlepeyeHb THIIOB 0OBEKTOB 3AILUTHl UHPOPMALMOHHONW CUCTEMBI.

TpeboBanust kK MepaM M CpeACTBaM 3alUThl MHQOPMALUHU, IPUMEHSIEMBbIM B
MH(GOPMALIMOHHOH cucTeMe.

CyOBexTbl JocTyna (MOJb30BaTeNd, MpPOLECChl M MHBbIE CYOBEKThl JOCTyna) M
00BeKThl JocTyna (ycTpoilcTBa, OOBEKTHI (PAaIOBOM CHCTEMBI, 3alycKaeMble |
UCIOJIHSIEMbIE MOJYJIH, OOBEKTHl CUCTEMBbl YIpPAaBICHHs 0a3aMH JaHHBIX, OOBEKTHI,
CO3/1aBaeMble MPUKIATHBIM IPOTPAMMHBIM 00€CIIeYeHUEM, HHBIE 0OBEKTHI JOCTYIA).
CocraB Mep mo 3aumure HHPopMauuu, oOecneyuBarolUX OJOKUpOBaHUE
(HeMTpanu3aIiio) akKTyallbHBIX Yrpo3 06e30macHoCTH HHGOpMAIUH.

Conepxxanue coctaBa Mep 1O 3amuTe HWHQOPMALUMU B COOTBETCTBUM C
YCTaHOBJICHHBIM KJIACCOM 3aIUIIEHHOCTH UH()OPMAIIMOHHON CUCTEMBI.
OpraHu3alroHHbIE MEPbI, BUIBI M TUIIBI CPEICTB 3aIIUTHl HH(POPMALIHH.

Jlornueckast CTpyKTypa, cocTaB (KOJMYECTBO) M MeCTa pa3MELIEHHs 3JIEMEHTOB
CHCTEMBI 3alUThl HH(YOPMALIUK aBTOMATH3UPOBAHHOM CHCTEMBI.

CpencrtBa 3amuThl HH(OPMALMU C YYETOM UX COBMECTUMOCTH C MH(POPMAIIMOHHBIMU
TEXHOJIOTUSIMM U TEXHHUYECKUMH CpeicTBaMH 00paboTku HH(opMaruy, (QyHKIUN
0€30MaCHOCTH ATHUX CPEACTB M OCOOCHHOCTEH WX pealM3allid, a TaKkKe Kiacca
3aLIUIIEHHOCTH HH(POPMAIIMOHHOMN CUCTEMBI.

[TapameTpel HAacTpOWKM CpEACTB 3allMThl MHpOpMaluu, oOecreyuBaromme
peanuzalio Mep Mo 3amure UHPOpMauuu U OJOKMpOBaHHE (HEUTpPaTM3aLHIo)
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aKTyaJbHBIX YTrpo3 0e30MacHOCTH WH(POPMALUU, B TOM YHCIE MyTeM YCTpaHCHHS
BO3MOJKHBIX YA3BUMOCTEH MH(OPMAIIHOHHON CHCTEMBI.

Opranu3anvoHHasi CTPYKTypa CHCTEMBI 3allMThl MH(pOpManuu HHOOPMAIIMOHHON
CUCTEMBI.

CocraB, HOMEHKJIaTypy, MECTa YCTAHOBKU U MapaMeTpbl HACTPOIMKHU CPEICTB 3aLUThHI
nHpOpMAIMY, TPOTPAMMHOTO OOECTIEUCHHsI M TEXHHUYECKHUX CPEICTB 00pabdOTKH
nHpOpMaINH.

[lopsinox co3nanusi, yaaaeHuss B MH(GOPMALMOHHOM CHUCTEME YYETHBIX 3aIlucei
[10JIb30BaTENel U YCTAaHOBJIEHMS IOJHOMOYMM IOJb30BaTENEed U aJMUHUCTPATOPOB
MH(OPMALIMOHHON CHUCTEMBI.

[Topsimox  KOHTpOJsT 3a  COOBITUAMH U JCUCTBUAMH  TOJB30BaTelied B
MH(}OPMALIMOHHON CUCTEME.

[lopsinox OOHOBJIEHHS NPOrpPaMMHOrO oOecreyeHus, BKJIOYas [POrpaMMHOE
obecrnieueHre CpesICTB 3alUThl HHPOpMaIuK, B UHHOPMALIMOHHON CUCTEME.
[Topsinox BBISBIIEHUS M YCTPAaHEHHUs HEIOCTAaTKOB B CHUCTEME 3alllUThl MH(OpManuu
MHQOPMALIMOHHOW CHCTEMBI, a TaKXe TMOpPAJOK BHECEHHS H3MEHEHHl B
OKCIUTYaTalMOHHYI0  JIOKYMEHTAllUI0 Ha  CHCTEMYy  3alluThl  MH(pOpMaluu
MH(OPMALIMOHHON CUCTEMBI.

[Topsiiok KOHTPOJIS LIETOCTHOCTH CUCTEMBI 3alllUThl HHPOPMAIUU HH(DOPMALIMOHHON
CUCTEMBI U €€ TECTUPOBAHUSI.

[IpaBuna skcIulyaTaluM CHUCTEMbI 3alUThl HMH(pOpMAIMU HHPOPMALMOHHON
CHCTEMBI, MOPSAAOK €€ HAaCTPOWKHU U BOCCTAHOBJIEHHS pabOTOCHOCOOHOCTH B Cilydae
HapyleHus: pyHKIIMOHUPOBAHUS CUCTEMBI 3aILUThl MHPOPMaLK UH(OPMAILIMOHHON
CHUCTEMBL.

Ilopsinok ympaBieHHsl mapamMeTpaMM HAcTPOWKM CPEACTB 3alllUThl MH(QOpMALUH,
COCTaBOM M KOHGUIrypaunueidl TEeXHUYECKHX CpeICTB oO0paboTku HH(pOpMaluu U
IIPOrpaMMHOTO 00€ecHeueHusl, a TakXKe KOHTpPOJIA 3a HECaHKIMOHHUPOBaHHBIMU
MOJKIIOYEHUSAMU TEXHUYECKUX CpEeICTB OOpabOTKM HHGPOpPMALMU M YCTaHOBKOW
IIPOrPaMMHOTO 00eCIIeUeHHMS.

Ilopsinok  apxuBupoBaHus ~ MHPOpPMaUUK  KOH(UIEHLMAIBHOTO  XapakTepa,
cojepxarieiicss B MHGOpMaMOHHON cUCTeME, U CTUPaHUs (YHUUYTOXKEHMS) JaHHBIX U
OCTaTOYHOW WHGOPMAIMK ¢ MAaIIMHHBIX HocHuTeleld uH(opMmaruu W (UIN)
YHUYTOXXEHUS MAIIMHHBIX HOocuTenell nudopmaruu.

IIpoBepka pabOTOCIIOCOOHOCTH M COBMECTHMMOCTU CPEJICTB 3aLIUThl HHPOpPMALUU C
UHGOPMALIMOHHBIMM  TEXHOJOTMSIMM M TEXHHYECKUMHU CpeJICTBaMH 0OpabOTKU
nHpOpMaIuu.

IIpoBepka BBIMOJHEHUS CPeJCTBAMM 3aIIMThl MHPOpPMALUU TpeOOBAHUN K CUCTEME
3alUThl UHQOpPMAIMKU UHPOPMALIMOHHONW CUCTEMBI.
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