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1. Ilesu ocBOEHHUS TMCUMILIAHBI

K ocHoBHbIM measim ocBoeHUs aucuuiuinHbl «VHpOpManoHnHas 0e301acHOCTbY
CJIelyeT OTHECTH:

® DpAcKpHITUE CYIIHOCTH M 3Ha4eHUS HMH()OPMAIMOHHONH O€30MaCHOCTH W  3allHTHI
uH(pOpMaINK, UX MeCTa B CHCTEME HallMOHAIBHON 0€30MacHOCTH;

e ompezeneHue TEOPETUYECKHUX, KOHIICTITyaIbHbIX, METO/I0JIOTUYECKUX "
OpraHU3aIMOHHBIX OCHOB O0ecTieyeHns Oe30MaCHOCTH HH(POPMAIINH;

e iaccuuKanys U XapaKTePUCTHKA COCTABISIONINX MH()OPMALMOHHON 0€30IacHOCTH U
3aIIUTHl HH(POPMAIHH.

K ocHoBHBIM 3agayam ocBoeHus AuCUMILIUHBL «HpOpMaIoHHas 0e30MacHOCThY
CJIelyeT OTHECTH:

® packpbiTUE MOHSATUIHOrO ammapaTa B o0JacTd HHPOPMAIMOHHON O0€30MacHOCTH U
3alUThl HHGOPMAIIUK;

® packpeiThe 0a30BBIX COAEPIKATENBHBIX TOJOKEHUH B 001acT WHGOPMALMOHHOM
0€30MacHOCTH U 3alUThl HHGOPMAIUY;

® PACKpBITHE COBPEMEHHOM JTOKTPUHBI HHPOPMALIMOHHOHN 0€3011acHOCTH;

e OmpeneNeHue MeTei, 3HaYeHUS ¥ IPUHITUIIOB 3alIUTHl HHPOPMALINH;

® DACKpBITHE METOAOB ONPEICICHHS COCTaBa 3aIIUIIaeMOi HHPOPMAITUH, KITaCCUPUKAIIHS
€e 10 BUJaM TaifHbl, MaTepUAIbHBIM HOCUTEIISIM, COOCTBEHHHKAM U BIIaJIeIIbIaM;

® YCTaHOBJIEHHE U PACKPBITUE CTPYKTYPHI YIrPpo3 3alIUIaeMOi HH(OpMALINK;

® packpbiTUE HampaBlIeHUIl, BHIOB, METOAOB U OCOOCHHOCTEH  NeATeIbHOCTU
pa3BebIBaTEIbHBIX OPTaHOB MO JOOBIBAHHUIO KOH(PHUICHINATHHON HH(POpMAIIY;

® YCTaHOBJIEHHE U PACKPHITUE CYIIHOCTH KOMIIOHEHTOB 3alllUThl HH(OpMaLUN;

® pacKpbITHE HA3HAYECHHUS, CYITHOCTU U CTPYKTYPBI CUCTEM 3AIIUTH HHPOPMAIIHH.

2. Mecto aucuuniannsl B cTpykrype OIl ciennaanrera

Hucuunnuna «HpopMannoHHass 6€301acHOCTE» OTHOCUTCS K uYuciay 0a30BOM yacTu
mukia b.1.1 obpasoBaresnbHol mporpammel 6akanaBpuara (5.1.1.1.18)

Huctunnba  «MH(bopmannoHHass 0Ge30MacHOCTh»  B3aUMOCBSI3aHA JIOTUYECKH U
CoJIepKaTeIbHO-METOJUUECKHU CO CIEAYIOIMUMHU AUCHUITUHAMU U npakTukamu OI1:
«be30omacHOCTh KU3HEAEATEIEHOCTIY, «OCHOBBI IENIOBON KOMMYHHKaumy, «[IpaBoBoe
peryiarpoBaHue B cpepe HayKH U TEXHOJIOTHID».

3. ITepedyenb miIaHMpPyeMBbIX pPe3yJIbTATOB 00y4YeHHS MO TUCHUIINHE,
COOTHECeHHbIE € IIJIAHUPYEMbIMHU pe3yJIbTaTaAMU 0CBOECHHS 00pa30BaTeIbHOI POrpaMMbl

B pesynbrare ocBoeHMs AMCHMIUIMHBI y oOOy4aroumxcs (OpMHpYIOTCS ClEAYoIue
KOMIIETEHIIMM ¥ JOJDKHBI OBITh JOCTHUTHYTHI CIEIYIOUIME pe3ylbTaThl OOy4YeHHMs Kak JTall
(bopMUPOBaHUS COOTBETCTBYIOIINX KOMIETEHLIUMI:



B pe3yabrarte ocBoeHus

KOMnIf::SHunn OﬁpaBOBan:JIbHOﬁ nporpammbl | IlepeyeHb INIAHNPYEMBIX Pe3yJILTATOB 00y4YeHHSI MO AUCHHILINHE
00yvarommiicsi 10JKeH 00J1a1aTh
BJIaZIecHUEM METOJaMHU 3HATh:
nH(OPMAMOHHBIX TEXHOJIOTHH, nH(OpMaMOHHBIE PECYPCHI, OUIEKAIINE 3aLINUTE, YTPO3BI
OIK-9 cO0JII0OIEHHEM OCHOBHBIX 6e3omacHOCTH HH(POPMAIHH;
TpeboBaHuil nHPpOPMAINOHHOH yMeTh:
0€30I1aCHOCTH, B TOM YHCJIE 3AIIUTHI oIpenensTh HHGOPMAIMOHHEIE PeCypCHI, MOAJIEKAIIYE 3aLIHTe,
TOCyapCTBEHHOM TaiHEI. YTPO3bI 0€301MacHOCTH HHPOPMALINH;
CIIOCOOHOCTBIO pelIaTh
CTaH/IapTHBIC 331a41
npodeccroHaNBHO IeSTeTbHOCTH .
Ha OCHOBE MH(OPMAIIMOHHOHN U yMerb:
N KOPPEKTHO BBIOPATh U MPUMEHSTH IIPH PELICHUU NMPOHECCHOHATBHBIX
OIIK-10 6ubmmorpaduaeckoii KyapTypHI ¢

NpUMEHEHHEM MH(POPMaLOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTHH H
C Y4ETOM OCHOBHBIX TpeOOBaHUIt
WHPOPMALMOHHOW 0E€30MaCHOCTH

3amad METOJBI M CPEeICTBA HH(OPMAIIMOHHONW O€30TTaCHOCTH U 3aIIUTHI
HHTEPECOB JINTHOCTH, 00IIECTBa M TOCYIAPCTBa, COONIOIATh HOPMBI
po¢eCCHOHATHHOM STHKH;

4. CTpyKTypa M coJep:KaHue JUCHUNINHBI

OOmast TPyJOeMKOCTh TUCIHHUIUIMHBI COCTaBJsieT 4 3a4eTHbIC CIWHUIBI, T.e. 12
aKaJieMHueckux 4vaca (jneknuu - 18 yacoB, mabopaTtopHbie paboThl - 36 4acoB, CEMHUHAPCKHUE
3aHsTHs. — 18 wacoB, camocrosiTenbHas padora — 54 gaca, hopmMa KOHTpPOJISI - 3K3aMEH) BO 2
ceMecTpe.

CrpykTypa u coaepxkanue nucuuiuinabl «MHbopmaronHas 6€30MacHOCTbY MO CPOKam
U BUJaM paboThl OTPaKEHBI B IPUIIOKEHUU.

Conep:kaHue pa3iesioB TUCHUATIHHBI

2 cemecTp

Tema 1. Metoiosiorus 3auThl HHGOpMaLIUN

Knaccudukanronnas cxema noHsATHH B 00J1acTH MHPOPMAITMOHHOM 0€301MacHOCTH.
JoktprHa nHpopmannonHoi 6e3onacHoctu Poccuiickoit @enepanuu. Crparerus pasBUTUS
uH(popmannoHHol 6e3onacHoctu Poccuiickoit @enepanuu Ha 2017-2030 roasl. HopmaTusHo-
npaBoBas 6a3za PD B o6nactu Mb. 3apyOexHblii ONBIT TPaBOBOro 00ecreueHus 3alUuThl
uHpopmanuu. CtanaapTsl U pekoMeHAanuu mno oezonacHoct ISO. PykoBonsiyme 10KyMEHTbI
®denepanbHO caykObl IO TEXHUYECKOMY U 3KcrTopTHOMY KoHTpodto (PCTIK). CroiicTBa
uH(pOopMalny, MOoIekKAaIIKe 3alIUTe: KOH(PHUIEHIINAIbHOCTb, LIEJTOCTHOCTD U JOCTYITHOCTD.
Konuemnius KOMIUIEKCHOM cucTeMbl 3amuThl nHpopMmaruu. CinyxeOHas TaitHa. Kommepueckas
taiina. [lepconanbupie qanuwie. ['ocymapcTBeHHas TaitHa. IHTeIeKTyalibHast COOCTBEHHOCTD U
aBTOpCKoOe MpaBo. Bupl 00bekTOB MH(OpMaTH3aMK KaKk 00BEKTOB 3aIIUTHI HH(POPMALIUH.
Knaccudukanus yrpos napopMannonHoi 6e3onacHoct. Mojenb yrpo3 nHGpOopMarnoHHON
6e3omacHoCTH. Mojiens HapymuTens. Y poBHU 3aMThl nHpopMmanuu. [lonutuka 6e30nacHOCTH.
['maBHbIe HampaByieHus padoT no 3amure nHpopmaruu. OpraHu3aMOHHO-TEXHUUYECKHE
MEPONPHUATHS 10 3aLIUTEe HHPOPMALIUH, PETIIAMEHTUPYIOLIHE  MPOU3BOICTBEHHYIO
JeSITebHOCTh MPENPUSATHS U ero paOOTHUKOB.




Tema 2. 3amura uadpopManuu B THGOPMAITMOHHBIX CUCTEMAX OT YTEUKU MO TEXHUUYECKUM
KaHaJlaM.

OO6mas knaccuuKkanus yrpo3 U yss3BUMOCTel HH()OPMALIMOHHBIX cucTeM. MeTouka
OIpeJIeNIEHUs aKTYaJIbHBIX YTpo3 0e3omacHocTH. CTPYKTypa TUIIOBOT'O TEXHUYECKOTO KaHaa
yreuku nadopmarnuu (TKYHN). Knaccudukanus TKYU. Metoas! u cpeacTBa TEXHHUESCKOM
3anuThl nHpopMmarmu Knaccupukaius TexHuYecknx KaHanoB yreuku uadopmarun (TKY ).
VYrpo3sl yreuku nHpOpMaLUK 0 TEXHUYECKUM KaHaiaM. Bubl annapaTypsl JUisl perucTpaiuu
MOOOYHBIX AIEKTPOMArHUTHBIX M3TydeHuid 1 HaBooK (IIDMHWH). Meronuka oreHKku
3alUIIEHHOCTH OT YTeUKH MH()OPMAIIMH 10 TEXHUUECKUM KaHaJaM.

Tema 3. 3amura uHbopMaIuy B UHPOPMAITMOHHBIX CHCTEMaX OT HECAHKIIMOHUPOBAHHOTO
noctyna (HCI)

VYrpo3sl HecankunonupoBanHoro gocryna (HCJI) k undopmanuu. PazHoBUIHOCTH YIpo3
HCJI u ux ucTOUYHUKHU. VYSI3BUMOCTH HMH(POPMAIMOHHBIX cucteM, cBszanHble ¢ HC/I.
VYA3BUMOCTH CHUCTEMHOIO U MPHUKJIAJHOTO IpOrpaMMHOro obecrieueHusi. MeTroabl U CpeacTBa
sanuThl uHGopMmanmu ot HCJl. MarpuyHble W MHOTOYpOBHEBbIE (MaHIATHBIE) MOJAEIHU
pasrpanuyeHust jpoctyna. OCHOBHbIE MPUHLMIIBI KOHTPOJIA JOCTyNa K pecypcaMm CHUCTEMBI.
Hucneruepuzanuss  goctyna. Mpentudukammss u  ayTeHTHQUKAIUS  [OJIb30BaTENCH.
Astopuzarus. Kimtoun 3amutel. COBpeMEHHbBIE CUCTEMBI 3alIUThl KOMITbIOTEpHBIX cucteM (KC)
OT HECAHKIIMOHWPOBAHHOTO JOCTymna K HH(opManuu. XapakTepHCTUKa Yrpo3 MPOrpamMMHO-
MaTemaruueckux BoszaericTBuil (IIMB). Bunel BpenonocHsix nporpamm. CereBble Yrpo3bl U
yS3BUMOCTH. BO3MOXHBIE TOCHEACTBUA OT peald3aludud yrpo3 IpU  MEKCETEBOM
B3aumojieiictBuu. Briasnenne yrpos HCJI 3a cuer MeXCeTeBOro B3aMMOJCUCTBUSI.
Omnpenenenue Kiacca 3alIUIIEHHOCTH HHPOPMAIIMOHHON CUCTEMBI.

Tema 4. 3amurta nHGOPMAIIUH C UCIIOJIB30BAHUEM MH(PPOBATBHBIX (KpUNTOrpaPUUECKUX )
CpeacTB

Beenenne B kpunronoruto. Mcropuueckuii o63op. Kpunrtorpadus u kpunroaHaius.
[TonsiTue KPUNTOCTOMKOCTH cHUcTeMbl 3aumuThl HHQopmanuu. [ludpoBanue kak MeTox
Kpunrorpadguueckoro mnpeoOpazoBanus. Kimoun u  anroputmbl mm¢ppoBaHus. MeToabl
mHUQpoBaHusl ¢ CUMMETpUYHbIM KiodoM. Kpunrtorpaduueckas cucrema RSA. DnextponHas
mudpoBas MOANUCH Ha OCHOBE KpuHOTorpadguueckoro mpeobpasoBanus. OcobeHHOCTH
CTaHJapTU3ALUHU U CePTUPUKAIIIN KPUIITOTpaPUIECKUX CPEJCTB.

Tema 5. Cucrema MeHeKMeHTa HHPopMauoHHo# 0e3onacHocThio (CMUWDB) Ha npeanpuarun

CewmeiictBo crangaproB CMUB. Ynpasnenue puckamu nHGOpMaLMOHHON
6e3onacHocTu. OO011IEe coaepkaHe IPoLecca OLEHKH PUCKOB. AHAIN3 YPOBHS PUCKOB.
@DakTOpHbl, BIUSIOLUIUE HA BEPOSITHOCTh pean3aliy yrpo3bl. MeTo10JI0THH OLIEHKH PUCKOB IO
JIBYM U 110 TpeM (hakropam. CyObeKTUBHAS IIKaIa TSHKECTH BO3ZMOXKHBIX ITOCIIEICTBUH.
HHcTpyMeHTallbHBIE Cpe/icTBA aHANNU3a puckoB. [IpuHaTue pemenuii mo o6padoTke u
ylpaBieHuto puckamu. [IpakTuyeckue nmpaBuia yrnpasieHUs: HHOOpMaIMOHHON
6e3onacHocTbiO. [IpuMep conepxkanus NOJTUTUKA HHPOPMALIMOHHOM Oe3omacHoCTH. OCHOBHBIE
BOIIPOCHI YIIPaBJIEHUS 1OCTYNOM K HH(popmaruu. PaccienoBanue HHIUAEHTOB B cdepe
MH(}OPMallMOHHON 06€30M1aCHOCTH.



Tema 6.. KomrmiekcHas cuctema 3amuthbl nHGopmanuu (KC3N)

Onpenenenne KC3U. Tpu ocHoBHBIE KOMIIOHEHTHI co3aanusi KC3W Hanpennpusituu.
MonenupoBanue KC3U. Dramnel co3nanus KC3U (TexHuko-3KoHOMHUYECKOEe 000CHOBAHHE,
TexHuveckoe 3aaHue, ICKU3HBINA, TEXHUYECKUH U pabounii MpoeKThl. BHeapenue u cnavya B
OTIBITHYIO JKcITyartanuio. JlopaboTka (mpu HEOOXOAMMOCTH) U IPHEMKA 3aKa34UKOM CUCTEMBI).

Tema 7. Opranu3zanus KOH(QUACHIUATEHOTO AETONPON3BOICTBA HA IPEAIPHUSTHH.

Opranu3aioHHO-PACIIOPSTUTEBHBIE TIOKYMEHTHI, PETJIaMEHTHPYIOIIHUE TOPSIOK
KOH(UICHIIMATBLHOTO JIeN0npon3BoacTBa. O0mepoccuiickuii kinaccuukarop ynpapieHIeCKON
nokymenTaruu (OKY ). TTopsimok moaAroToBku, 0opOpMIICHUS JOKYMEHTOB M y4eTa
MaTepuaIbHBIX HOCUTENeH KoHbuAeHINaTbHOU nHpopManuu. 3agaun, GYHKIUU U
JIOJIKHOCTHBIE 00513aHHOCTH COTPYAHUKOB KOH(PHUIEHLIUATBHOIO JEJIONPOU3BOICTBA.
ABTOMaTH3UPOBAHHBIE CUCTEMBI ANEKTPOHHOTO KOH(UISHIINAIBLHOTO J1eJI0MPOU3BOJICTBA
(CBM). [IpaBuiia genompon3BoACTBa B (peiepaTbHBIX OPraHax MCIIOTHUTEIHLHOW BIACTH.
Opranuzanys KOHTPOJIS 32 COOIOICHUEM HCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.

5. OOpa3zoBaTebHbIE TEXHOJIOTUH

Mertoauka npernogaBanus TUCHUILTHHBI «H(OopMaIoHHast 0€30MaCHOCTh» U PeaTH3alysl
KOMIIETCHTHOCTHOTO TIOJIXO0Jla B W3JIOKCHHH W BOCIPHUATHU MaTepualia MpeIyCMaTpUBACT
UCIIOJIb30BaHUE CIICAYIOIINX AaKTHBHBIX W WHTEPAKTHBHBIX (DOpPM MPOBEICHUS TPYIIIOBBIX,
WHUBUIYAIbHBIX, ayJUTOPHBIX 3aHATHH B COUYCTAHWHM C BHEAYAUTOPHON pabOTOil ¢ IEIbI0
(dbopMHpOBaHUs U Pa3BUTHsI MPO(HECCHOHATLHBIX HABBIKOB 00 yUYarOIIUXCSI:

- MPOBEJICHNE WHTEPAKTUBHBIX JICKIIMOHHBIX M JIA0OPATOPHBIX 3aHATUH B (hopMe BHIICO
YPOKOB;

- TOJITOTOBKA K BBHITIOJTHEHHUIO JIA0OPATOPHBIX paboT ¢ MCIIOIb30BaHIEM BUIEO YPOKOB;

— MOJITOTOBKA, MPEJCTaBIEHNE U 00CYXICHNE TPEe3EHTAIINIA Ha 1a00paTOPHBIX 3aHATHUSX;

- IOJITOTOBKA K DK3aMeHY.

VYienbHbII Bec 3aHATHUI, TMPOBOJUMBIX B HMHTEPAKTUBHBIX (opmax, ompeseneH
00pa3oBaTeNbHON TMPOrPaMMON, OCOOCHHOCTHIO KOHTHHTEHTA OOYYaIOIIMXCS M COACpKaHUEM
mucturiniel «MHbopManinoHHas 6€30MacHOCTb» U B LIETIOM MO JUCHUILTHHE cocTaBiseT 50%
(27 yacoB) ayAMTOPHBIX 3aHATHH. 3aHATHSA JIEKIIMOHHOTO THMa cocTaBistoT 33% (18 vacoB) ot
o0bemMa ayAUTOPHBIX 3aHITHH.

6. OueHoYHBbIE CPeICTBA /ISl TEKYLET0 KOHTPOJISI yCIIeBAeMOCTH, POMEKYTOYHOI
aTTecTAlMH 110 HTOraM OCBOEHUS! IMCHUILIMHBI M Y4eOHO-MeTOoInYecKoe
obecrieyeHUe CAMOCTOSITeIbHOI PadoThI CTY1EHTOB

B mporiecce 00ydeHHs NCTIONB3YIOTCS CIEAYIONINE OIEHOYHBIE (JOPMBI CAMOCTOSITEITHHOM
paboTBl  CTYJIEHTOB, OIICHOYHBIC CpPEJICTBA TEKYIIErOo KOHTPOJIS  YCHEBAEMOCTH U
IIPOMEKYTOUHBIX ATTECTALIMN:

-MIOJITOTOBKA Ha JaOOpaTOPHOM 3aHSATUU OTYETa C Mpe3eHTaluedl Ha TeMy: «MeTonbl u
cpencTBa 3amuThl MHPOpMauW» (MHAWBHAYAIHHO IS KaXJOTO0 OOydYaromierocs) m cC ee
o0CyXIeHUEM;

OOpa3upl KOHTPOJIbHBIX BOMPOCOB U 3aJaHUMl 71 MPOBEACHMSI TEKYIIET0 KOHTPOJIA,
9K3aMEHa MPUBEACHBI B MPUITOKCHHH.



6.1. ®oH/I OLIEHOYHBIX CPEICTB JIsl MPOBEACHUs] IPOMEKYTOUHOM aTTeCTAlUMN
00yvyaruuxcst Mo JUCHHUIJINHE

6.1.1. IlepeyeHb KOMIETEHIUI ¢ YKa3aHUeM 3TanoB ux GopMHUPOBaHUs B Ipolecce
0CBOEHHUS 00pa30BaTeIbHON MPOrPaMMBbI.

B pe3ynbrare ocBOeHUS TUCIUTUTHHBI (POPMUPYIOTCS CIECIYIOIINE KOMIETEHITUH:

Ko . .
A B pe3yabTrate ocBoeHusi 00pa3oBaTe/IbHONM NMPOrpaMMbl 00y4Jaromuiics 10/KeH 001a1aTh
KOMIIeTeHIIUH

OITK-9 BTaZCHHEM METOAaMH HWH(DOPMANMOHHBIX TEXHOJOTHH, COOIIONCHHEM OCHOBHBIX TpeOOBaHMMH
MHPOPMAIMOHHONW O€30MaCHOCTH, B TOM YHCIIE 3aIIUTHI TOCYIapCTBEHHOM TaiHEI.
CIIOCOOHOCTBIO ~ pellaTh CTaHJApTHBIE 33Ja4d  MPO(ECCHOHANBHONW JESATEIbHOCTH Ha  OCHOBE

OIIK-10 mHpopManmoHHOit W OuOmMorpaduueckod  KyJNbTYphl € OpUMEHEHHEM  MH(OPMAIOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTHI U C y4ETOM OCHOBHBIX TPEOOBaHHH MH(POPMAIIMOHHON 0€301aCHOCTH

B mpouecce OCBOCHUA 06p330BaTCJ'IBHOI71 nporpamMmbl JaHHBIC KOMIICTCHUOHWH, B TOM
YUCJIC UX OTACJIIbHBIC KOMIIOHCHTEI, Q)OpMprIOTCﬂ IIO3TAITHO B XOJ€ OCBOCHHUA O6y‘-IaIOIIII/IMI/IC$[
JUCHHUIIIMH, IPAKTUK B COOTBECTCTBUHU C y‘le6HLIM IJIAHOM W KaJICHAAapPpHbIM Fpa(I)I/IKOM y‘le6HOFO

npoiecca.

6.1.2. Onucanue nokasareJieid 1 KpUTEPUEB OLlEHUBAHUS KOMIIETEHIIHIA,
(popMupyeMBbIX 110 HTOTaM OCBOEHUS TUCHMUILUINHBI, ONMCAHME IIKAJ OLleHUBAHUA

[TokazareneM OIICHMBAaHUS KOMIICTCHIIMI Ha pa3IMYHBIX OSTamax HX (GOPMHUPOBAHUS
ABJISICTCA JOCTHXKEHHE 00yUaroUMUCS INIAHUPYEMBIX pe3yJbTaToB 00y4eHUs O JUCLUILINHE.

OIIK-9 Biragennmem  MeronaMu  WHGOPMANMOHHBIX  TEXHOJOTHiH, COOJIOJIeHHEM  OCHOBHBIX  TpeOOBaHMIA
HH(OPMaLIMOHHOH 0€30MACHOCTH, B TOM YMCJle 3aLIUThI FTOCYAAPCTBEHHO TailHbI.
3HATH: O6yyatomuiics  |O0y4aromuiics JIeMoHCTpUpyeT |[OOydaromuics OO6yygaronuiics
nH(OpPMAIMOHHbBIE |IEMOHCTPUPYET —|HETIOJIHOE COOTBETCTBHUE [IEMOHCTPUPYET YACTUYHOE [IEMOHCTPUPYET TIIOJIHOE
pecypcsl, MOJTHOE CIIEAYIOIINX 3HaHUIl: |COOTBETCTBHE  CIIEAYIOIINX |COOTBETCTBUE
MO IIE)KAIIHE OTCYTCTBUE  WIJIM [MH(POPMAIMOHHBIE pecypcsl, 3HaHUH: WHGOPMAIMOHHBIE |CIETYIONTIX 3HAHWM:
3aIuTe, YIpo3bl HEIOCTaTOYHOE  |[TOJUIeXAaIie 3allUTe, YTPO3bI|PECcypCHl, 0 IeXKAIIUE [3HAaHHUE
6e30macHOCTH COOTBETCTBHE 6e3omacHOCTH HHPOPMALIHH. 3aIuTe, yTpO3bI [MH(POPMAITHOHHBIX
nHpopmanny; CIJICTYFOIITNX JlomyckaloTcst  3HaYMTENbHBIE |0€30MaCHOCTH MH(GOPMAIIHH, [pECYpCOB, MOIJISKAIINX
3HaHHH: OIINOKH, HPOSBIISIETCS [HO JIOITYCKaroTCs [3aIIUTe, YIpo3sl
MH()OPMALMOHHBI [HEOCTAaTOYHOCTh 3HAHWH, II0[HE3HAYMTENbHBIC  OIIMOKH, |0€301IacCHOCTH
e pecypesl, |psiny MOKa3aTesel, HeTOUHOCTH,  3aTpyAHEHUs [MHOPMaIK, CBOOOIHO
HOJIeKAIITHe oOyyatommuiics WCTIBITHIBACT |[IPH AHAJIMTHYECKHX |OTIEPHPYET
3alUTEC, YTIPO3bI|BHAYUTEIIBLHBIC 3aTPYAHCHUA TTIPU [OICpALUAX. HpI/IO6peTeHHLIMI/I
0€301acHOCTH OINICpUPOBAHUN 3HAHUAMU TIPpH 3HAHUSIMHU.
unpopmanum; WX  TepeHoce Ha  HOBEIC
CUTyaluu
YMeThb: OOyuaronuiicst He|OOyuaromuiicss neMoHcTpupyeT|O0ydaromuiics OOyyaromuiics
OTIpeIeTsATh yMeeT MIM  BHEHNOJIHOE COOTBETCTBUE [IEMOHCTPUPYET UYACTUYHOE [IEMOHCTPUPYET IOJIHOE
WHPOPMALMOHHBIE [HEJOCTATOYHOM  |CIIEAYIOMINX YMEHHIA: [COOTBETCTBHE  CIIEIYIOIINX [COOTBETCTBHE
pECYpCHI, CTENEHN yMeeT|onpeneniaTe HMH(OPMAIMOHHbIE |YMEHHIA: OIPEIEIIATH |CIENYOUINX YMEHUMN:
IO [JIeXKATIIE oTIpenenaTh pecypchl, MOoJUIeXaIie 3anuTe, MHGOPMaIIOHHBIE PECYPCHI, [OTIPEaesaTh
3alluTe, Yrpo3bl MH(POPMAITMOHHBI [yTPO3bI 0€30MacCHOCTH |TOJIeKAIIHE 3aIuTe, [MHPOPMAITIOHHBIE
6e3omacHOCTH e pecypcsaL|uHbOpManny. JormyckaroTcs [yrpo3sl 0e30MaCHOCTH |pecypChl,  MOJIeKAIINe




nH(pOPMAIINH;

MO IJIEKAIITHE
3alIuTe, YrPO3bl
0e30IMacHOCTH
UHPOPMAIIIH.

3HAYUTEIIbHBIE OIINOKH,
TIPOSIBISIETCST  HEZOCTATOYHOCTh
YMEHUH, N0 psAly NOKa3aTelew,
oOydaromuiics HCTIBITBIBAET
3HAYUTEIbHBIC 3aTPYAHCHHS TIPH

OTICPUPOBAHUH YMCHUSIMHU TIPH
UX  IepeHoce Ha  HOBHIE
CUTYyallHH.

nHPOpPMAINH. YMenus
OCBOCHBI, HO JOIYCKaIOTCSI
HEe3HAYHUTENbHbIC  OLIHOKH,
HETOYHOCTH, 3aTPyIHCHUS
npu AHAJIMTHYECKUX
oTeparmsx, nepeHoce
YMCHHI Ha HOBEIC,

HCCTAHAAPTHBIC CUTYalllH.

3aIuTe,
Oe3omacHOCTH
nHpopMmanuu. CBOOOTHO
OTIepUpyeT
proOpPETEHHBIMHI
YMEHHAMH, IIPUMEHSACT
nx B CUTYaIUsIX
TIOBBIIIIEHHOM
CJIOYKHOCTH.

yrpo3sl

OIIK-10 cnoco0HOCTHIO peliaTh CTAaHAAPTHBIE 32/1a4U NPOo(ecCHOHAIBHON 1eATeJbHOCTH HA OCHOBe HH(OPMAHMOHHOMT
u Oubimorpaduueckoii KyJbTypbl ¢ HpHUMeHeHHEeM HH(POPMALMOHHO-KOMMYHUKALMOHHBIX TEXHOJIOIMH M € y4eToM
OCHOBHBIX Tpe0oBanuii HHGOPMALMOHHON 6€30MaCHOCTH

YMeThb:

KOPPEKTHO BHIOPAThH
1 IPUMEHSATH TIPU
peleHnH

poQecCHOHANBHBIX

3a7a4 METOJbI U
cpencTea
WHPOPMALTMOHHOM
0€3011acHOCTH U
3aIIUTHl HHTEPECOB
JTMYHOCTH,
oO1ecTBa 1
rocy/iapcTBa,
COOJI0IaTh HOPMBI
npodecCHOHATBHON
ITUKH;

OOyuJaronuiics He

yMeeT WM B
HEJI0CTATOYHO
CTEEHU yMeeT]
KOPPEKTHO
BEIOpATh 31
OPUMEHSTh  TPH
pelLieHun
npo¢heCCHOHANBH
BIX 33J]a4 METO/IbI
u CpencTBa
nH(pOpMaLMOHHOI
0€30IacHOCTH U
3AIUTHI
HUHTEPECOB
JINYHOCTH,
o01ecTBa H
rocyaapcTna,
co0JIroIaTe
HOPMBI
podecCHOHATBHO)
M 3THKH.

OOyuaronuiicss JTEMOHCTPUPYET

HETOoJTHOE COOTBETCTBHUE
CHEAYIOIINX YMCHHUIA.
KOPPEKTHO BBIOpATh u
OPUMEHATh 0P PEUICHUH
podecCHOHANBHBIX 3a7a4
METOJIBI u cpezcTBa
nH(pOpMaMOHHON

0e301acHOCTH u 3aIIUTEI
HHTEPECOB JINYHOCTH, 0OIIeCTBa
W TOCyAapcTBa,  COOJIOJATh
HOPMBI npoecCHOHATBHOM
ITUKH. Homyckarotcs
3HAYHUTEIIbHBIC onmoKy,

MPOSIBIISICTCS.  HEMOCTATOYHOCTh
YMEHU, IO psAy IOKas3aTelleH,
oOyyaronuics UCTIBITHIBACT
3HAYUTEIBHBIC 3aTPYAHCHUS TPH
OTICPUPOBAHUH YMCHHUSIMH TIPH
UX  TEpeHoce Ha  HOBBIC
CHTYAIINH.

OO0y4aronmiics

JIEMOHCTPUPYET YACTHYHOE
COOTBETCTBHE  CIICAYIOIINX
YMEHUI: KOPPEKTHO

BbIOpaTh M MPUMEHATH HPHU
peLICHUH
npodecCHOHANBHBIX 3334
METOIBI u cpenacTBa
nHpopMannoHHO
0€30MacHOCTH W 3alUThI
HNHTEPECOB JIMYHOCTH,
ofImecTBa M TrocyJaapcTBa,

co0JII01aTh HOPMBI
poQecCHOHANBHON  ATHKH.
YMEHHA ~ OCBOEHBI, HO
TIOITyCKAr0TCA

HE3HAYHUTEIbHBIE  OIINOKH,
HETOYHOCTH,  3aTPyIHEHHUS
IpH AHATUTHYECKHIX
orepanusx, nepeHoce
YMEHUI Ha HOBBIE,

HECTAHJAAPTHBIC CUTYalluH.

OOyuaronmiics
JIEMOHCTPUPYET  IMOJHOE
COOTBETCTBHE
CIEYIONTAX YMEHHIA:
KOPPEKTHO BBIOpPaTh W
MPUMEHSTH TIPH PEIICHAH

PO eCCHOHATBHBIX
3a1a4 METOObl U
cpezcTBa
UH(OPMALMOHHOH
0e30IMaCHOCTH U 3allUTEI
HHTEPECOB JIMYHOCTH,
ob1ecTBa u
roCy/apcTBa, COOI0IaTh
HOPMBI
podecCHOHANTBLHON
STHKU. CB00OIHO
OTIepUPYET
MPUOOPETEHHBIMU
YMEHUSIMH, [PUMEHSAET
UX B CHUTYaIUsIX

MOBBIIIEHHON CJIIOKHOCTH

[IIxansl OnlEeHMBAHMS PE3YyIbTATOB IPOMEKYTOUYHOM aTTECTAL[MU U UX OIIUCAHUE:

dopmMa NPOMEKYTOYHOM aTTeCTALMM: IK3aMeH

[Ipomexyrounas arrectanus oOydaroummxcs B (¢opMe -HK3aMeHa MPOBOJUTCS IO
pe3yibTaTaM BBIIOJIHEHUS BCEX BUIOB y4yeOHOW paboThl, MPEIYCMOTPEHHBIX YUeOHBIM IJIAHOM
10 JAaHHOM TUCHUIUIMHE (MOJYIIO), MPU 3TOM YUUTBHIBAIOTCS PE3YJbTaThl TEKYLIETO KOHTPOJISA

yCII€eBa€MOCTU

B TCUCHHC CEMECTpaA.

OI_IeHKa CTCIICHU  OJOCTHXKCHUA 06y"IaIOH_[I/IMI/IC$[

IUTAHUPYEMBIX PE3yJIbTaTOB OOy4YEHHUs NUCUUIUIMHE (MOYJI0) MPOBOIUTCS MpernojaBaTelieM,
BEYLUIUM 3aHATUS [0 AUCLUUIUIMHE (MOAYJIO) METOAOM OJKCIepTHOM oueHku. Ilo uroram
MIPOMEXKYTOUHOM aTTecTalluu MO AMCUUIUIMHE (MOAYIIO) BBICTABISETCS OIEHKA «OTIIMYHOY,
«XOpOILO0Y», «YAOBIETBOPUTEIBHO» UIIH «HEYTOBIETBOPUTEIBHOY.

IIIkxana oneHUBaAHUS

Onucanne




BrinosHeHs! Bce BUBI yueOHOH pabOThI, NPEJyCMOTPEHHBIE YYEOHBIM IIJIAHOM.
CTymeHT [EMOHCTPHUpPYET COOTBETCTBHE 3HAHWH, YyMEHHWH, HABBIKOB,
NPUBEICHHBIM B Ta0IWIax IMOKaszaTelel, OmepupyeT HPHOOPETCHHBIMHU
OtamynO 3HAHWSAMH, YMCHHSAMH, HABBIKAMH, MPUMEHSIET MX B CHUTYalHsAX MOBBIIICHHOH
cioxHOCTH. IIpm 3TOM MOryT OBITH [OMYIIEHBI HE3HAYUTENBHBIC OIIMOKH,
HETOYHOCTH, 3aTPYAHCHMS NPH aHAINTHYECCKUX OINEPAIMiX, IEPEHOCEe 3HAHUN U
yYMEHUH Ha HOBbIE, HECTAHAAPTHBIEC CUTYalLlUH.

BeimonHeHB! Bce BUABI yUeOHON pabOThI, MPEIYCMOTPEHHBIE YIEOHBIM IIITAHOM.
X CTymeHT IEMOHCTPUPYET HEMOIHOE, IPAaBUIBHOE COOTBETCTBUE 3HAHUH, YMCHHH,
opouio .

P HaBBIKOB MPUBEICHHBIM B TaOMMIax MoKaszaTelel, SO0 eciu MpH 3TOM ObUIH

JIOITYIICHBI 2-3 HECYIIECCTBEHHBIC OIITHOKH.

BrimonHeHB! Bce BUABI y4eOHOH pabOThI, MPELYCMOTPEHHBIC yICOHBIM IIJIAHOM.

CTymeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHWMH, B KOTOPOM OCBEIIICHAa OCHOBHAs,

Y 10BJIETBOPUTEIBHO
HanboJee BakHasA 4acTh MaTepuaia, HO IIPU 3TOM JOITyIIeHa OJjHA 3HAYUTEIbHAas

OLINOKA WIM HETOYHOCTb.

He Bbimonnen oauwH uiau Oojee BUAOB Y4eOHOW padOTHI, HPENLyCMOTPEHHBIX
yueOHbIM TuTaHOM. CTYICHT JEMOHCTPUPYET HEMOJIHOC COOTBETCTBUE 3HAHUIA,
yYMEHUH, HaBBIKOB, MPUBEICHHBIM B TaOJHIax IOKa3aTelel, JOMycKaroTcs
HeynosnerBopurenbHO N .
3HAYUTCIIbHBIC OIlII/I6KI/I, MPOABIACTCA OTCYTCTBHUC 3HAHHUU, YMCHHUU, HABBIKOB I1O
pany HOKa3aT€H€I>II, CTYACHT HCIILITBIBACT 3HAYUTCIILHBIC 3aTpyJHCHUA [IpU

OIICpUPOBAHUMN 3HAHUAMHU U YMCHHUAMU MIPU UX IICPCHOCC HAa HOBBIC CUTYyallUH.

0)

@DOHBI OIIEHOYHBIX CPEICTB NPEACTABICHBI B IPHIIOKEHUH K paboUei mporpamme.

7. Y4yeboHO-MeTOAMYECKOE M HH(POPMALMOHHOE 00ecneyeHue TUCIHILIMHBI

OCHOBHAasl JIMTepaTypa:

1. Yepnoma, E. B. HMudopmanmonHas 6e30macHOCTh uYeloBeKa : ydeOHoe mocobue uis
By30B / E. B. UepHoBa. — 2-e u3n., ucnp. u gon. — Mocksa : U3narenscto FOpaiiT,
2020. — 243 c. — (Bricuree oopazoBanue). — ISBN 978-5-534-12774-4.

URL.: https://urait.ru/bcode/449350
JIOTIOJTHUTENbHAS JTUTEeparypa:

1. OpranuszanvoHHoe u TMpaBoBoe oOecneyeHne HWHGOPMAMOHHON 0e30MacHOCTH
yueOHUK U npakTukym ais By30B / T. A. Ilonskosa, A. A. Ctpensios, C. I'. UyOykoBa,
B. A. Huecos ; non penakumeir T. A. IlonskoBoii, A. A. CrpenbroBa. — Mocksa :
UznatensctBo KOpaiit, 2020. — 325 ¢. — (Briciee oopazoBanue). — ISBN 978-5-534-
03600-8.

URL.: https://urait.ru/bcode/450371
nporpaMmmMHoe odecnieuenne u MHTepHeT-pecypcesbl:

1. http://knowledgemanagement.report.ru/

2. www.km.improvement.ru2.

3. www.kmclub.ru (Kiy6 ITpakTrkoB YpasieHus: 3HAHUSIMH)

4. http://bibliotekar.ru/biznes-29/index.htm

5. http://www.elitarium.ru/psychology/prinjatie_reshenijj/

6. http://www.risk-manage.ru/

7. http://www.genrih-lemke.narod.ru



https://urait.ru/bcode/449350
https://urait.ru/bcode/450371
http://knowledgemanagement.report.ru/
http://www.km.improvement.ru2/
http://www.kmclub.ru/
http://bibliotekar.ru/biznes-29/index.htm
http://www.elitarium.ru/psychology/prinjatie_reshenijj/
http://www.risk-manage.ru/

®©

http://all-ib.ru/
9. http://citforum.ru/security/

10. http://securityvulns.ru/

11. http://www.itsec.ru/main.php

12. http://www.securrity.ru/

13. JlokanbHBIN  DJIGKTPOHHBIM  yueOHMK 1o  HampasieHuto  «MubopmarmonHas
Oe3omacHOCTbY AJis OakanaBpoB U creunannuctoB. Penopo H.B. CsuzperenbctBo o
rocy/1apCTBEHHOU peructpaunu nporpammsl 1uist 9BM Ne 2013610300.

14. Onepanuonnas cucrema Windows 7(uau Hmxke) — Microsoft Open License
Jlunemsust Ne 61984214, 61984216,61984217, 61984219, 61984213, 61984218,
61984215

15. O¢ucusie npunoxenus, Microsoft Office 2013(unu Huxe) — Microsoft Open License
JInmensus Ne 61984042

8. MaTepnaﬂbno-Texnnqeckoe odecneyeHue AUCHHUIIIMHBI

Jns mpoBeneHUs BCEX BHUJIOB 3aHATHH HEOOXOIUMO MPE3EHTALMOHHOE O0OpYAOBaHHE
(MyTbTUMEIUNHBIN TPOEKTOP, KOMIIBIOTEP, SKpaH) — 1 KOMILICKT.

s mpoBeneHuss 1a0OPAaTOPHBIX PadOT HEOOXOTUMO HAIUYHE KOMITBIOTEPHBIX KIIACCOB
000py/I0BaHHBIX COBPEMEHHON BBIYUCIUTEIHHON TEXHUKOM U3 pacyera oJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

9. MeToauueckue PECKOMEHIAINHA AJISA CaMOCTOSATEIbHOM paﬁDTbI CTYAEHTOB

W3ydyeHne nUCUUIUIMHBI OCYIIECTBISETCS B CTPOrOM COOTBETCTBUU C LIEJIEBOU
YCTAHOBKOW B TECHOW B3aMMOCBSI3M Y4eOHBIM IjIaHoM. OCHOBOH TeopeTHyecKoW MOArOTOBKU
CTYJCHTOB SBJISIOTCS JIEKLIUU.

B npouecce camocTosATeNbHOM pabOThl CTYAEHTHl 3aKPEIUIIOT U YIIIYOJSIOT 3HAHUA,
MIOJIyUYE€HHBIE BO BPEMsI ayJIUTOPHBIX 3aHATUMN, 10pa0aThIBAIOT KOHCIEKTHI JIEKIIUHA, TOTOBSITCS K
9K3aMEHY, a TAK)Ke CaMOCTOSATENILHO U3Y4aloT OTAEJIbHbIE TEMBI YU€OHOM MPOrpamMMmBl.

Texylmuii KOHTPOJIb OCYLIECTBISIETCS Ha JIaDOpATOPHBIX 3aHATHSAX, MPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS Ha 9K3aMEHE B MMCbMEHHOM U yCTHOHU dopme.

10. MeToauyeckue pekoMeHIAIUH 1JIs1 PenoJaBaTeis

B3aumopeiicTBue npenopaBarens €O CTYAEHTAMH MOJYKHO pa3J€IUTh Ha HECKOJIBKO
COCTaBJIAIOLIUX — JIEKIIMOHHBIE, MPAKTUYECKUE U JIAOOPATOPHBIE 3aHATHS U KOHCYJIBTUPOBAHHE.
[IpenogaBaTens AOMKEH MOCIEA0BATENbHO BBIUNTATh CTYACHTAM DS JEKIUH, B X0/1€ KOTOPBIX
CIIElyeT COCPENOTOYMTh BHHMAHUE Ha KIIOUYEBBIX MOMEHTaX KOHKPETHOI'O TEOPETUYECKOTO
MaTepuaia, a TakKe€ OpraHM30BaTh NPOBEICHUE NMPAKTUYECKUX 3aHATUN TaKUM 00pa3oM, YTOOBI
AKTUBHU3UPOBATh MBILIUICHUE CTYJEHTOB, CTUMYJIUPOBATb CaMOCTOSTEIBHOE W3BICUYECHUE HUMHU
HeoOXoauMol HH(pOpMallMKd U3 Pa3IMYHbIX HCTOYHUKOB, CPaBHUTENIbHBII aHAIU3 METOJI0B
pELICHUH, COMOCTABIEHHE TOJIYYEHHBIX pPe3ylbTaToB, (OPMYIHUPOBKY U apryMEHTAIUIO
COOCTBEHHBIX B3IJISII0B HA MHOTHE CITIOPHBIE TPOOIIEMBI.

[Tepen HavaoM mpenoaBaHus MPENoaBaTeNo He0OX0IUMO:

- U3Y4YHTh paboUyI0 IPOrpaMMy, LIEJIH U 3a/1a4¥l TUCHUIUIMHBI;

- YeTKO MPEACTaBIATh ceOe, Kakue 3HaHUS, YMEHUS U HaBBIKHU JIOJKEH IPUOOPECTH CTYJICHT;
- I03HAKOMUTCS C BUJIaMU y4eOHOMN paboThI;

- U3Y4YUTh COACPKAHUE PA3EIIOB JUCLUIIINHBIL.

B xo/ie 1eKIIMOHHOTO 3aHATHUS IPENoAaBaTesb JOKEH Ha3BaTh TeMY, yueOHbIe BOIIPOCHI,
O03HAKOMHUTb CTYACHTOB C IIEPEYHEM OCHOBHOM W JONOJIHUTEIBHON JMTEpPATypsl IO TEME
3aHATHUA.


http://all-ib.ru/
http://citforum.ru/security/
http://securityvulns.ru/
http://www.itsec.ru/main.php
http://www.securrity.ru/

Bo BcTynurenbHOW YacTH JIEKIMM OOOCHOBATh MECTO M POJb H3Yy4aeMOW TEMbI B
y4eOHOW TUCLUILINHE, PACKPBITh €€ IPAaKTUUeCKoe 3HaueHue. Eciin unraercs He nepBas JeKuus,
TO HEOOXOIMMO yBA3aThb €€ TeMy C IpeAblAyIled, He Hapyllas JIOTUKA H3JI0KEHUS y4eOHOro
marepuana. JIeKIHo ciaenyeT HaunHaTh, TOJIBKO YETKO 0003HAUMB €€ XapaKTep, TEMY H KpYyT TeX
BOIIPOCOB, KOTOPBIE B €€ X0/1€ OyAyT paCCMOTPEHBI.

B ocHOBHOH 4YacTu JEKIUM CIEAyeT pacKpblBaTh COAEpKAHME YUEOHBIX BOIPOCOB,
aKLEHTUPOBAaTh BHUMAaHHUE CTYACHTOB HAa OCHOBHBIX KaTeropusx, SBJICHMIX MU Ipolieccax,
O0COOEHHOCTSX MX MPOTEKaHMsl. PacKpbIBaTh CYIIHOCTb U COJIEP’KaHUE PA3IMUHBIX TOUEK 3PEHUS
U HayyHBIX IIOJXOZOB K OOBSICHEHHMIO T€X WJIM MHBIX sBiIeHUH u mnpoueccoB. Crenyer
apryMEHTHPOBAHO 0OOCHOBATh COOCTBEHHYIO IMO3UIIUIO MO CIIOPHBIM TEOPETUUECKUM BOIIPOCAM.
[TpuBoaNTE mpuMepbl. 3a7aBaTh MO XOJY H3JI0KEHHsI JIEKLIMOHHOTO MaTepHaja PUTOpUYECKHE
BOMIPOCHI M CaMOMY JaBaTh Ha HHUX OTBET. DTO CIOCOOCTBYET AKTHBM3ALMU MBICIUTEIHHON
JeSITEIbHOCTH CTYIEHTOB, MOBBILICHUIO MX BHUMaHMs M MHTEpeca K MaTepually JIEKLHH, ee
conepxanuto. [IpernonaBaTens J0KEH PYKOBOAUTH pabOTON CTYACHTOB MO KOHCIIEKTUPOBAHUIO
JEKIIMOHHOT'O MaTepHaa, MoJA4epKuBaTh HEOOXOIUMOCTh OTPAXKEHHUs B KOHCIEKTaX OCHOBHBIX
M0JIO’KEHUH M3y4aeMOM TeMbl, 0CO00 BbIAEIAS KaTerOpUitHBIN anmnapar.

B 3axitounTenbHOM 4acTH JIEKIUMH HEOOXOAMMO c(OpMyJIMpoBaTh OOIIKE BBIBOABI 110
TEMe, PacKpBIBAIOIINE COACPKAaHUE BCEX BOMPOCOB, MOCTABICHHBIX B JIeKIUH. OOBSIBUTH IUIaH
OUYEPEHOr0 CEMMHAPCKOI'0 WM JIAOOPATOPHOIO 3aHATUA, JaTh KPaTKUE PEKOMEHJAIMH I10
MOJAFOTOBKE CTYJEHTOB K CEMHUHapy WK J1abopaTopHoil pabote. OnpeneanuTb MECTO U BpeMs
KOHCYJIbTAllUM CTY/AEHTaM, IOXeJaBIIUM BBICTYIIUTh HA CEMUHApE ¢ JOoKJIagaMu U pedeparamu
10 aKTyaJIbHBIM BOIIPOCAM 00CYK/1a€MOU TEMBI.

Lenp mpakTHUYECKUX W J1a0OpPaTOPHBIX 3aHATHM - 00€CHedYnuTh KOHTPOJIb YCBOEHUS
yueOHOro Marepuaja CTyJA€HTaMH, paclIMpeHue W YriayOJeHHe 3HaHWM, MOJy4YEeHHBIX UMM Ha
JeKIUMSIX M B XOJE CaMOCTOATEIbHOM paboThl. IloBblmieHue 3pQPeKTUBHOCTH MPAKTHUYECKUX
3aHATHM JOCTUTAeTCs IIOCPEACTBOM CO3/IaHUS TBOPYECKOM OOCTAHOBKH, pacrojiararomen
CTYACHTOB K BBICKa3bIBAHHUIO COOCTBEHHBIX B3IVIAZ0B U CYKICHUH 10 00CYKJIa€MbIM BOIIPOCAM,
JKEJIAaHUIO Y CTYAICHTOB IOpaboTaTh Y JOCKU IIPH PELICHUH 3a]1a4.

ITocne kaxaoro JEKIUMOHHOTO, Ja0OPAaTOPHOTO M NPAKTUYECKOTO 3aHATHs CleNaTh
COOTBETCTBYIOIYIO 3aIllUCh B )KypHaJlaX y4yeTa IOCEUaeMOCTH 3aHATUHN CTYJI€HTaMH, BBISICHUTD Y
CTapOCT y4eOHBIX I'PYII NMPUYUHBI OTCYTCTBUS CTYIEHTOB Ha 3aHATUAX. [IpOBOANTE IpymnIoBble
Y MH/MBU1yaJIbHbIE KOHCYJIBTAI[UU CTY/IE€HTOB 110 BOIIPOCaM, BOSHUKAIOUIUM Y CTYAEHTOB B X0/I€
UX TIOATOTOBKM K TEKyLIeH H MNPOMEXYTOUHOH aTTecTalM MO Y4eOHOW JUCIMILIIMHE,
PEKOMEH/1I0BaTh B IOMOIIIb Y4eOHBIE U APYTHE MaTepUabl, a TAKXKE CIIPABOYHYIO JIUTEPATYPY.
OK3aMeH WM 3a4eT M0 AWCHUIUIMHE NPOBOAUTCA B (opMe NHCbMEHHOIO JK3aMeHa C
nocienyomel  MHIAMBUAyalbHOW  Oecelof cO  CTYAGHTOM Ha  OCHOBE  BOIPOCOB,
c(OpMyJIMPOBAaHHBIX B 3aYETHBIX WJIM 3K3aMEHAI[MOHHBIX Ouierax. B Ouier BHocuTcs IBa
TEOPETUYECKUX U OJIUH MPAKTHUYECKUIH BONPOC U3 Pa3IMYHBIX pa3AesoB TUCHMILIMHBI 17 Oosee
MOJIHOM MPOBEPKHU 3HAHUM CTyJNeHTOB. OlieHKa BBICTABISAETCS IpErnoaaBareaeM U oObsABISETCS
nocine oreBera. [lpenonaBarens NPUHUMAKOMMK — 3a4€T WM JK3aMEH JIMYHO  HECET
OTBETCTBEHHOCTb 32 MPAaBUILHOCTb BBICTABIICHUS OLICHKH.
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Crpykrypa u coaepkanue 1ucuunanabl « UapopmannonHas 6e30nMacHOCTbY»

no HanpasJjenno noarorosku 15.03.03 "llpukiagnas mexanuka'

Oobpa3oBartesbHast mporpamma (npoguJnb)

«l'[porpaManOBaHne H III/I(l)pOBBIe TEXHOJOI'MA B TUHAMUKE U ITPOYHOCTH»

dopma o0yueHust

[Ipunoxenue

a <| Buael yue0HOI padoThl, BKIOYaAsA .
& = g Bujasl camocTosITeIbHOH PadoThI Dopmbl
S| S 5| camocrositennnyio paboty cTyieHTOB CIVICHTOB ATTeCTALME
n/n Paznen z é} S U TPYA0EMKOCTH B Yacax e !
O S
J I/C | Jag. |CPC| KCP |K.P. | KIL PI'P Pedepar | K/p C] 3
IIsaTeIil cemecTp
1. Tema 1. MeTomomorus 3amuTsl HHPOPMAIUN 1 1 2 2 2 4
2. Tema 1. MeTomomorus 3amuTsl HHOPMAIUN 2 4 4 +
3 Tema 2. 3ammTa nHGOpMaUK B HHPOPMAIIHOHHBIX CHCTEMAaX OT 1 3 2 2 2 6
' [YTEYKH MO0 TEXHUYCCKUM KaHAJIaM.
4 Tema 2. 3amuTa nHGopmManuy B HHGOPMAIIHOHHBIX CUCTEMAX OT 1 4 5 4 4 +
' [YTEUKH MO TEXHUYSCKUM KaHAJIaM.
5 Tema 3. 3amura nHGopManuy B HHGOPMAIIMOHHBIX CUCTEMAX OT 1 5 5 5 2 6
' HecaHKnoHupoBaHHoro gocrymna (HCJ)
6 Tema 3. 3amura nHGopmManuy B HHGOPMAIIHOHHBIX CUCTEMAX OT 1 6 4 6 +
' HecaHKnoHupoBaHHoro gocrymna (HCJI)
Tema 4. 3amuTa nHGOPMAIIMH C UCTIOIH30BAHUEM MH(POBATLHBIX
7. 1 7 2 2 2 6
(xprnTorpaMuecKux) CpecTB
3 Tema 4. 3amuTa HHGOPMAINH C HCIIOIB30BAHNEM ITU(PPOBATHHBIX 1 8 4 6 +
' (xpunrorpaguyeckux) CpeacTs
Tema 5. Cuctema MeHeKMEHTa HH(POPMAITHOHHON
9. 1 9 4 2 6
bezonacuocteio (CMUB) Ha npeanpusTin
Tema 5. Cucrema MeHeKMEHTa HHYOPMALTUOHHOM
10. 1| 10 4 6 +
bezonacuocteio (CMUB) Ha npeanpustiu
11. [Tema 6.. KomruiekcHas cucreMa 3auuthbl uHpopmanuu (KC3M) 1] 11 4 2 6
12.  [Tema 6.. Kommekcnas cucrema samuthl nadopmanuu (KC3K) 1 12 2 4 4 +
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Tema 7. OpFaHI/I?)aHI/Iﬂ KOH(l)I/IZ[eHIII/IaJ'II)HOI‘O JACJIONPOU3BOACTBA HA

13. 13 2 2 4 6
MpeIIPHUATHH.
Dopma ammecmayuu 3
Bcero 4acoB Mo IMCHUILIMHE B IEPBOM CEMECTpe 144 18 18 36 54 3
Bcero 4acoB no 1ucuIIMHE 144 18 18 36 54 3
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MHWHHUCTEPCTBO OBPA3OBAHMS 1 HAYKU POCCUIMCKOM ®EJIEPAIIUM
®EJIEPAJILHOE TOCY JAPCTBEHHOE ABTOHOMHOE OBEPA3OBATEJILHOE
YYPEXJIEHUE BBICIIIETO OBPA3OBAHNA
«MOCKOBCKHUM MOJJUTEXHUYECKA YHUBEPCUTET»
(MOCKOBCKHWM INOJIUTEX)

Hamnpasnenue noaroroku: 15.03.03 "[Ipuknannas mexanuka'

OII (mpoduip): «I[IporpammupoBanue u MU(HPOBBIC TEXHOJIOTUN B JUHAMHUKE H POYHOCTH

®opma 00yueHus: OUHast

Kadenpa: «MapopmanmonHas 6€301acHOCTb)»
®OHJ OHEHOYHBIX CPEJACTB
MO AMCIUIIJIMHE

«NHpopmanoHHas 6e301aCHOCTD)
Cocras: 1. [laciopT ¢oHIa OLIEHOUHBIX CPENICTB
2. OnucaHue OLEHOYHBIX CPEJICTB!

TemaTuka JOK/IAI0B U COOOLIEHUN

Tewmbl pedepaToB
Bomnpocs! 11 TeKyiero KOHTpois
Bormpocs! 1u1st caMOCTOSATENBHOTO U3YUEHUS
DK3amMeH

CocTaBuTeIDb:

Kk.T.H AinoexoB U.10.

Mockaa, 2020 ron
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Tabmauua 1

MOKA3ATEJIb YPOBHSI COOPMUPOBAHHOCTH KOMIETEHIIUMI

NudopmannonHas 6e30nacHOCTh

oroc BO

B npouecce ocBoeHus JaHHOMH TUCHUIIUHBI CTYAeHT GopMHUPYeT U 1eMOHCTPHUPYET cieaylouue
001IeKyJIbTYPHBbIE U 001IenpodeccHOHATbHbIE KOMIIETEHIMH

KOMIIETEHIIUN TexHoa0rus ®opma
MHIEKC DOPMYJIMPOBKA IlepeyeHb KOMIIOHEHTOB ¢opmupoBanus OLICHOYHOI'0 Crenenu ypoBHeil 0CBOCHHSI KOMIIETEeHIUH
A KOMITeTeHIIU I cpeacTBa
3HATh: Ba3oBblii ypoBeHb:
nH(opMaLMOHHbIE PECYPCHI -3HaTh HH(GOPMAMOHHBIE PECYPCHI, TTOUIEKAIINE
naicHUeM METOAaMU HH()OPMAIOHHBI] (bopman PecypCel, JICKIIHA, (hopman PECYPCRL, O =
. MOJJIeKAIIME 3AIIUTE, YTPO3bI 3aIIuTe, YIPOo3bl 6€30IMaCHOCTH HH(POPMAIIHH;
TEXHONOTHIH, COOMIOZICHIEM OCHOBHETX 0e30macHOCTH HHPOPMAITUHY; caMocTOATC b HAA Pedepar €Th ONPEACTIATh HHPOPMALIMOHHBIC PECYPCHI
OIIK-9 TpeboBaHuit HHPOPMALIMOHHO P ’ pabora, pat, M P p PECYpeRL,
yMeTh: 9K3aMeH MOZIJIEIKAIITHE 3alHTE.
0€3011acCHOCTH, B TOM YHCIIE 3aIUThI ONpEJEIATH HH(OPMAIHOHHBIE nabopaTopHbIE .
rocyAapCTBEHHOU TalHBbIL. P p paboTsI HoBbIleHHbIH YPOBEH:
PECYPCHI, HOUIEKAIIAE 3aUIUTE, yTPO3b -yMETb OTIPEeIeNIATh YIPO3bl 6€30I1aCHOCTH
Oe3omacHOCTH HHPOPMALINY; uHbOpMALHH;
ba3oBblii ypoBeHb:
-yMeTbh KOPPEKTHO BBIOPATH IPH PEIICHUH
CHOCOOHOCTBIO pPelIaTh CTaHIapTHBIE
. npodeccroHalIbHBIX 3a/1a4 METObI U CPEJCTBA
3a7a4M Npo(hecCHOHATBLHOM yMeThb: .
UH(OPMALMOHHOM 0€30MaCHOCTH U 3alUThI
JIeATeIbHOCTH HA OCHOBE KOPPEKTHO BBIOPATh U MPUMEHSTH IIPH JEKIHs,
. HMHTEPECOB JINYHOCTH, OOIIECTBA ¥ TOCYAapCTBa,
nHpopmManmoHHoit 1 peleHn# NpodecCHOHANBHBIX 33/1a4 | CaMOCTOSTENIbHAS .
. . Pedepar, co0J01aTh HOPMBI IPO(hECCHOHATBHOM ATHKH
OIIK-10 6ubnmorpadudaeckoit KyapTypHI ¢ METOBI U CpecTBa HH(POPMAITHOHHOMH pabora, N
- _ 6 SK3aMCH IloBbIlIEHHBII YPOBEHB:
prMeHeHHeM HH(POPMAIMOHHO €30MaCHOCTH U 3alUThl HHTEPECOB MpaKTHYECKUEe
KOMMYHUKAIMOHHBIX TEXHOJIOTUI U C | JIMYHOCTH, OOLIECTBA U rOCYIapCTBa, 3aHATHS -yMEeTbh KOPPEKTHO NPUMEHSTH TIPH PELICHUN

Y9eTOM OCHOBHBIX TpeOOBaHHH
MHPOPMAIMOHHON 6€3011aCHOCTH

co0ur0IaTh HOPMBI TPO(eCCHOHATFHOH
STHKH,

npodeccHOHATBLHBIX 33]1a4 METOJIbI M CPEJICTBA
“H(OPMAIMOHHON OE30MTACHOCTH U 3aIUTHI
HWHTEPECOB JINYHOCTH, OOII[ECTBA U TOCYIapCTBa,
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N

o N

10.
11.
12.

OueHoYHBIE CPeICTBA /I TEKYIIero KOHTPOJISA YCIeBaeMOCTH, POMeKYTOYHOI
aTTecTALMHU 10 UTOraM OCBOEHMS JUCHUILIMHBI U Y4eOHO-MeTou4ecKoe odecreyeHne
CaMOCTOSITEIbHOH PadoThI

IIpumepHasi TeMaTuka pedepatoB mo Kypcy
«HpopMmannoHHas 6e301aCHOCTD)

Hogsie nH()OpMaIIMOHHBIE TEXHOJIOTHH — HOBBIE BO3MOYKHOCTH, HOBBIE YTPO3bI
[lepcniexkTuBbl pazBuTus cpeacts 31U

Hogsie nH()OpMaIMOHHO-KOMMYHKAITHOHHBIE TEXHOJIOTUU

MoOwIIbHBIE TEIEKOMMYHUKAIIMOHHBIE YCTPOMCTBA

PoGoToTexHuka 1 MEXaTpOHHKA U TIEPCIIEKTUBBI UX PA3BUTHUS
HanoTtexHoJioruu u nepcrekTuBbl UX puMeHeHus B 31

CereBble TexHOJIOrUU U cpeacTsa 31

HudopmaiinonHoe opyxue 1 HHPOPMAIIMOHHBIE BOWHBI

KBaHTOBBIC KOMIBIOTEPHI U KPUIITOTPAPUS

10 Css3b Ub u ryasuiia komnanuu

11. IpaBoBOe oOecreUeHHE 3aNTUThl HHTESIUICKTYaIbHOM COOCTBEHHOCTH KOMITAHUHU

CoNoOk~wWNE

Bonpochl 1J151 TEKY1IEro KOHTPOJIS:

Tema 1. MeTogosiorusi 3aiuThbl HH(pOpPMATUT
Jokrpunaa nHpopmManmoHHOH Oe3onmacHocTu Poccuiickoit @eneparun. CtpaTterusi pa3BUTHS
uHpopmarnmonHoi 6e3omacHoctu Poccutickoit @enepanmu Ha 2017-2030 romapr.
HopmarusHo-nipaBoBas 6a3a P® B obmactu Mb. VicTounnky 3HaHUI B KOMITAHUU.
3apyOexHbId ONBIT MPaBOBOro oOecrmeueHus: 3amuThl uHQopMmanuu. CraHmapTsl u
pexomenaanuu no 6ezonacuoctu ISO.
PykoBopsmie nokyMeHTsl DenepanbHOl CIyKObl MO TEXHUYECKOMY U SKCHOPTHOMY
koHTpoIto (DCTIK).
CpoiicTBa uHpOpManuy, MNOAJSKAIIME 3alIMTe: KOH(PUICHIMATBHOCTb, IEIOCTHOCTh H
JIOCTYITHOCTb.
Konnenmus  komrmiekcHOM  cucTteMbl 3amuThl  uHpopManuu. CnyxeOHas  TaiiHa.
Kommepueckas taiina. [lepconanbhble qanHble. ['ocynapcTBeHHas TalHa.
WuTemiekTyanbHast COOCTBEHHOCTh U aBTOPCKOE MPaBo.
Buast 06bekTOB HHGOpMATH3aIIMK KaK 00BEKTOB 3aIIUTHI HH()OpMAIUH.
Knaccugukanus yrpo3 uHdopmamonHoi 6e3omnacHocTd. Mojens yrpo3 nHpopManoHHON
6e3omacHocTH. Mosienb HApyILIUTENS.
YpoBHHU 3amUThI HH(OPMAIIUH.
[Tonutuka 6e3omacHocTy. [ 1aBHbIE HallpaBieHus padoT Mo 3aluTe HHHOPMALIUH.
OpraHu3aloOHHO-TEXHUYECKUE MEPOTIPUATHS MO 3alIUTe HHPOPMALIMH, PETIaMEHTUPYIOIIHE
MIPOU3BOJICTBEHHYIO JEATEIBHOCTh MPEANPUATHS U €r0 paOOTHUKOB.

Tema 2. 3amura uHpopmanun B ”HGOPMALMOHHBIX CHCTEMAX OT YTEYKH 110 TEXHHYECKUM

1.
2.
3.

4.

KaHaJIaM.
OO6mas kmaccuduKals yrpo3 U ysi3BUMOCTEH HH()OPMAIIMOHHBIX CHCTEM.
MeTtoauka onpeeneHus akTyaabHbIX YIpo3 O€301MacHOCTH.
CTpyKTypa THIIOBOTO TeXHUYECKOTo KaHana yreuku uHpopmaruu (TKYHW). Knaccudukanus
TKVYU.
MeTo/bl U CpelICTBa TEXHUYECKOU 3aIUThI HH(DOpMAIIUU
17



5. Knaccudukamnus TexHuaeckux kanainoB yreuku nadopmaruu (TKYN).
6. Yrpo3bl yTeuku HHPOPMALIUH 110 TEXHUYECKHM KaHaJIaM.
7. Bugpl anmapatypsl ISl perUCTPAId TOOOYHBIX 3JICKTPOMATHUTHBIX M3ITyYCHUN W HABOJOK

(IIDMUH).

8. MeTOI[I/IKa OILCHKH 3alIUIIICHHOCTHU OT YTCUKHU I/IH(bOpMaI_[I/II/I 110 TCXHHUYCCKHUM KaHaJlaM.

Tema 3. 3ammrTa nHpopManuu B MHPOPMAITMOHHBIX CHCTEMAX OT HECAHKIIMOHMPOBAHHOTO

N

&

~

8.
9.

nocryna (HCH)

VYrpo3sl HecankumonupoBanHoro aocryna (HCI) k undopmarnmu. PazHoBugHOCTH YTpo3
HCJI 1 ux uCTOYHUKH.

VYsa3BuMocTH HHPOPMAITMOHHBIX cucTeM, cBsizaHHbie ¢ HC/I.

VYSA3BUMOCTH CHCTEMHOTO M TPHUKIAJAHOIO TMporpamMmHoro obecredeHus. MeTonsl u
cpenctra 3amuTthl nHGopmarmu ot HCJI.

MatpuyHble U MHOTOYPOBHEBbIE (MaHAATHBIC) MOAEIH pa3rpaHUUEHUs JOCTYIIA.

OcHOBHbIE NPUHLUIIBI KOHTPOJS JOCTya K pecypcaM cucTeMbl. Jlucnerdepusanus
nocryna. Wpentuduxanus u ayreHTHUKalus Mojb3oBaTeneld. Aptopuszanus. Kiroun
3aILMTBHI.

CoBpeMeHHbIE CUCTEMBI 3aluThl KoMIbloTepHbIX cucTeM (KC) oT HecaHKIIMOHHUPOBAHHOTO
nocTyna K nHpopMarm.

XapakTepucTuKa yrpo3 nporpaMMHO-MaTeMaTuyeckux Bozjaericteuil (IIMB).

Buibl BpeZIOHOCHBIX POTPaMM.

CereBble Yrpo3bl M YSI3BUMOCTH. B03MOXHBIE MHOCIEACTBUA OT peaju3alMu yrpo3 IpHU
MEKCETEBOM B3aUMOJCICTBUH.

10. BeisBnenue yrpo3 HC/] 3a cuet MexxceTeBOro B3auMoAeCTBHSL.
11. Onpenenenue Kaacca 3aUIIECHHOCTH MHPOPMAIIMOHHON CUCTEMBI.

Tema 4. 3amura uHpoOpManuM ¢ HCIOJIB30BAHMEM M (POBATBHBIX (KpUNTOrpaguuecKnx)

CoNoORrWDNE

ook wdE

cpeacTB

Brenenue B kpunronoruto. Ucropuueckuii 0030p.

Kpunrorpadus n KpunroaHaius.

[ToHsITHE KPUNITOCTONKOCTH CUCTEMBI 3aLUTHI UHPOPMAIUH.

HIndpoBanue kak METO KpUITOrpapruecKoro npeoOpa3oBaHusl.

Kitoun u anroputmsl muppoBaHus.

MeTtop! mMppoBaHUs ¢ CAMMETPUYHBIM KIHOYOM.

Kpunrorpaduueckas cuctema RSA.

DnexTpoHHas HU(poBas MOANUCH HA OCHOBE KPUNTOTpaduIecKoro Npeoodpa3oBaHus.
Oco6eHHOCTH CTaHAApTH3alMU U cepTU(UKALUN KpUNTOrpaduuecKux CpecTB.

Tema 5. Cucrema MeHezKMeHTa HH(popManuoHHoi 0e3onacHocTbio (CMUB) Ha
NpeanpuATHI

CewmeiictBo crannaptoB CMUB. Ynpasnenue puckamu nHOOPMAITMOHHONW O€30MTaCHOCTH.
Oob1ee coneprkaHue mpolecca OLEHKH pUCKOB. AHAIIU3 YPOBHS PUCKOB.

DakTOpPHI, BAUSIONINE Ha BEPOSITHOCTh PeaTU3aliH YTPO3bI.

MeTo10510THY OLIEHKH PUCKOB TIO JBYM U IO TpeM (pakTopam.

Cy6’beKTI/IBHaH mIKaJia TAXKECTU BO3MOXHBIX HOCJ'IG)ICTBI/If/i.

WNHcTpyMeHTallbHBIE CpeIcTBA aHANMM3a pUCKOB. [IpuHaTHe perenuii mo oo0padoTke u
YIPaBIEHUIO PUCKAMHU.
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el AN

no

N

10.

11.
12.

7. TlpakTudeckue mpaBuia yrnpasieHus HHPOPMAITMOHHON 0€30MMacHOCTHIO.
8. Ilpumep coaepxaHus NOTUTUKH HHPOPMALIMOHHON O€30MMacHOCTH.

9. OcHOBHBIE BOIIPOCHI YIIPABJICHUS JIOCTYIIOM K HH(OpMAIUH.

10. PaccnenoBanne HHIUIECHTOB B chepe MHPOPMAIIMOHHOM 0€301TaCHOCTH.

Tema 6.. Kommexkcnas cucrema 3amurtsl uHpopmanuu (KC3H)

Ompenenenne KC3U.

Tpu ocHoBHBIE KOMIIOHEHTHI co3flanust KC3UW Ha npennpusitiu.

MopnenupoBanue KC3U.

Ortanbl co3manust KC3U (TEXHMKO-3KOHOMHYECKOE OO0OCHOBaHHE, TeXHHYECKoe 3aaHue,
ACKU3HBIN, TEXHUUECKUI U pabouuii mpoekThl. BHepeHne u caaya B OMBITHYIO SKCIUTyaTaluio,
nopaboTka (mpu HEOOXOIMMOCTH ) M IIPUEMKa 3aKa3YUKOM CHCTEMBI).

Tema 7. Opranusanusi KOH(pUIEHIMATIHLHOTO 1eJI0NPOU3BOACTBA HA NPEANPUATHH.

OpranuzairoHHO-PACTIOPAIUTENbHBIE TOKYMEHTHI, pErIaMEHTHPYIOIIHNE MOPSIOK
KOH(HICHIIMATIHHOTO ISTTIONPOU3BOJICTBA.

Ob6mepoccuiickuii knaccudukarop ymnpasieHueckoi nokymentanuu (OKY ).
[Topsimok MOArOTOBKH, O(hOPMIICHUS JJOKYMEHTOB U y4eTa MaTepUAIbHBIX HOCHTEICH
KOH(pHICHIMAIBHON HH(OpMAITUH.

3anaun, GYHKINUU U TOJDKHOCTHBIE 00sI3aHHOCTH COTPYTHUKOB KOH(HUICHIIHATLHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMATH3UPOBAHHBIC CUCTEMBI AICKTPOHHOT'O KOH(UICHIIMAILHOTO JISIOMPOU3BOJICTBA
(CO).

[TpaBwiia gemompon3BoACTBA B (peiepaibHBIX OPraHaX MCIIOTHUTEILHONW BIIACTH.
Opranuzanys KOHTPOJIS 32 COOIOIEHUEM UCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.

BOHPOCBI AJISA CAMOCTOATECIIBHOIO H3YYCHUA

Nndpopmannonnas 6e3omacHocts (Mb) kak cocraBnsomas HalMOHAIbHOM 0€30IacHOCTH.
3anaum rocynapcrsa B 3Toi obnactu. MHdopMamonHoe opyxue, nH(pOpMallMOHHbIE BOMHBI U
TeppopusM. locynmapcTBeHHble opranbl P®, peanusyomme ¢GyHKIUM —oOecredeHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

HopmartuHo-nipaBoBas 6aza PO B o6nactu Ub.

3apyOexHbIi ONBIT MPAaBOBOro obecreyeHus 3auThl HHGopmanuu. CTaHIapThl U
pexomeHaiuu no 6e3omacuoctu [SO.

PykoBonsiue nokymeHTsl DenepanbHOM ciyKObl IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(OPCTIK).

CaoiicTBa nHpOpMaIuy, MOAJIeKAINE 3alIUTe: KOH(PUIEHIUAIBHOCTD, LIEJI0CTHOCTD U
JOCTYITHOCTb.

KoHmenmus KoMIIeKCHON cucTemMbl 3aiuThl nHpopMmanuu. Ciry>xeOnas taitHa. Kommepueckas
tariHa. I[lepconanbuble ganHele. ['ocygapcTBeHHas TalHa.

WuTennexryanbHas COOCTBEHHOCTb U aBTOPCKOE MPaBo.

Buapl 00beKTOB MHPOPMATH3AIMH KaK 0OBEKTOB 3alIUThI HH(OPMAIIHH.

Knaccudukanus yrpo3 nadopmannonHoi 6e3onacHoctd. Mojens yrpo3 uHGopManoHHON
6e3omacHOCTH. Moenb HapyIIUTEIS.

YpoBHHU 3aIUThl HH(OPMALIUH.

[TonuTrka 6e30MacHOCTH MpeanpusATHs.. | TaBHbIe HanpaBIeHUs paboT MO 3alUTe
uH(pOpMaLUH.
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13.

14.
15.
16.

17.
18.
19.
20.

21.

22.
23.
24.

25.
26.

217.

28.
29.
30.

31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.

42.
43.
44,
45.
46.
47.
48.

49.
50.
ol.
52.
53.

OpraHu3allMOHHO-TEXHUYECKHE MEPOTIPHUATHS 10 3alUTe HH(POPMALH, perJIaMEeHTUPYIOIINE
MPOU3BOJICTBEHHYIO JIEATEILHOCTh MPENINPUATHS U €r0 paOOTHHUKOB.

OO6mas kiaccudukanys yrpo3 1 ysi3BUMocTeil HHQOPMAIMOHHBIX CUCTEM.

Metoauka onpeaeseHns aKTyalbHbIX yIpo3 0€30MacHOCTH.

CtpykTypa THHOBOrO TeXxHHYecKoro kaHana yreuku umHpopmaruu (TKYUW). Knmaccudukamms
TKVYUN.

Mertonbl 1 cpeacTBa TEXHUUECKOM 3alUThl HH(OpMALUU

Knaccugukarus texauyeckux kaHanoB yreuku nadopmaruu (TKYN).

VYTpo3bl yTeuku HHPOPMALIUH 110 TEXHUYECKUM KaHaJlaM.

Bunapl anmapaTypsl Ui perMCTpaIiM MOOOYHBIX AJIEKTPOMArHUTHBIX HM3IyYEHHH M HaBOJOK
(IISMUH).

MeTtoanka OI[eHKH 3alUIIEHHOCTH OT YTEUKU HHPOPMALIUHU 0 TEXHUUECKUM KaHajlaM. YTPO3bl
HecaHkImonupoBanHoro goctymna (HCJ) k uapopmanum.

PaznoBugnoctu yrpo3 HCJI 1 ux uCTOUHUKHU.

Vs3BuMocTH MH(OPMAMOHHBIX cucTeM, csizaHHble ¢ HCJI.

VA3BUMOCTH CHUCTEMHOI'O M IMPHUKJIAJHOTO NMPOTrpaMMHOI0 obecrieueHus. Meroabl U cpencTBa
3amuThl HHGopmaruu ot HCJI.

MaTtpuuHble 1 MHOTOYPOBHEBbIE (MaHaTHbIE) MOJEIN Pa3rpaHUYEHUs JOCTYIIA.

OcHOBHBIE IIPUHLUIIBI KOHTPOJISL IOCTyNa K pecypcaM cUCTeMbl. /lucneTdepusanus AOCTyHa.
Wnentudukanys u ayreHTU(UKAIUS 1T0JIb30BaTenei. ABtopu3zanms. Kimroun 3amuThl.
CoBpeMeHHbIE cHUCTEMbI 3aliuThl KommbioTepHbIX cucteM (KC) oT HecaHKIMOHHPOBAHHOI'O
JOCTyTa K HHPOpMAaLUH.

XapakTepucTuka yrpo3 nporpaMMHoO-MaTeMaTuueckux Boszaeiicteuii (IIMB).

Buibl BpeJOHOCHBIX pOrpamm.

CereBble Yrpo3bl M YA3BUMOCTH. BO3MOXHBIE IIOCIEACTBHS OT pealu3alud Yrpo3 IpU
MEXCETEBOM B3aUMOJICUCTBUMU.

Briasnenue yrpos HCJI 3a cuer MexceTeBOro B3auMOACUCTBHS.

Omnpenenenne Kiacca 3alIUIICHHOCTH HH()OPMAITMOHHONW CUCTEMBI.

OO01e MOHATHUS, UCTOPHSL Pa3BUTHS U KIacCU(UKAIM KpUNTOrpaduuecKux CpeacTB.
Kpuntorpadus u kpuntoananus. OO1ias XxapakTepUCTUKA Pa3IMYHBIX METOAO0B HIN(POBAHNUS.
[ToHsATHE KPUOTOCTOMKOCTH CHCTEMBI 3aIIUTHl HHPOPMALIUH.

[Mudposanue kak METOJ KpUNTOTpadhUIECKOro Npeoopa3oBaHUs.

Knroun u anroputmsl muppoBaHus.

MeTtob! muppoBaHUS ¢ CAMMETPUYHBIM KITHOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexkTpoHHas M(poBas MOIUCh HA OCHOBE KpUNTOrpaduyeckoro npeoopa3oBaHusl.
OcoOeHHOCTH  CTaHAApTHU3allMM M cepTU(UKAIMM  KPUNTOrpapUuecKux  CpenCTB.
OteuecTBEeHHBIE U 3apy0eKHbIE CTaHAPTHI MHU(PPOBAHUS.

OO61mas xapakTepuCcTHKa U Ki1accu(UKalys KOMIIBIOTEPHBIX BUPYCOB.

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamu HHGOpMaMOHHON 6€301acHOCTH.
O6miee comeprkaHue MpoIecca OLEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@DakTOpHl, BAUSIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo10510THH OLIEHKH PUCKOB MO ABYM U 1O TpeM (hakTopam.

CyObeKTHBHAs LIKaJIa TSHKECTH BO3MOMKHBIX MTOCTIEICTBHH.

WucTpymMeHTaNnbHble cpeAcTBa aHaiu3a puckoB. [IpuHsTHe pemenuii mno oOpaboTke U
YIPaBICHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAITMOHHOM 0€301aCHOCTHIO.

VYnpasieHue 10CTynoM K HHPOpMaIum.

PaccnenoBanue nHIMAEHTOB B chepe nHPOPMAITHOHHOM 0€301TaCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3anusg KC3U Ha npeanpusarun.

Monenuposanue KC3U.
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Ortanbl co3manust KC3U (TEXHMKO-2KOHOMHUYECKOE€ OO0OCHOBaHHME, TeXHHYECKoe 3agaHue,
ACKU3HBIN, TEXHUUECKUI U pabouuii mpoeKThl. BHenpeHne u caaya B OMBITHYIO SKCILUTyaTaluio,
nopaboTka (Ipu HEOOXOIMMOCTH ) M IPUEMKa 3aKa3YUKOM CHUCTEMBI).

OpraHu3anroHHO-PACTIOPSTUTECITLHBIC JIOKYMEHTHI, perIaMeHTHPYIOLITHE MOPSIJIOK
KOH(UICHIIMATLHOTO JISTIOMPOU3BOICTRA.

O6mepoccuiickuii kiaaccupukaTop ynpasieHdeckor qokymeHTaruu (OKY ).

[Topsimok TOATOTOBKM, O(OPMIIGHHS JTOKYMEHTOB U y4YeTa MAaTEepPUAIBHBIX HOCHUTEINEH
KOH(pHACHIMAIBbHON HH(OpMAITUH.

3amaun, QYHKIUM W JOJDKHOCTHBIE OOS3aHHOCTH COTPYJHUKOB KOH(DUIECHIIMAILHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMATH3UPOBAHHBIC CHUCTEMBI JJIEKTPOHHOTO KOH(MUICHIIMAIBLHOTO JIEIOMPOU3BOJICTBA
(CO).

[TpaBuiia nenompon3BoACTBA B (heepaabHBIX OPTaHaX HCIIOTHUTEIHLHON BIACTH.

Opranuzanys KOHTPOJIS 32 COOII0IEHUEM HCTIOTHUTEISIMU JI0JKHOCTHBIX HHCTPYKLUH.
CocTaBIISIFOIINE U UCTOYHUKHU PUCKOB B YIIPABJICHUH.

[Toxxomp! K OpraHU3aIyy 3aIIUThl KOMMEPUYECKOM TailHbI Ha IPEANPUITHA

Cryx0a 6e3omacHOCTH Ha npeAnpusaTud. OyHKINU CITy>KObI 0€30TTACHOCTH HA MPEATIPUSTHH
NudopmaninoHHsle pecypcebl, MNpPOAyKThl U yciayrd. OOBEKTUBHAs HEOOXOJUMOCTh U
oOuIecTBEeHHAsI TOTPEOHOCTH 3alUThl UHPOPMALUH.

Wnentudukanuss U ayreHTHHKAIMSI CYObEKTOB JOCTyNa K pecypcaM HH(DOpManuoHHON
cuctembl. [laponbHBIC METOBI M OlleHKa UX d(hhekTHBHOCTH. BuoMeTprdeckne METoIbI.

OueHOYHBIE CPECTBA /1JIs IPOMEKYTOUHOM aTTeCTAUH
IK3aMeH
Cnucok BONPOCOB /1Jisl IK3aMeHA MO AUCHHUIIINHE

Nndpopmannonnas 6ezonacHocts (MB) kak cocrapisioias HallMOHAIBHON 0€3011aCHOCTH.
3agauum rocyapcTsa B 3Toi obnactu. MHpopMalmonHoe opyxue, THPOPMALMOHHbBIE BOMHBI U
teppopusM. ['ocynapctBennbie opransl PO, peanusyromme QyHKIuu odbecreueHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

HopmartuHo-nipaBoBas 6aza PO B o6nactu Ub.

3apyOexHbIi ONBIT MPABOBOT0 oOecreueHus 3auuThl HHpopMmauu. CTaHIapThl U
pexomeHaiuu no 6e3omacuoctu [SO.

PykoBonsiue nokymeHTsl DenepanbHOM ciyKObl IO TEXHUYECKOMY U AKCIIOPTHOMY KOHTPOJIIO
(OPCTIK).

CaoiicTBa nHpOpMaIuy, MOAJIeKAINE 3alIUTe: KOH(PUIEHIUAIBHOCTD, LIEJI0CTHOCTD U
JOCTYITHOCTb.

Konuenius koMiekcHo# cucteMsl 3amuThl nHGopmanuu. CinyxebHas taitHa. Kommepueckas
tariHa. I[lepconanbuble ganHele. ['ocygapcTBeHHas TalHa.

WuTennexryanbHas COOCTBEHHOCTb U aBTOPCKOE MPaBo.

Buapl 00beKTOB MHPOPMATH3AIMH KaK 0OBEKTOB 3alIUThI HH(OPMAIIHH.

Knaccudukanus yrpos napopmannonHoi 6e3onacHoctu. Mojaenb yrpo3 nH(popMarmoHHOM
6e3omacHOCTH. Mojenb HapyIIUTES.

YpoBHHU 3aIUThl HH(OPMALIUH.

[TonuTrka 6e30MacHOCTH MpeanpusATHs.. | TaBHbIe HanpaBIeHUs paboT MO 3alUTe
uH(pOpMaLUH.
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Opranu3alroHHO-TEXHUYECKUE MEPOTIPUATHS IO 3aluTe UHPOPMALINH, PETIIAMEHTUPYIOLINE
IIPOU3BOJICTBEHHYIO JEATEIBHOCTh MPEANPUATHS U €r0 pa0OTHUKOB.

O6mas kmaccuduKalus yrpo3 U ysi3BUMOCTEH HH()OPMALIMOHHBIX CHCTEM.

Metoauka onpeaeseHns aKTyalbHbIX yIpo3 0€30MacHOCTH.

CTpyKTypa THIIOBOTO TeXHUYEeCKOTo KaHaya yreuku napopmaruu (TKYH). Knaccudukarus
TKVYUN.

MeTo/b1 1 CpecTBa TEXHUYECKON 3alUThl HH(OpMaUU

Knaccugukarus texauyeckux kaHanoB yreuku nadopmaruu (TKYN).

Yrpo3sl yreuku nHQOpPMALUK IO TEXHUYECKUM KaHajaM.

Bunp! anmapatypsl Ui perucTpanuy NOOOYHBIX JIEKTPOMArHUTHBIX U3TY4eHUN U HAaBOJOK

(IIDMUH).

MeTtoauka OIEHKH 3alUIEHHOCTH OT YT€UYKH WH(POPMAIMH M0 TEXHUYECKUM KaHajlaM. YTPO3bl

HecaHkImonupoBanHoro goctymna (HCJ) k uapopmanum.

PaznoBugnoctu yrpo3 HCJI 1 ux uCTOUHUKHU.

VYs3BUMOCTH HH(POPMAIIMOHHBIX cucTeM, cBsa3aHHble ¢ HC/I.

VYS3BUMOCTH CHCTEMHOTO M MPHUKJIAIHOTO MPOTPaMMHOT0 o0ecriedeHusi. MeTo sl ¥ cpeicTBa
3amuThl HHGopmaruu ot HCJI.

MaTtpuuHble 1 MHOTOYPOBHEBbIE (MaHaTHbIE) MOJEIN Pa3rpaHUYEHUs JOCTYIIA.

OcCHOBHBIE IPUHIUIIBI KOHTPOJISL IOCTYIIA K pecypcaM cucTemsl. Jlucneruepusanus JoCTyna.
Wnentudukanys u ayreHTU(UKAIUS 1T0JIb30BaTenei. ABtopu3zanms. Kimroun 3amuThl.
CoBpeMeHHbIE CHCTEMBI 3alUThI KOMITbIOTepHBIX cucTeM (KC) 0T HecaHKIIMOHUPOBAHHOTO
JOCTyTa K HHPOpMAaLUH.

XapakTepucTuka yrpo3 nporpaMMHoO-MaTeMaTuueckux Boszaeiicteuii (IIMB).

Buibl BpeJOHOCHBIX pOrpamm.

CereBble yrpo3bl U yA3BUMOCTU. BO3MOKHBIE OCIEACTBUS OT peai3aluu yrpo3 Npu
MEXCETEBOM B3aUMOJICUCTBUMU.

BeisBiienne yrpoz HCJI 3a cuet MexceTeBoro B3auMo1eHCTBHUS.

Omnpexnenenne Kiacca 3alIUIICHHOCTH HH()OPMAITMOHHOW CHCTEMBI.

OO01re NOHSTHS, UCTOPHS PA3BUTHS U KIacCUUKAIMs KPUNTOrpapUUeCKUx CpeCTB.

Kpuntorpadus u kpuntoananuz. O01as XxapakTepUCTUKA pa3IMUHbIX METOJOB IIU(POBAHHUS.

[ToHsATHE KPUOTOCTOMKOCTH CHCTEMBI 3aIIUTHl HHPOPMALIUH.

[udposanue kak METO KpUNITOTpadhuIecKoro Mpeodpa3oBaHus.

Knroun u anroputmsl muppoBaHus.

MeTtob! muppoBaHUS ¢ CAMMETPUYHBIM KITHOYOM.

Kpunrorpaduueckas cuctema RSA.

OnexkTpoHHas M(poBas MOIUCh HA OCHOBE KpUNTOrpaduyeckoro npeoopa3oBaHusl.
Oco0eHHOCTH CTaHAAPTU3ALUHU U CEPTUPHUKALUU KPUNITOrpauIECKUX CPEICTB.
OteuecTBEeHHBIE U 3apy0eKHbIE CTaHAPTHI MHU(PPOBAHUS.

OO61as xapakTepuCcTHKa U Ki1accu(UKalns KOMIIbIOTEPHBIX BUPYCOB.

CewmeiictBo crannaproB CMUB. Ynpasnenue puckamu HHGOpMaMOHHON 6€301acHOCTH.
O6miee comepkanue MpoIecca OLEHKH PUCKOB. AHAIU3 YPOBHSI PUCKOB.

@DakTOpHl, BAUSIOLIUE HA BEPOATHOCTD PEAIN3ALMH YTPO3BI.

MeTo10510THN OLIEHKH PUCKOB MO ABYM U IO TpeM (paKTopam.

CyObeKTHBHAs LIKaJIa TSHKECTH BO3MOMKHBIX MTOCTIEICTBHH.

HHcTpyMeHTallbHBIE Cpe/IcTBA aHANINU3a pucKoB. [IpuHaTue pemenuii mo o6padoTke u
YIPaBICHUIO PUCKAMH.

[IpakTiueckue npaBuia yrnpapieHUs] HHPOPMAITMOHHOM 0€301aCHOCTHIO.
VYnpasieHue 10CTynoM K HHPOpMaIum.

PaccnenoBanue nHIMAEHTOB B chepe nHPOPMAITHOHHOM 0€301TaCHOCTH.

Tpu ocHoBHBIE KOMIIOHEHTHI co3anusg KC3U Ha npeanpusarun.

Monenuposanue KC3U.
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Oramnbl co3nanus KC3U (TexHuKo-3KOHOMUYECKoe 000CHOBaHWE, TeXHIUUECKOe 3a/1aHHeE,

ACKU3HBIN, TEXHUUECKUN U pabouunii IpoeKThl. BHEpEeHNE U ciaya B ONBITHYIO SKCIUTYaTallHIo,

nopaboTka (Ipu HEOOXOIMMOCTH ) M IPUEMKa 3aKa3YUKOM CHUCTEMBI).

OpraHu3anroHHO-PaCTIOPSIUTEIbHBIE IOKYMEHTHI, PETIaMEHTHPYIOIIHIE MOPSI0K
KOH(HICHIIMATIHHOTO IETONPOU3BOJICTBA.

O6mepoccuiickuii kiaaccupukaTop ynpapieHueckor qokymentanuu (OKY D).

[Topsiiok TOATOTOBKH, O(OPMIICHHUS TOKYMEHTOB U y4€Ta MaTepUaIbHbIX HOCUTEICH
KOH(pHACHIMAIBbHON HH(OpMAITUH.

3anaun, QyHKIUN U JOJDKHOCTHBIE 00SI3aHHOCTH COTPYAHUKOB KOH(UICHIINAIBHOTO
JIeITOTIPOU3BOJICTBA.

ABTOMaTH3UPOBAHHBIE CUCTEMBI AJIEKTPOHHOTO KOH(PHICHIINATHHOTO JICIOIPOU3BOJICTBA
(CO).

[TpaBuia nenonpou3BoOACTBa B (eiepabHBIX OpraHax UCIOTHUTEIBHOM BIACTH.
Opranuzanys KOHTPOJIS 32 COOIOIEHUEM UCTIOTHUTEIISIMH JI0JDKHOCTHBIX HHCTPYKIUH.
CocraBasomye 1 UICTOYHUKH PHCKOB B yIIPABICHUH.

[Toxxomp! K OpraHU3aIyy 3aIIUThl KOMMEPUYECKOM TailHbI Ha IPEANPUITHA

Cnyx0a 6e3onacHOCTH Ha peanpusaTHi. OYHKIUHN CIyKObl 0€301TaCHOCTH Ha MPEATIPUITHN
HudopmaiinoHHbIe pecypchl, MPOAYKThl U yCiayru. O0beKTUBHAS HEOOXOIUMOCTh U
oO1mIecTBEHHAs: MOTPEOHOCTH 3AIIUTHI HHPOPMAITUH.

Wnentudukanys u ayreHTUUKAIUsI CyObEKTOB JOCTYIA K pecypcaM HH()OPMAaIMOHHOM
cucremsl. [laponabpHbIe MEeTOIBI U OlLleHKa UX 3 dekTnBHOCTH. BroMeTpruecKkne MeTo bl
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